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© 000 "KpunTto-INpo", 2000-2013. Bce npaBa 3alMLEHbI.

ABTOpCKME nMnpaBa Ha CpeacTBO  KpunTorpadumyeckon  3awmTbl
MHGOopMaumn Kpuntollpo CSP wn  3KCcnAyaTauMOHHYKD  AOKYMeHTauuto
3aperncTpupoBaHbl B POCCMINCKOM areHTCTBE MO MaTeHTaM M TOBapHbIM 3HakKaMm
(PocnateHT).

JOKyMeHT BXOAMT B KOMMJIEKT MNOCTaBKM MporpamMHoro obecnevyeHus
CK3MN Kpuntollpo CSP v. 3.6.1, Ha Hero pacnpoCcTpaHAKTCsa BCe YCI0BUA
NMLUEH3MOHHOIo cornawenuns. bes cneumanbHOro NMCbMeHHOro paspeweHns 000
"KPUNTO-MPO" AOKYMEHT MM €ro 4acTb B 3/IEKTPOHHOM WM MeYaTHOM BuAe He
MOryT 6bITb CKONMMPOBaHbI M NepeaaHbl TPETbUM JIMLLAM C KOMMEPYECKOWN Lesbio.
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1. NHcTtannauma CK3UW Kpuntollpo CSP

NHcTannsumnsa, aevHctannsumsa m obHoBneHme CK3WM Kpuntolpo CSP npousBoauTCS B COCTaBe
NpuUKIagHon nporpaMmmbl, pa3pabotaHHol ¢ npuMmeHeHneM Kpuntollpo CSP. lMpu aTnux aencreusx cnepyer
pPYKOBOACTBOBaTbCA AOKYMeHTauuen OT Npou3BoauTeNns MNpuKNaaHOW nporpaMmmbl (Kak npaswuio, 3TO
cucTteMa AoKyMeHToob6opoTa mnm 6aHK-KINEHT).
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2. HTepdeinc CK3U Kpuntollpo CSP

2.1. JJocTtyn K KOHTposibHOW naHenu CK3U

[JaHHbI pa3gen aBASETCHS MHCTPYKUMEN MO WCMNOJSIb30BaHUIO KOHTPOJSIbHOM naHenu (naHenwu
HacTpoMKM) cpeacTBa Kpuntorpaduyeckon 3awmtbl nHbopmaunm (CK3MN) Kpuntolpo CSP.

MaHenb Hactpoikn Kpuntollpo CSP pgoctynHa v3 npukaagHOW mporpaMMbl, pa3paboTaHHOM Ha
6asze Kpuntollpo CSP. MeToa Bbi30Ba KOHTPOJSIbLHOW NaHenu onpeaenseTr pa3paboTumMk npukiagHoi
nporpaMmmei.

KoHTponbHasa naHenb CK3WM Kpuntollpo CSP nMeeT yeTbipe yHKUNK:
e Bsaumopencteue c YL;
YaaneHue knwoyen n ceptudurkaTos;
YnpasfeHue nuueH3mnen;

lMpoBepka UesocTHOCTY;

iPad 20:39 Het zapAgkk @}

BsaumopeicTtemne ¢ YL

Yaanute KNK4YM U cepTUhHUKATBI

YnpaesneHue nuueHsmen

I'Iposepn'rb UenocTHOCTL

Beixoa

Puc. 1. KonTtponbHaa naHenb CK3U Kpuntollpo CSP

2.2. [poBepka LesioCTHOCTH

OyHKUMA OCyLLLEeCTBAAET NPoBepKy LenocTHocTu Kpuntollpo CSP 1 npunoxeHus.
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2.3. BBopg cepuinHOro HomMepa NMueH3nm Kpuntonposanaepa
«KpunTtollpo CSP>»

Mpwn ycTtaHoBke nporpammHoro obecneueHuns Kpuntollpo CSP 6e3 BBOAA NULEH3UM MONb30BATENIO
NpefoCTaBNAETCS JIMLEH3US C OFpaHUYEHHbIM CPOKOM AencTteusa. Ana ucnonb3oBaHus Kpuntollpo CSP
nocsie OKOHYaHMS 3TOro cpoka HeobXoAMMO WCMNOMb30BaTb JIMLEH3MIO, MOYYEHHYK Y opraHm3aummn-
pa3paboTunka nnm opraHmsaumun, NMerLeln npaea pacnpocTpaHeHns NpoayKTa.

CywecTByeT Tpu crnocoba nuueH3snpoBaHus Kpuntollpo CSP ang iOS:

1. JlMueH3sna Ha npuaoXKeHWe - TMpPoOU3BOAMTENL TMPUSIOXKEHUS MOCTaBNseT ero BMecTe C
nunueHsmen Ha CSP. BBog nuueH3nu nonb3oBaTteneM He TpebyeTcs.
2. JlmueH3na Ha cepTuduKaT - ecnuM YyAOCTOBEPSAWMN LEHTP, KOTOPbIA WCMOSb3yeTcs B

MHMOPMaLNOHHOM cUCTeMe, NoAAEPXMBAET TaKylo (PYHKLUMIO, NOAb30BaTENlb MOXET 3anpoCcuTb
ceptudunkaT C paclMpeHneM, B KOTOPOM coaepxutcs nuueHsms Ha Kpuntollpo CSP. OT1a
NMUEH3MSA  pacrnpocTpaHaeTcs TONbKO Ha Jencteusa ¢ ceptudukatoMm, coaepkawium
paclwmpeHme.

3. BBopa nuueH3nun nonb3oBaTesieM yepes KOHTPOSIbHYIO MaHesnb.

[ns BBOAa/NpoCMOTpa IMLEH3UN Yepe3 KOHTPOJIbHYIO NMaHeslb HE06X0ANMO HaXaTb KHOMKY
«YnpaBsrieHue NMueH3nen».

YnpaeneHune nuueH3sven

JIMUEeH3WA He ycTaHoBNeHa.

e
3a|(pb|1'|:. BBecTi AULEH3NIo

Puc. 2. lnvanorosoe OKHO ynpaBJ/ieHUs JIMLLIEH3UAMMU.

Mocne yero nporpaMMa BblAacT coobuieHne, MHPOPMUPYIOLEE O CPOKE AENCTBUA NULEH3UK Nnbo
ee OTCyTCTBMW. B 3TOM AManoroBoM OKHe MOXHO BBECTM HOBbIN CEPUMHbIA HOMep, HaxaBs “BeecTu
nuvueH3mo”. Nocne BBoAa HOBOIO CEPMMHOIO HOMepa, Balla TeKyLas JIMLEH3Ms 3aMeHUTCS Ha HOBYIO.

YnpaeneHue nuLeH3ven

BeeauTe NMLEH3UHO:

OTmeHa 0* |

— /|
Puc. 3. OkHO BBOAA JINLIEH3UMN.

2.4. YpaneHue Kno4yen u ceptndukaTon

DYHKUMS «YAannTb KOYN U cepTUdUKaTbI» yaanseT C YCTPOWCTBA BCe 3aKpbiTble KUK, KoUK
3/1EKTPOHHOM MOANUCK U CepTUDUKATBI KaK SINYHbIE, TaK U KOPHeBble. bybTe BHUMaTENbHbI MpU
NCMOoNb30BaHNMN 3TOM DYHKLMMK, MOCKOJIbKY YAaNeHHble K/Tl0YM HEBO3MOXHO BOCCTAHOBUTD.

2.5. B3aunmopencrteue c YL

MoanepxuBaeTcs paboTa € yaocToBepsaoWMMN LeHTpamm asyx tunos: Kpuntolpo YL, 1.5 u
Microsoft CA Standalone.

2.5.1. Bsaumopgencteue c Kpuntollpo YL, 1.5
2.5.1.1. Hactpoiika nogknoueHus k YL

Mocne HaxaTna Ha KHoMNKy «B3aumoaencreme ¢ YLI» oTKpoeTcs naHeNb B3aMMOAENCTBUS C
YAOCTOBEPSAOWMM LeHTpoM. Onsa paboTtel ¢ Kpuntollpo YL HaxxMuTe Ha «Tun YL» 1 B NOSIBUBLLEMCS OKHEe
Bbl6epute «Kpuntollpo YL, 1.5».
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HeTt 3apAagku @}

<

Tun YL: CPCA 1.5 >
URL YU: https:ﬂcryptopro.rua‘ul
lNpoeepATe MMA cepBepa E
AyTeHTudukayma:

Be3 ayteHTuuKaymmn v

Mo cepTucukary

Mo TokeHy

YcTaHOBUTE KOpHeBoW cepTudgukar >

3aperucTpupoBaTh HOBOTO NOMNbL30BaTeNA >

MpoBepuTb COCTOAHME perncTpaumu >
. OTnpaeuTb 3anpoc Ha cepTudukat >
| Mony4yuTs M ycTaHOBUTL cepTuukaT >

3aKkpbITe MapKep >

Puc. 4. OkHo B3aumopencteua ¢ Kpuntollpo Y.

YT1ob6bl 3a4aTh agpec yaocToBepstowero ueHtpa Haxmute Ha «URL YL» 1 BBeauTe agpec. Kak
npaesuno, agpec nmeet dopmat https://<umsa cepsepa>/ui .

Onumns «[poBepsaTb MMA cepBepa» onpeaenseT, Tpebyetca nu npu paboTe ¢ YL npoBepsATb
cooTBeTCcTBME agpeca YL n nmeHn cepeepa 13 ceptndumkarta. B yensax 6e3onacHOCTU peKoOMeHAyeTCs He
BbIK/IOYATb 3Ty OMNuUMIO.

Janee Bbl MOXeTe BbIbpaTb TMN ayTeHTUdUKaLMn:

- be3 ayteHTUpuKaumm,;

- o ceptugukary;

- 1o TokeHy:

Mpu HaxaTun Ha “lo ToKeHy” NOSABUTCSA OKHO BBoAa ID mMapkepa n napons.

BeeguTte ID mapkepa u
napob:

] OTmeHa ek l

- y

Puc. 5. OkHO BBOAa AaHHbIX MapKepa.
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Mpwu HaxaTum Ha “[lo cepTngumukatTy” nosiBUTCA OKHO Bblbopa cepTudmkaTa U3 crnmcka
YCTaHOB/EHHbIX.

Boibepure:

E=test@test, C=RU, L=Mockea, O=KpunTtollpo, OU=0oTaen TectTupoBaHu...

OTmeHa

Puc. 6. CNUCokK yCTaHOBJIEHHbIX CepTU(hMKaTOB.

2.5.1.2. YcTtaHOBKa KOpHEBOro ceprtucgukara
[Onsa pa6oTel ¢ YU, Bam noTpebyeTcsa yCcTaHOBUTb KOpHEBOW cepTudmkaT BbibpaHHoro samm YL. 310
MOXHO cAenaTtb, HaXaB Ha KHOMKY «YCTaHOBWUTb KOpHeBOWN cepTudukaT». MNocne HaxaTusa Ha 3Ty KHOMKY
MOsSIBUTCS 3anpocC Ha yCTaHOBKY KOpPHeEBOro ceptudukara:

YcTaHOBKa KOpHeBoro
cepTucukKarta

Bbl AERCTBUTENLHO XOTUTE
YCTAHOBUTb KOPHEBOMA
cepTuthukaT?
| OTne4aTok:
5520FEFFBFA3SADBAS56C676F28
52DA69FBE3514D

—
Oa HeT

Puc. 7. 3anpoc Ha YCTaHOBKY KOpPHEeBOro ceprtudukara.
B uensx 6e30nacHOCTM peKkoMeHAyeTCsl MPOBEPUTbL COOTBETCTBME OTnevaTka ceptudukaTta us
coobueHuns n oTnedaTka ceptudukarta BoibpaHHoro YL. Otnevatok ceptudgukarta YL, Heobxoammo

nonyynTb U3 AOBEPEHHOIO MCTOYHUKaA.

Ecnn BMecTo 3TOro yBeaAoMsieHUA NOSABUTCS coobuieHne 06 oum6|<e, npoeepbTE pa60Ty ceTn.
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Ownbka 12007 npu
nony4eHUn U ycTaHOBKe
ceptuchukara YL

Puc. 8. Oumbka coeguHeHmna c cepsepom YLL.

2.5.1.3. Perncrpaumsa nonb3oBartena Ha YU

Ecnu BbIGpaHHbIN yAOCTOBEPSIOWMI LLEHTP MO3BOJISET BaM 3aperncTpupoBaTb HOBOMO
nosib30oBaTens, Bbl MOXeTe cAenlaTb 3TO NPU NOMOLM KHOMKKU «3aperMcTpnupoBaTb HOBOMO MoJib30BaTeNS».
lMocne aToro MoOSABUTCS OKHO BBOAA AaHHbIX. [Nna perncrpaumm Heob6xoaAnMMo BBECTU AaHHbIE O
nonb3oBaTesie U HaXaTb KHOMKY «3apernctpupoBaTb». ECnv BBeAeHHble AaHHble He byayT
COOTBETCTBOBATb MOJIMTMKE UMEH YAOCTOBEPSIIOLErO LeHTpa (HanpuMep, He 6yayT 3anosiHeHbl Kakme-To
13 obs3aTenbHbIX Nonen unm 6yaeT npesBbilleHa MakCMManbHas AvHa ANs Kakoro-To noss), Bbl NOayyuTe
npeaynpexaeHue.

<

O6wee umna:
MopapasneneHue:
OpraH13auma:
lopogp:

ObnacTb:
CrpaHa/pervoH:
dneKTpoHHaA no4ra:
KnroueBan ¢ppasa:

OononHutenbHanA wHgopmauua:

3aperucTpuposats

Puc. 9. OkHO BBOAla AaHHbIX O NoJsib3oBaTene.

Mocne HaxaTna Ha KHOMKY «3aperncTtpupoBaTtb» 3anpoc yihiaeT Ha o6paboTky. byaeTt otobpaxkeHa
nHdopMaumna o cTaTtyce permcTpaumm, cogepxawasa Bawm ID Mmapkepa 1 naponb. MOXHO aBTOMaTnyecku
HacTpoOUTb NaHesnb B3ammoaencTeus € YL Ha paboTy no 3ToMy TOKeHy n naposto. [ns 3Toro B
NOSIBUBLLEMCS OKHE HYXHO HaxaTb «[la». B NpoTMBHOM cniydae MOXHO 6yaeTt BBectu ID n naponb nosxe
BPYYHYIO, AJ18 3TOr0 perncTpaumoHHyto nHdopmaumio Heobxoammo 6yaeT 3anOMHUTbL UM COXPaHUTb.
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Monb3oBaTens
3aperMcTpuMpoBaH.

ID Mapkepa: 361
Maponk: whm052e2
KMecnonk3oeaTth aTOT MapKep NpAMO
cendac?

]
Oa Het

[t 1
Puc. 10. CoobweHne 06 ycnewHoin permcrpaumm m nosiyueHHole ID u Maponb.

2.5.1.4. MpoBepka COCTOSAHUSA 3anpoca Ha perucrpauuio
CraTtyc 06paboTkm 3anpoca Ha permcrpaumio MOXXHO NPOBEPUTb, Ha)kaB KHOMKY «[lpoBepuTb
COCTOsIHME 3anpoca Ha peructpaumto». Ecnm 3anpoc ewe obpabaTtbiBaeTcsi, NosaBUTCSA cooblieHne «3anpoc
B 06paboTke», ecnu peructpauns 3aBeplieHa — «Peructpaumnsa ogobpeHa». TakKe OKHO COAEPXUT

naeHTUdKUKaTOp 3anpoca Ha perucTpaumio, oOH MOXeT NoHaA0bUTLCS NpU O6LLIEHUN C aAMUHUCTPATOPOM
LeHTpa perncrpaummu.

CocToAaHWe perucTpauumn

VoeHTugukaTop 3anpoca: 365
PervcTpauuwa onobpeHa

oK

Puc. 11. CoobwieHue 06 ycnewHon permcrpauum nosib3oBarens.

2.5.1.5. Co3gaHMe M oTnpaBKa 3anpoca Ha cepTudgukar

[Ons co3paHms 3anpoca Ha cepTUdMKAT, HYXHO HaXaTb KHOMKY «OTNpaBuTb 3amnpoc Ha
ceptndukaT». OTKpoeTcs NaHenb Bbibopa wabnoHa cepTudukaTta.

10
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3anpocutb nuuexsuo Ha Kpuntolpo CPS (@]

BeiGepute wabnox:

Ceptudmkat nonesosartensa Y| >
BpemeHHbIit cepTuhukar nonb3osatena YL >
CepTuchukat ayauTopa XypHana YL >
CepTudMkaT BXO4a CO CMapT-KapToM >
CepTtucpnkaT KoHTponnepa aomeHa (winlogon) >
Ceptuthukat oneparopa cnyx6oi OCSP >
Ceptuchnkat onepartopa cny»6bl WITaMNoB BpeMeHn >

Puc. 12. Bbi6op wabnoHa ceptudumkara.

Mpw BbIbOpe WabnoHa, MOXHO TakXxe BblibpaTb CO34aHMe 3anpoca Ha cepTudukaT, coaepxaluni
nuueHsuio Ha Kpuntollpo CSP. MNony4yeHne Takoro ceptTudukata BO3MOXHO, TOIbKO eC/n
YAOCTOBEPSAOLWMNA LEHTP, C KOTOPLIM Bbl paboTaeTe, nogaepxuBaeT 3Ty dyHKUUo. Ecnn agMmHncTpaTtop
YU wnn nHoe ynonHomo4deHHoe YL nnuo He coobwmno BaM, 4To Heo6XoAMMO MCNOMb30BaTh 3Ty (PYHKLUMIO,
He ucnonb3yiTe e€; B NPOTUBHOM Ciy4vyae Baw 3anpoc, BeposATHO, 6yaeT oTKNOHEH Ha YLI.

Mocne HaxaTua Ha Ha3BaHMe WabsioHa 3anycTUTCa BUOOrMYecKUin 4aTUmMK ClydarHbIX Ymcen.

11
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HaxumanTe Ha Kpyr ANA reHepauui cny4vaniHblX AaHHbIX

@

OTmexa

Puc. 13. Bnosnormyeckum gatuymk.

Korpa kntou creHepupyeTcs, nosiBmutcs coobuweHne ¢ npocbboii 3agatb Nnaponb. B AByx cTpokax
HY>KHO BBECTW XeslaeMblii naponb. MNepBas cTpoka BBOA Maposis, BTopas — noarsepxaeHue. Ecnum
OCTaBWUTb CTPOKW NYCTbIMK Naposib He ByaeT yCTaHOB/EH.

CryptoPro CSP:

Set password on produced
container "45b5".

A -1
Puc. 14. CoobuweHne BBoaa napons.

2.5.1.6. MonyuyeHue n ycraHoBKa ceptudmkarta
KHonka «[MonyunTb N yCTaHOBUTb cepTUdMKaT» NO3BOSISIET NPOCMOTPETb COCTOSIHME 3anpoca Ha
cepTnduKaT, YCTaHOBUTb CepPTUdUKAT, €CNIM OH BblAaH, @ TakKXXe NOCMOTPETb U pacrneyvaTtaTb 6n1aHku
cepTudmkaTa n 3anpoca Ha ceptudumkar.

12
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3anpochbl Ha cepTUUKaT:
D ::‘el :{:emval comment status

88 03.06 16:15 03.06 16:15 3aseplen >

Puc. 15. CocrtossHue 3anpoca Ha cepTudmukar.

Uentpa

BnanK cepTH@MKaTE OTKPLITOrD KntoNE

Caeneunun o ceprmeare:
Kory supan
ot

sbTairenen €2 3 woun 2011 1. 12
eperarenc na: 4 okratos 2314 1. 7:03:41 UTC
Braneneu cepradmmara: O - ity
Orpumaik ke
[ —
Hasuasme: FOCT # 34.10-2091
tmormcarap: 1.2.643.2.2.13
pavieTau: 10 12 06
‘ad20 A286 1238 FeE:

20210 01
78A 180D 3629 B4OD 249 ECFS ADED DSF3 FS1C J3EC 418D 638 0CED EF

57 3648 F02¢ 1249 4890 5412 0738

5 03 02 02 24 00 06
34 0006 FRSD ABIC

38.1.5.5.7.3.2) Nomaonaran Usuroa Perwcrpaums, HITE, TLS nuesr {1.2.643.2.1.34.6) Mpamegea nognumsoce kmeira (13.6.15.5.7.3.7)

2 Pacumpsues 25.29.15
o MEPanagnae s
e e LLADOSSS MOATMCR, HETTpENDEMOETL, WMCIPSNSHAE: CRIIEA, LIPS ROIHE: Sk (10]

74.c2 93 23 99 6o 26 47 0 4a cb a2 093 de e cb

Fiameas wasa: URL= itp:/ s, ryphogro. rufCestEnrcl Tast s 20Canterti 0CRYETO - BRO(2).cr

VGO WAL e CERTAGIK AL
rmouws MeTon Rocryna=TIDBTONGA OrDEsenENNS oL
o rypRop, st 2UB5CTY K CHEAS WA UBNTES CETTAMILAN MeTas
R Tetia0Center K ICRYFTO-PROL2) crt

3 Borenumenwios wes
5.2.48.2) Aoneriamranuce w

anara wepe cem {
ISSTABLY UEHTES CEpTUEAKRN (1.2

ia3nne: FOCT P 34.11734.L0- 2000

NasmgusaTop: 1.2.643.2.2
Sanvesoue: F137 1F96 20°F FOFS STES 6909 B840 6610 DALS ASI1 2ADG 2F57 ESF1 DCSS SBES 4481 ALTC 3168 5912 BS52 1476 E7S5 DCSS 412D ELDS AE4D DAAA 7E88 CAET 3ACO C3C4 3088

Mognice enagensuz cepTugueara, J

CARECTA XGMITAE 3 RECK T S3NTLL RIS MALAH KT 55

Haneuarate MepeiTu K 3anpocy YcTaHoBHTE

Puc. 16. BnaHk ceptudmkaTta OTKpPbITOro KJiroua/kKaoua npoBepKu 3J1IeKTPOHHOM
noanucu.
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Uentpa

Bnank 3anpoca Ha CEPTMERMKAT UTKPLITOTD KNKoYa

it 30 12 06 07 2 65 03 G2 02 24 OO 06 07 23 86 03 0202 1e 01
‘3286 3238 FEE1 4634 D0AS FBSO ABIC FALA GESL 6784 1500 858 BEOD 2449 ECFS ADED DSF3 F91C IEC 416D D351 OCED EFFS SE60 2057 3649 FD24 1249 4500 9412 0738

s o (1.3.6.1,5.5.3.3.4) Nosmaonarens Uswrpo Ferwcrpouns, HTTP, TLS wrwesr (1.2.641.2.2 34 6] Noomenra ronmeiocrs kmmesrs (1.316.1.5.5.7.3.3)

anocr, Winppon e xrioued, dbeponamie s ((0)

OCT P 3411/34.10-2001
4657 T35 2F2E SADS 420F ECBG 560D EF3F ES2E SECT 2453 EDLA 6544 5355 5548 OB13 9043 GO1A DICS COS2 A938 D354 CAT E31C 4557 SIAS BADS ABS3 JADA F96 FESE

ToAnics BRagensiya JANPOCa Ha cepTHBUKAT: s

Haneuarate

Puc. 17. bnaHk 3anpoca Ha cepTUu(UKaT OTKPbITOro KJjito4va/Karo4a NpoBepKu
3/1eKTPOHHOMW NOAMNUCM.

Mapam. npuHTepa

MNpuxTep Test-HP-L7700 >
Auana3zoH Bce cTpaHmubl >
Konwii: 1 [T= + |

[ABYyCTOPOHHAA l

Haneuyatatb

v

Puc. 18. NMNevaTtb 3anpoca.

2.5.1.7. 3akpbiTUe MapKepa BpeMeHHOro gocryna
Mocne nony4yeHus ceptTndmKkaTa U 3aKpbITOro Ktoya/Kaoya 31EeKTPOHHOM NoANncKY, MapKep
BPEMEHHOro A0CTYMNa MOXHO 3aKpbITb, HAXXaB KHOMKY B CAMOM HU3Yy 3KpaHa — «3aKpbiTb MapKep
BPEMEHHOro AOCTyna».

3aKpbITb MapKep

Bbl AEMCTBUTENEHO XOTUTE
NOATBEPANTE YETAHOBKY
CepTUUKATA WU 3aKPbITh MAPKEP
BPEMEHHOro goctyna?

OTmeHa OK
N’
Puc.19. 3akpbiTe Mapkepa

14
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2.5.2. B3anmopencteune c Microsoft YL4
2.5.2.1. Hactpoiika nogknroueHus k Microsoft YL

Ons paboTbl ¢ Microsoft YL, HaxxmuTe Ha «Tun YL» 1 B NosSBMBLLUEMCS OKHe BblbepuTte
«MN3onmpoBaHHbIN Microsoft YL ».

Bbibepute Tun YL

| KpunTofpo Y11 1.5

OTmeHa

v

nc.20. Boi6op Tvna YL

Mocne Bbibopa TMNa YL BBeanTte B none «URL YL» agpec ueHTpa. Kak npaBuio, oH nMmeet opmat
http://<umsa cepsepa>/certsrv .

Tun YL :u3onupoBahHbin MS CA >
URL YU: http:/vm-test-ca/certsn|
MpoeepATk MMA cepeepa E:
YCTaHOBUTL KOPHEBOW CepTudmkaTt >
OTnpaBuTk 3anpoc Ha cepTUUKaT >
MonyunTe 1 ycTaHoBUTL cepTudukaTt >

Puc.21. Bbi6op Tvna YU

Onuusa «MpoBepsTb MMsi cepBepa» onpenenseT, TpebyeTca v npu pabote ¢ YL, npoBepsATb
cooTBeTcTBME aapeca YL n numeHu cepsepa u3 ceptudmkaTa. B uensax 6€30nacHOCTM peKOMEHAYETCA He
BbIK/IOMATb 3TY OMUMIO.

15
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2.5.2.2, YcTaHOBKa KOpHeBOro ceprtudukara
Ona pabotel ¢ YL Bam noTpebyeTcs ycTaHOBUTbL KOpHEBOM cepTudmkaT BbibpaHHoro YL. 3T1o
MOXHO CAenaTb, HaXaB «YCTaHOBUTb KOPHEBOW cepTudmnkat». MNocne HaxaTus Ha 3Ty KHOMKY NOSABUTCS
3anpoc Ha yCTaHOBKY KOpPHEBOro ceptudukara:

YcTaHOBKa KOpHeBOro
cepTuukKaTa

Bbl 1eMCTBUTENEHO XOTUTE
YCTaHOBUTL KOpPHEBOA
cepTudukaT?
| OTne4aTok:
5520FEFFBFA3ADBASS6C6T76F28
52DAB9FBE3514D

]
Oa HeT

b -~
Puc. 22. 3anpoc Ha YyCTaHOBKY KOPHEBOro ceptucgukara.

B uensax 6e30nacHOCTM pekoMeHAyeTCsl MPoBepUTb COOTBETCTBME OTnevaTka ceptudukaTta us
coobleHuns n otTnevaTka ceptudumkarta soibpaHHoro YL. Otneyatok ceptudgukata YL, Heob6xoanmo
Nosy4YnTb U3 AOBEPEHHOI0 UCTOYHMKA.

Ecnn BMecTo 3TOro yBegomneHunsa nosasutcsa coobueHue o6 owmnbke, nposepbTe paboTy ceTu.

Owubka 12007 npwn
nony4eHun U yctaHoBKe
ceptuchukara YL

i e
OK

Puc. 23. Owmnbka coeanHeHuns c cepsepom YL.

2.5.2.3. OTnpaBka 3anpoca Ha ceptudukar

Mocne HaxaTna Ha «OTNpaBKTb 3aMpoc Ha cepTUdUKaT» 3anyCTUTCS CO34aHMe U oTrnpaBka
3anpoca Ha ceptudwukaT. [nsg 3Toro 3anosiHMTe HeobxoamMble Nonsa 1 BbibepuTe HasHa4vyeHne
ceptudwukarta.

16



XKTAN.00050-03 90 03-01. Kpuntollpo CSP. NHCTpYKUMSA NO UCNOMb30BaHuto. i0S

o=

JHaHHble nonb3oBaTenA:

Obuwee umA: TecT
E-mail: test@test.ru
OpraH3auusa: 000 Kpuntollpo |
HdonxHocTb:

HasHa4eHwe cepTudinkara:

Be6 knueHT e

3alumTa SNeKTPOHHOMN NoYThbI (@)

Opyrue HazHaYeHUA:

OTnpasBuTe

Puc. 24. OTnpaBka 3anpoca Ha ceptudumkar

Mocne HaxxaTna Ha KHOMKY <<OTI'IpaBVITb>> 3anycTuTca éuonornyeckuni AaTUUNK cnyanlelx yucen mn
6yneT co3aaH 3aKpbITbIM KOY/KOY 9N1EKTPOHHOM noanucu. MNocne co3aaHust ka4va NosiBUTCS
coobueHune ¢ npocbbon 3agaTb Naposb. B ABYyX CTpOKax HY>XHO BBECTW XXeflaemblin naposb. [Nepsas
CTpOKa BBOJA napons, BTopas — noaTBepxaeHue. Ecnm octaBuTb CTPOKKM NyCTbiMU, Naposnb He byaeT
yCTaHOBJEH.

Set password on produced
container "7b7d".

Puc. 24. CoobuweHne BBoaa napons.

B 3aBMcMMOCTM OT HacTpoek YLl 3anpoc Ha cepTudukaTt byaeT NpMHAT aBTOMaTUYECKN NN
nocrasJ/ieH B oyepeab Ans 06paboTkM agMUHUCTPATOPOM.

Ecnun 3anpoc NpuHAT aBTOMaTM4Yeckn, ceptudmkaTt byaeT BblkayaH U YCTAHOBJIEH.

Ecnu 3anpoc noctaBneH B oyepenb, 6yaeT BbIBEAEHO OKHO C MaeHTUMdMKATOPOM 3anpoca. IToT
HOMEp HYXHO 3aNOMHUTb U NCMONb30BaTb B Aa/IbHENLLEM,

17



XKTAN.00050-03 90 03-01. KpunTtollpo CSP. NHCTpyKUMA No ncnosb3osaHuto. i0OS

-

3anpoc B paccMOTPeHUMU.
WpeHTudmkaTop 3anpoca: 26

oK

Puc. 26. CocTtosiHue 3anpoca Ha ceptudpukar

CocTosiHMe 3anpoca MOXHO y3HaTb, Ha)xas Ha «[1osyuYnTb U YCTaHOBUTb CepTI/I(bMKaT» n BBeas

cooTBeTcTBYOWMN RequestID. Ecnu cepTudmkaT BCE ewé HaxoaMTCs Ha pacCMOTpPeHUN, byaeT BbiBEAEHO

cneaytoulee coobueHme:

3anpoc Ha perMcTpaLMio Ha
paccMoTpeHM M.

]
oK

2

Puc. 27. CraTyc 3anpoca

Ecnu ceptudurkat 6bia BbiNyLWweH, OH 6yaeT yCTaHOBJIEH.

18
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