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AHHOTaAUMA

Hacroswee PykoBoacTBo gonosHaeT AoKyMeHT «XKTAM.00087-03 91 01. Kpuntollpo CSP. PykoBOACTBO
agMuHucrpatopa 6esonacHoctu. Obwasa yacrtb» npu ncnonbsosaHnm CK3M nop ynpasneHnem OC FreeBSD.

NHCTpyKUMW aaMUHUCTpaTopaM 6e30nacHOCTM M NOJIb30BaTENSAM PasfiMyHbIX aBTOMATM3UPOBAHHbLIX
cucteM, ncnonb3yrowmnx CK3N «Kpuntollpo CSP» v 4.0 R4, aomkHbl pa3pabaTbiBaTbCa C y4eToM TpeboBaHUm
HacToslero AOKyMeHTa.

Cnmncok CoKpaLleHuit

CRL Cnucok oTo3BaHHbIX cepTudurkaTos (Certificate Revocation List)
ITU-T Me_>|<,quapop,Hbu7| KOMUTET No TenekoMmyHukaumsm (International Telecommunication
Union)
IETF Internet Engineering Task Force
AC ABTOMaTU3MpOBaHHas cMcrema
APM ABTOMaTMU3NpPOBaHHoe paboyee MecTo
rMa TMMOKUIM MAarHUTHbBIN ANCK
ACY JaTuuk cny4dyanHbIxX Yncen
HDD XX eCcTKnin MarHUTHbINM ANUCK
K1 KoHeuHbIli nonb3oBaTeNb
HCAO HecaHKLMOHNpPOBaHHbLIN AOCTYN
ocC OnepauvoHHas cucrema
MAK MporpaMMHO-annapaTHbIA KOMNAEKC
no MporpamMMHoe ob6ecneveHne
Perncrpauns MpucBoeHne onpeaeneHHbix aTpnbyTos (agpeca, HOMepa KYa, Npas UCNOoJ1b30BaHMWA
M T.Mn.) aboHeHTy
COBOKYMHOCTb MHCTPYKLUMN U APYrOi pernaMeHTMpytowen oOKyMeHTaunm,
PernameHT obecneumBarowern @yHKLUMOHNPOBAHME @ BTOMAaTM3NPOBAHHON CUCTEMbl BO BCEX
pexunmax.
CBT CpeacrBa BblMNCIUTEJIbHON TEXHUKN
DNEeKTPOHHbIA AOKYMEHT, MOATBEPXAA IOLWMN MPUHAAIEXHOCT b OTKPbLITOr0 K/4a 1am
Ceptudukar KNto4Ya NpoBepPKN 31€KTPOHHON NOANMNCK U ONpedeneHHbIX aTPpMbyToB KOHKPETHOMY
aboHeHTy
CepTudukaums Mpouecc N3roToBieHMs cepTudmKaTa OTKPbITOro K/toHa MAnM KK4Ya NpoBe pKu
3/1IeKTPOHHOM noanucn aboHeHTa B LLeHTpe cepTudurkaumm
CK3M CpeacTBo KpunTorpadrMyeckon 3aLwnTbl MHDOpMaLnm
CocC Cnucok oTo3BaHHbIX cepTudunkaTos (Certificate Revocation List)
cc CnpaBOYHUK cepTMMDOMKATOB OTKPbITbIX K/IIOUEN N KOYEN NPOBEPKM 3/1€ KTPOHHOM
noanuncn. CeTeBon CNpaBOYHUK.
uc UeHTp CepTudunkaumm (Yaocrtosepsowmn LleHTp)
LP LleHTp Perucrpauunn
24 DNEeKTPOHHbIV AOKYMEHT
oM DNeKTpoHHasa NoANuch
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1.1.

1. OCHOBHble TexHM4Yeckme AaHHble 1 Xapakrepuctmku CK3U
lMporpaMMHO-annapaTHasa cpega

CK3U «Kpuntollpo CSP» v 4.0 R4 noa ynpasneHnem OC FreeBSD ucnonb3yeTcs B NpoOrpaMMHO-
annapaTHbix cpeaax OC FreeBSD 11, pfSense 2.x (x86, x64).

Co cpokaMu skcnayaTauuMu onepaumMoHHbIX CUCTEM, B cpefe KOTOpbIX @YHKUMOHUpYeT CK3U, MOXHO

03HAaKOMWUTbCS MO CleayloLWweMy aapecy:

1.2.

<http://www.freebsd.org/security/security.html>.

KniouyeBble HoCUTENU

B KauecTBe KNIOYEBbLIX HOCUTENIEN 3aKPbITbIX KOYen 1 kaoden I MOryT NCnonb30BaTbCs:

- ™M 3,5”, USB auncku;

— CmaptkapTtbl GEMALTO (GemSiml, GemSim2, Optelio, OptelioCL, OptelioCL2, Native);
— USB-TokeHbl PyTokeH UM (Flash, Bluetooth), PyTokeH Lite Novacard;

— CMmapTkapTbl PyTokeH Lite SC, PytokeH 2UIM SC;

- Novacard;

— CmapTtkapTtbl PUK (OCKAP 1, OCKAP 2, MarucTtpa, TRUST, TRUSTS, TRUSTD);

— CMmapTkapTa Y3K;

— TokeH++ Lite;

— Rosan;

— Pazpen HDD MM32BM (B Windows - peecTp).

1. B cocras aucrtpubytmsa CK3U Bxoaat 6mMbamMoTekm noaaepxKm BCceX NepeuncreHHbIX HoCUTenen, Ho
He BxoaaT Apansepbl ang OC. Mo Bonpocam noflydyeHunsa gpanBepoB Heob6xoanumo obpawaTbcs K
NpOV3BOANTENSAM COOTBETCTBYIOLNX YCTPOMUCTB.

2. XpaHeHuMe 3aKkpbiTbix KNo4e Ha HDD MN3BM n USB auckax (B peectpe OC Windows, B pa3aene
HDD npwu pa6boTe nog ynpasneHmem gpyrux OC) gonyckaeTcs TObKO MPU yCI0BUM pacnpoCcTpaHeHns
Ha HDD, USB aunck nnm Ha M29BM c HDD Tpeb6oBaHuit No obpalleHnto C KIKYEBbIMA HOCUTENSIMU
(n.6.7 XTAN.00087-03 91 01. PykoBoACTBO agMMHUCTpaTopa 6e3onacHoCTn obwas 4yacrb).

3. Bce BbllwenepeyncieHHbIE HOCUTENN NUCNOJb3YHTCA TOJIbKO B Ka4YeCTBe NaCCMBHOMO XpaHunauia
Knto4YeBon MHpopMauum 6e3 ncnosb3oBaHNa KpunTorpadmyeckmux MEXaHM3MOB, peain30BaHHbIX Ha
CMapT-KapTe/ToKeHe.

4. cnonb3oBaHMe HOCUTENEN APYITUX TUMOB - TONbKO No cornacosaHuto ¢ ®Ch Poccnu.
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2. YcraHoska auctpmbymea MO CK3U

YcTaHoBKa, yaaneHue u o6HoBneHune MO ocyuwecTBndeTca oT MUMeHU Nosib30oBaTeENd, MMeLWero
npaBa aAMMHUCTpPATOpa:. noa yqéTHOVI 3anucblo root mnm ¢ Mcnosb3oBaHMeM KoMaHabl sudo.

CK3N «Kpuntollpo CSP» TpebyeT crneaywowen nocaeaoBaTeNlbHOCTM YCTAHOBKW: CHadana
yCTaHaB/IMBaAeTCa MpoBangep, 3aTeEM YCTaHaB/AMBAKOTCHA OCTaJibHbie MOAY/M, BXOASME B COCTaB
KOMMIeKTaumun.

B OC FreeBSD pansa ycTaHoBKM, vyaaneHus u ob6HosneHunss T1O nNpuMeHSOTCS nakeThbl
(packages). lMakeT - apxuB AucTpubyTuBa, coaepXawmn dannbl yCTaHaBIMBAEMOro MPUIOXKeEHUsS U
dannbl, MCnonb3yrLWMecss WHCTANNATOPOM ANs KOHPUrypupoBaHust cpebl. DTOT apxvB WMeeT
pacwupeHne .tbz. Ons waeHTudmMkaunum ero Kak nakerta, dann coaepxut 5 dainnos, onucbiBaoLWwmMx
apxuB (+CONTENTS, +COMMENT, +DESC, +INSTALL, +DISPLAY).

[ns ycTaHOBKM MakeTa UCMOJIb3YETCS KOMaHAa:

pkg_add <damn_nakera> (pkg add <damwn_nakera> pansa FreeBSD 10)
Hanpumep: pkg_add ./cpro-base-3.6.1_0.tbz

Ons yganeHus nakeTa MCNOMb3yeTCcs KoMaHaa:

pkg_delete <umsa_naketra> (pkg delete <damn_nakera> pgna FreeBSD 10)
Hanpumep: pkg_delete cpro-base-3.6.1_0

daiinbl U3 NAaKeTOB yCcTaHaBmBatoTCca B /opt/cpro-csp.

MakeTbl 3aBUCAT Apyr OT Apyra, MO3TOMY AOJIKHbl YCTaHaBAMBATbLCHA MO MNOPSAAKY C YYETOM
3TUX 3aBUCUMOCTEN, a ypanaTbCcsa B obpaTHOM nopsake. YCAOBHO MOXHO CUMTaTb NpaBWbHbIM
noOpsAKOM TOT, KOTOpbIM onucaH B Tabnuue 3aBUCMMOCTEN M HA3HAYEHUSA MaKeToB.

Tabnuua 2.1 - 3aBMCUMOCTEN N HA3HAYEHUS MAKETOB.

Nma nakeTta 3aBUCMMOCT U Ha3HaueHue nakeTa
Ob6s3aTenbHble NakeThbl
cpro-base-... Ba30Bblli NakeT, ycTaHaBAMBaETCs NepBbIM.
cpro-rdr-... cpro-base-... OcHOBHbIE NpUAoXeHunsa, cintoiBatenn n CYH.
cpro-cpl-... cpro-rdr-... CAPILite, nporpammbl n 6ubnnotekn ansa
BbICOKOYPOBHEBOW paboTbl C Kpuntorpaduen
(ceptudmnkatamm, CMS...).
cpro-kcl-... cpro-rdr-... MpoBangep KC1.
JononHuTenbHble NakeTbl
cpro-rdg-... cpro-rdr-..., open-motif, | F[padunuecknini BnoACH, 3anpoc napons u
XFree86-libraries apyrmne GUI-gnanorw.
cpro-rdp-... cpro-rdr-..., pcsclite Moaynu nopaepxkn PCSC-cuuTbiBaTENEN,
cmapT-kapT (PUK, Ockap, Marucrpa...).
cpro-cspd-... cpro-base-... MNakeT ana paspaboTunka.
cpro-drv-... cpro-base-... OpatiBepHas 6ubnnorteka.
cpro-drvd-... cpro-cspd-... MNakeT ana paspaboTumnka gpaliBepoB.
cpro-stnl-... cpro-base-... YHuBepcanbHbin SSL/TLS TyHHenb.
cpro-rdemv-... cpro-rdr-... Moaynb noaaepxkm EMV
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3. O6Hosnenue MO CK3U

Ona o6bHoBneHns MO CK3WN Ha OC FreeBSD Heobxoammo:
— 3aMOMHUTb TEKYLLY KOHduUrypaumo CSP:
= Habop ycTaHOBJ/EHHbIX MAKETOB;

= HacTpowkm npoBamaepa (4nsa  NpoCTOTbl  MOXHO  coxpaHuTb /etc/opt/cpro-
csp/config[64].ini);

—yhanuTtb wTaTHbiMKM cpeacteamm OC Bce nakeTbl CK3U;
— YCTaHOBUTb aHaNoOrnM4yHbole HoBble nakeTbl CK3U;

- Npu HeobXoAMMOCTU BHECTU WU3MEHEHUst B HaAcTpolkum (MoxHo nocMoTpeThb diff cTaporo u
HoBoro config[64].ini);

— KJIIOUN U cepTUDUKATbl COXPaHSAIOTCS aBTOMaTUYECKH.
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4. Hactponka CK3U

4.1. JocTyn K yTuauTe ans Hactponkn CK3U

Hactporika CK3WM ocyuwecreBaseTca C MNOMOLWbIO yTuamTbl cpconfig, kKoTopas BXOAMT B COCTaB
ancTtpnbyTmeBa M pacnosioxeHa B aupektopuun /[opt/cpro-csp/sbin/<HasBaHue_apxutekTypbi>. Ecim
ycTaHoBneHbl nakeTbl CK3U ana AByX apXuTeKTyp, HanpuMmep, ia32 n x64, To AENCTBUS NO HACTPONKE HYXHO
NpoBOAUTb ABaXAbl — AN1 KAXXA0W apXMTEKTYpbl cpconfig-oM U3 COOTBETCTBYIOLW EN NAMNKMN.

4.2. BBoAo CepuMMHOro HoMepa NuUeH3un

Mpn ycraHoBke nporpamMmHoro obecneyeHuns CK3M 6e3 BBoAa /MUEH3MW MOJIb30BaTesO
npenocTaBnsgeTCs JIMUEH3USA C OFPaHNUYEHHbIM CPOKOM AencTBus. Ang ncnonb3dosaHnsa CK3M nocne okoH4YaHus
3TOr0 CpOKa NoJib30BaTesb A0JDKEH BBECT U CEPUIHbBIA HOMEP C 6/1aHKa UL eH3UN, MOJTYYEHHOW Y OpraHmM3auunum -
pa3spaboTumka uan opraHmMsauum, UMeKL el NpaBa pacnpocTpaHeHus npoaykra (annepa). Anda npocMoTpa
WHMOpMaLMUN O NIMLEH3UN BbINOSHUTE:

# cpconfig -license -view

[Ons BBOAA NNLLEH3MWN BbINOIHUTE !

# cpconfig -license -set <cepuiHbIi_HOMep>

CepuiHbin HOMep cneayeT BBOAUTL € cobntoaeHneM perncrpa CMMBOJIOB.

4.3. HacTpolika obopygnoBaHmsa CK3U

YTunuta cpconfig Takxe npegHa3HayeHa 418 KU3MeHeHuss Habopa YCTPOWCTB XpaHeHus
(HocuTenen) M cunTbiBaHUA (CYUTbIBAaTENEN) KAKOYEBON MHMOPMAUMM U AATUMKOB CJIyYamHbIX Ynces.
MpeayCcTaHOBNEHHbIMU SBASAKTCA cumnTbiBaTeNnn flash-Hocutenen n o6pas ANCKETbI HA XKXECTKOM AUCKE.

[ns npocMoTpa cnMcKa HAaCTPOEHHbIX CYUTbIBaTeNeln:
# ./cpconfig -hardware reader -view

CuuntbiBaTeNb OUCKET HE YCTaHaB/IMBA€ETC4A No yMOJI4aHUIO, TaK KaK NMpn OTCYTCTBUN AUCKETbI B
AnckKkoBode nepevyncneHmne KOHTeVIHepOB CWIbHO 3aMegnsetcsd. [Ansa nobaBneHuss cuuTbiBaTENS
ANCKET:

# ./cpconfig -hardware reader -add FAT12_0 -name "Floppy Drive"
Ana npocMoTpa cnucka HacTpoeHHblx OCY:

# ./cpconfig -hardware rndm -view

Ana koHconbHoro bnolCH Tpebyertcsa naker

cpro-kcl, kpome TOro oH pabotaer TOnbko ¢ KC1 npoBangepoM. [Ana pobasneHus
KOHConbHOro brnoCH:

# ./cpconfig -hardware rndm -add bio_tui -level 5 -name "Console BioRNG"

Onsa rpacdmueckoro buoJCH Tpebyetcs nakeT cpro-rdg um X-cepsep, KpoMe TOro oH pabortaer
Tonbko ¢ KC1 npoBangepoM. Ons pobasneHus rpadudeckoro bnodCH:

# ./cpconfig -hardware rndm -add bio_gui -level 4 -name "GUI BioRNG"
Ona nobasneHns OCH KMNAM:
# ./cpconfig -hardware rndm -add cpsd -name 'cpsd rng' -level 3

# ./cpconfig -hardware mdm -configure cpsd -add string /dbl/kis_1 /var/opt/cpro-
csp/dsrf/db1/kis_1

# ./cpconfig -hardware rndm -configure cpsd -add string /db2/kis_1 /var/opt/cpro-
csp/dsrf/db2/kis_1

Takxe Hago ckonupoBaTb dannbl C AaHHbIMU, NOAy4YeHHbMM Ha "APM BblpabOoTKM BHeLLHeN
rammbl', MOAOXWUM, 4TO OHWM nexaTt B /tmp/db[1,2]:

# cp /tmp/dbl/kis_1 /var/opt/cpro-csp/dsrf/db1/kis_1
# cp /tmp/db2/kis_1 /var/opt/cpro-csp/dsrf/db2/kis_1

Ona pabotbl co cuuTbiBatenem PC/SC Tpebyerca nakeT cpro-rdp. locne noaKA4YeHUs
cunTbiBaTENSA Y3HalWTe UMS YCTPOMUCTBA:

# /opt/cpro-csp/bin/ia32/csptest -card -enum
Gemplus GemPC Twin 00 00
Total:
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[ErrorCode: 0x00000000]

Ons pobaBneHus cymTbiBaTENNS UCMNONL3YNATE 3TO UMS:

# ./cpconfig -hardware reader -add "Gemplus GemPC Twin 00 00"
Ons nonydeHus noapobHoi cnpaBku no cpconfig:

# ./cpconfig -help

# ./cpconfig -hardware —help

4.4, YcTaHOBKa NnapaMeTpoB XYypHanpoBaHus

CK3M  no3sonser cobupaTb  OTNagouvHyto  uHbOpPMaUMKO M MMEeT  BO3MOXHOCTb
NpPOTOKONMPOBaHusA cobbmuii. WMHdbopMauma 3anucbiBaeTcss B CUCTEMHbIM XypHan (06bMHO B
/var/log/messages). CylwecTByeT BO3MOXHOCTb M3MEHEHMS HACTPOEK >XXYPHanMpOBaHUS pa 3/IUYHbIX
mMoaynen npoaykTta. CywecTByeT BO3MOXHOCTb M3MEHEHMS YPOBHS >XYpHanuMpoBaHus wn dopmaTa
BbIBOAMMbIX OT/1aA0uHbIX CoobLleHnA. [Ana nonyvyeHuss cnpaBku Mo HAaCTPOMKAM XYypHannpoBaHuUs:

# cpconfig -loglevel -help

Moaynu, Ans KOTopbiX NOAAEPXKMBAETCSH XYpHaNMpoBaHMUe:
Cpcsp - A4po KpunTonposanaepa

capilO - CryptoAPI 1.0

cpext

capi20 - CryptoAPI 2.0

capilite - CAPILite

libcspr
cryptsrv - cnyxba xpaHeHus Kaw4en
libssp - TLS

cppkcsll - PKCS11
cpdrv - apansep
dmntcs
4.5. HacTpolika kpunTonpoBangepa no yMos4aHuio
[ns npocMoTpa TMNOB AOCTYMHbIX KPUNTONpPOBalAepoB:
$ ./cpconfig -defprov -view_type
[Ons npocMoTpa CBOMCTB KpMNTOMNpOBangepa HyXHOro Tmna:
# ./cpconfig -defprov -view -provtype <provtype>
Ons ycTaHOBKM rMpoBargepa MO yMOSYAHUIO A1 HY)KHOrO Twuna:
# ./cpconfig -defprov -setdef -provtype <provtype> -provhname <provname >
Ons nonyyeHus uMeHM npoBanaepa Mo YMOAYaHWUIO ANS HYXHOro Tuna:
# ./cpconfig -defprov -getdef -provtype <provtype>

4.6. BkioyeHne pexunuMma yCUNeHHOro KOHTPOJISt MCMOb30BaHUS Kito4ven

PexuM yCUNEHHOro KOHTPOSS WCMOSb30BaHWs  Kaoven obecneymBaeT OCyLLECTBJ/IEHME
KOHTPONS CpoKa AENCTBUS AOSIFTOBPEMEHHbIX KJIIOYEN 3NEKTPOHHOM MNOAMUCU N KNoueBoro obmeHa,
KOHTPO/I [A0BEPEHHOCTM KJIOYENW TMPOBEPKM 3SJIEKTPOHHOW MOAMUCU W  KOHTPONS KOPPEKTHOro
MCMONIb30BaHNA MNPOrpaMMHOro AaTyuka CAy4danHbiX uJucen. [locne ycnewHoOW WHCTaNasauum
HeobXx0ANMO BKOUUTb AAHHbIA PEXWM, BbINOSIHUB KOMaHAy:

#./cpconfig -ini "\config\parameters' -add long StrengthenedKeyUsageControl 1

Ona  obecneyeHus KOPPEKTHOro QYHKLUMOHMPOBaHUS nMpoBakgepa B 4YacTu BbipaboTku
3/1eKTPOHHOM MoAnuMcKU, a Takxe paboTbl C BpeMeHHbIMW Ko4YaMum (B 4acTHOCTW, AnsA paboTbl B
pamkax TLS-coeauHeHus 6e3 ayTeHTUdUKAUUN KIMEHTa) W TreHepauun CJydalHblX AaHHbIX
Heobxo0AMMO Mpom3BeCcTU BbIPAbOTKY AONrOBPEMEHHbIX K/UYEN WM 3anyCTuTb yTuamty csptest,
npeaBapuTEsIbHO MPOBEPMB, YTO 3aperuc TpUpoBaH XoTs 6bl OAMH AATUMK C/YYaMHbIX 4ucer.

# ./csptest -keyset -verifycontext -hard_rng

Ncnonb3oBaHne CK3U 6e3 BKAOUEHUS pexxMMa YCUNEHHOIrO0 KOHTPOSS MCMOMb30BaHUS Kitoyen
pa3pelaeTca NCKIIYNTENIbHO B TECTOBbLIX L ENAX.

-9-



XTAN.00087-03 91 04. Kpuntollpo CSP. PykoBoACTBO agMMHUCTpaTopa 6e3onacHocTu.
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5. YctaHoBKa conyTCTBYHOWMX MaKeToOB

Ona nepepaun no ceTu 3anpocoB Ha cepTudukaTtbl, CRL 1 T.M., a Takxe AN MNOAAEPKKMU
OOMOJIHUTENBHBLIX  K/IIOUEBbLIX CUMTbIBATENEe W HocuTenel MoxeT noTpeboBaThCsA YCTaHOBKA
AOMNOSTHUTENBbHbIX MaKeToB.

Ecnn conyTcTBylOWwMe nakeTbl CkaduBawTca M3 WHTepHeTa, HeobxoauMMO MOATBEPAUTb MX
LLe/IOCTHOCTb, MpOBEepMB MNOAMUCb WMAM X3W. ECAm ucTouyHmk He obecneuvBaeT TakKue MexaHU3MbI,
AOMyCKaeTCs MCMNosb30BaHMe MaKeToB TOSIbKO C Aucka ¢ auctpmbyTtmeom CK3WU, raoe 3Tm MexaHWU3MbI
ncnonb3yTcsa. Ha gucke nmakeTbl iexaT B nanke \extra.

5.1. bubnuoteka libcurl
Ucnonb3yeTcsa Ang nepenaym 3anpocos Ha ceptudukatol, CRL u T.n. no ceTwn.

C cawnta paspabotumka npoekTa http://curl.haxx.se/ MOXHO CKayaTb MNakeT C MWCXOAHbIMU
TeKCTaMn gns camocTosaTenbHon c6opkun. Kak npaBuio, Tam xe ecTb 32-6uTHble 6MHApHbIE NaKeTbl.

32-6uTHbLIN GUHapHLIM NakeT AOCTyNeH Ha canTe npoussoanTens OC:
ftp://ftp.freebsd.org/pub/FreeBSD/ports/i386/packages-current/All/

Takxe MOXHo cobpaTb 6ubnunoTeky M3 noptos /usr/ports/ftp/curl.

Mocne ycTtaHOBKM 6MG6/IMOTEK HAAO 3aperncTpupoBaTb NyTWM K HMM. Hanpumep:

#  /opt/cpro-csp/sbin/ia32/cpconfig -ini "\config\apppath' -add string libcurl.so
Jusr/local/lib/libcurl.so
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6. CocCtaB 1 Ha3HayeHWe KOMMOHEeHT nporpaMMHoro obecneyeHns CK3U

6.1. basoBble Mmoaynu CK3U
MO CK3U copepxut 6a3oBble MOAyNM:

libcsp - aMHammnuecku 3arpyxaemas bubnmoreka CK3W.

libcspr - 6ubnmnoteka paboTbl ¢ yaanéHHoim CK3W.

drvcsp — AMHaMUYeCKU 3arpyXxaembii Moayb s4pa.

libssp — 6ubnunoTteka noaaep>XxXku moaynsa cetesoin ayTeHTudmkaumm Kpuntolpo TLS
cpverify — MOAyNb KOHTPONS LEeNOCTHOCTM.

wipefile — moaynb ypaneHusa ¢ainnos BMecTe C COAEPXUMbIM.

B HazBaHMsax auctpubyTtmBoB CK3W umcnonblyeTcs HoTauwus:
cpro- — npedukc;

CSp — KpunTonpoBangep;

drv - 3arpyxaembin moaynb sapa 0OC;
[d] - onuuoHanbHO — yKa3biBaeT Ha AOKYMeHTauuto (TeCToBble NpUMeEpHI);
i386 - nnatdopma Intel.

6.1.1. bubnunoteka libcsp

Bubnunoteka libcsp peanusyert ueneBbie GyHKUUM KpuUnTorpauueckon 3awmnTbl MHGopMaumm,
paboTy C KYaMm, AOCTYN K KOUYEBbLIM HOCUTENSAM, KnaBuaTypHbin JCH.

6.1.2. bubnunoteka libcspr

BnbnuoTeka libcspr obecneuymBaetr yAaEHHbIN aocTyn K KpuntonpoBanaepy,
dYHKLUMNOHMPYIOLWEMY KaK OTAeNbHbIN CepBuC.

6.1.3. OpanBepHaa 6ubnmnoteka drvcsp

Bubnunoteka drvcsp, ucnonblyemas B KadeCTBE AMHAMUYECKW 3arpyxXaemoro MmMoaynsa sapa
OC, ©peanusyer wueneBble GYHKUMM KpunTorpadmyeckon 3awutbl  uMHPOpMaummn  (Kpome
¢dopmmpoBaHua M) u paboTy C KaOYaMM.

6.1.4. Moaynun ceteBoii ayteHTudunkayunm Kpuntollpo TLS

Moaynb libssp obecneuvBaeT peanusauuio NpoTokona cetesBon ayteHTudwukauum Kpuntollpo
TLS. O6bwee onucaHne npoToKONa MpPUBEAEHO B COOTBETCTBYKOLWEM pasgene AOKYMeHTa
«XT5KM.00087-03 91 01. Kpuntollpo CSP. PykoBoacTBO aaMuHucTpatopa 6e3onacHocTtn. Obwas
YacTb».

Mpotokon TLS (RFC 2246) wucnonb3yeTcsa AN 3aWuTbl COeAUMHEHWN B KJIMEHT -CepBEpPHbIX
TEXHOOrnAX.

MporpamMmMHoe ob6ecneyeHne Kpuntollpo TLS gBngetcs peanm3auuen npotokona TLS w
ucnonblyet kpuntorpadumyeckme dyHkumm CK3U gns obecneyeHus npouecca ayTeHTudukauum u
wndpoBaHmns Tpaduka Mexay KJMEHTOM U CepBEpPOM.

6.1.5. Mogynb cpverify

Moaoynb cpverify npegHasHayeH ANns KOHTPONA UENOCTHOCTM npu ycTaHoBke CK3U u
dyHKkumoHmpoBaHum MO CK3WN Ha M3BM nonb3oBaTens.

6.1.6. Mogynb wipefile

Moaynb wipefile ucnonbayetca ans yaaneHus ¢aiifioB BMeCTe C COAEPXMMbIM MPU LITATHbIX U
HewTaTHbIX (CBOMMPOBAHME) CUTyaLUSX.

6.2. Moaynu noacuctemsbl nporpamMmHoin COK
6.2.1. Moayns libcapi20
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Moaynb libcapi20 vcnonblyeTcsa Ans ynpasBieHuMs cepTudumKaTaMm OTKPbITbIX, @ TakKxe Ans
obecnevyeHns BbINOJIHEHUA KpuUNTOorpaduyeckmnx 3arnpocoB Ha ypoBHe uHTepdeica CryptoAPI v. 2.0.
NHTepdenc moayns capilite ssnaetca nogMHoxecTBOM nHTepdenca CryptoAPI v. 2.0.

6.2.2. bubnnoteka librdrrdr

Bubnuoteka librdrrdr obecneumBaeT yHUDUULMPOBAHHLIMN MHTEpdENC [OCTYyMa K KIOYEBbLIM
HOCUTENAM BHE 3aBUCMMOCTM OT MX TuNa.

6.2.3. Moaynn AoCcTyna K KOHKPETHbIM TUMaMm KJIlo4YeBbIX HOCUTENEN U CUYMTbIBaTENEN:

o librdrfat1l2 « guckosoay n guckete 3.5" u pasgeny XecTkoro gucka

e librdrpcsc Kk cuuTbBaTENaM cMapT-KapT n eToken, noaaepxusatowmm nHtepdenc PC/SC

e librdremv «k knto4deBbiM HocuTenam EMV n Gemalto

6.2.4. bubnuoteka librdrsup

Bubnunoteka librdrsup ob6ecneuuBaeT peanmsaumio 06WMX (PYHKUMA AOCTyNa K pasiM4YHbIM
YCTPOMCTBAM XpPaHEeHMUs KJIKOYEBbLIX HOCUTENEN.

6.2.5. Mogynu AaTUYMKOB Clly4YalHbIX YUCEs

Bubnunotekn librdrrndm u  librdrrndmbio o6ecneumBaior nogaepxky paboTtbl  C
dun3nyecKnMn gaTymKamMmn caydvamHbiX YmCes.

6.2.6. bubnmoteka libasnldata nogoepxku npotokona ASN1

Bubnunoteka libasnldata cogepxut @yHKUMM npeobpa3oBaHus CTPYKTYP AaHHbIX B
MalUMHHO- HE3aBMCMMOe MnpeacTaBleHue.
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Mcnonb3oBaHne CK3M noa ynpasneHmneMm OC FreeBSD.

7. BcmpauBanve CK3U B npukniagHoe 10O

MNpu BcTpamBaHum CK3U B npuknagHoe nporpammHoe obecneyeHne AO0MKHbI BbINOHATHCSA
TpeboBaHua pasgena 17 pokymeHTa <«XTSAM.00087-03 91 01. Kpuntollpo CSP. PykoBoACTBO
aaMMHUCTpaTopa 6e3omnacHocTu. Obuwas 4yacTb» M gokyMeHTa «XTAN.00087-03 96 01. PykoBoacTBoO
rnporpamMmucTa».
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Mcnonb3oBaHne CK3M noa ynpasneHmneMm OC FreeBSD.

8. TpeboBaHus NO OpraHN3aUMOHHO-TEXHUYECKMM W aAMUHUCTPATMBHbLIM MepaMm
obecneyeHuns skcrinyataumn CK3U

JOMKHbI BbINONHATBCS TpeboBaHMS MO OpPraHM3aLMOHHO-TEXHUYECKUM U aAMUHUCTPATUBHbLIM
MepaMm obecneveHus 6esonacHocTm akcnayatauunm CK3UM B obveme pasgenos 15 u 16 pgokymeHTa
«XTSAMN.00087-03 91 01. Kpuntollpo CSP. PykoBoacTBo agMuHucTpaTopa 6e3omnacHocTu. Ob6was
4acTb».

8.1. O6bwue Mmepbl 3awmnTtbl oT HCA MO ¢ yctaHoBneHHbMn CK3W gna OC FreeBSD

Moa ynpaBneHneMm UNIX-nogobHbix onepaumoHHbX cucteM CK3UM go/mkKHO MCNONb30BaTbCH C
rMporpaMMHbIM obecneyeHnem:

e Apache Trusted TLS (Digt).
e Trusted TLS (Digt).

Mpu ucnonbzoBanHmm CK3U «Kpuntollpo CSP» noa ynpaeBneHmem OC FreeBSD Heobxoammo
NpeanpuHATL [OMNOSIHUTESIbHbIE MEpbl OPraHM3auUMOHHOIO M TEXHUMYECKOro xapakKTepa W BbIMNOJIHUTL
OOMOJIHUTENbHbIE HACTPOMKWM OMepauMoHHOM CUCTeMbL [lpu 3TOM CTaBUTCS 3ajayva He TOJIbKO
obecneunTb [OMNONHUTENBHYK 3awuTty cepBepa m OC ot HCA, HO n obecneuntb 6ecnepeboliHbin
pexunM paboTbl MU MCKIOUYUTb BO3MOXHOCTM «0TKasa B 06CNYyXMBaHUM», BbBBAHHOIO BHYTPEHHUMMU
npuynHamMu (Hanpumep - neperosiHeHMeM annoBbiX CUCTEM).

K opraHmsaunoHHO-TEXHUYECKUM MepaM OTHOCATCH:
e obecneyeHne pumsmyeckom 6e30nNacHOCTM CepBeEPA;
e yCTaHOBKa MPOrpamMMHbiX OO6HOBEHWIA;

e OpraHusauums npoueaypbl PE3EepPBHOr0 KOMUPOBaAHUS U XpPaHEHUS pe3epBHbIX
KOmnun.

JononHutenbHble HacTpoikn OC FreeBSD kacatoTcs cneaywowero:

e OrpaHWYyeHWe [OCTyna MONb30BaTeNen WM HACTPOWKM  MOMb30BaTENIbCKOro
OKPYXEHUS;

e OrpaHWYeHWe CeTeBbIX COEANHEHWUN;
e OrpaHUYEHUs NMPU MOHTUPOBaHUM aMNOBLIX CUCTEM;
e OrpaHWYeHUs Ha 3anyCcK MpoLeccos;

e KOHTponb 3arpy3skum OC M KOHTPOJIb LLENOCTHOCTUM CUCTEMHOrO W MPUKAALHOro
nporpaMMHoro obecneveHuss gosmkeH obecneymBaTbCs MpW MOMOLLM 3NIEKTPOHHOIO
3aMKa (CM. COOTBeTCTBYWWMUIA pa3gen B AokymeHTe "XTHAW.00087-03 91 O01.
Kpuntolpo CSP. PykoBOACTBO agMuUHMUCTpaTopa 6e3onacHocTu. O6was 4yacTbe."),
YTO O3HA4YaeT:

(] BbiInonHeHue 3arpy3kum c d)MKCVIpOBaHHOFO HOCUTENA;

e ObecneyeHwne KOHTpoO/iA LLeSI0OCTHOCTH ocC n npuknagHoro
nporpamMMHoro obecneyeHuss OO 3arpy3kuM Ha 3arpy304HOM JAUCKE WU
ApYTrUxX MNOAKMOUYEHHbIX AUCKaX.

e  [OMNOJSIHUTENbHblE HacTpolkn aapa OC;

e HaCTpoWKa CeTeBbIX CEPBUCOB;

e OrpaHuyeHue KonuyecTsBa "BMAMMON M3BHE" MHGOpPMaUMN O CUCTEME;
e HacTpoWKa NoACUCTEMbI MPOTOKO/IMPOBAHUA U ayauTa.

8.1.1. OpraHm3ayunoOHHO-TEXHNUYECKMNE Mepbl
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1. C uenbio UCKIOYEHMS BO3MOXHOCTU 3arpy3km OC, OT/IMYHOM OT YyCTaHOB/IeHHOW Ha HDD
M3BM, T9BM u ycTponcTBa 3arpy3km p[O/KHbl 6bmb onedaTaHbl. [omkeH 6bmb obecnedveH
HeOo6XoAUMbIA KOHTPOJIb LLeSIOCTHOCTU nevaTei.

2. ObecneveHne dusnyeckor 6e3onacHOCTU cepeepa

CnegyetT WCKAYUTb BO3MOXHOCTb [AOCTyNa HeaBTOPM30BAHHOIO MepcoHasna K KOHCOW,
CUCTEME MUTAHUA U AONOSHUTENbHbIM YCTPOMCTBAM, MOAKIOYEHHbIM K 3allULIAEMOMY CepBepy NyTem
yCTaHOBKM 060pyaoOBaHUa B CheuunanbHO BbiAeNeHHOe W 3anupaeMoe nomelleHuve (annapaTHyr wuu
CEepBEPHYI0 KOMHaTY).

Ona  wucknwyeHus cboeB  KOMMNbOTEPA, BbBBAHHbIX  OTK/AKYEHMEM  3JIEKTPONUTaHUS,
HeobxoaumMo obecneunTb INEKTpONUTaHMEe cepBepa OT UCToYHMKA 6ecnepeboMHOro nuTaHus
AOCTAaTOYHOM MOWHOCTU. Kak MUHMMYM, MOLHOCTKM 6aTtapei ucTouyHuka 6ecnepebOMHOro nuUTaHusA
OO/DKHO XBaTaTb Ha BpeMs AOCTaTOYHOEe AN KOPPEKTHOr0 aBTOMATUYECKOro 3aBeplueHuss paboTbl
cepBepa.

3. OpraHmsauusa npoueaypbl pe3epBHOr0 KOMMPOBAHUSA N XpaHEHUs pe3epBHbIX KOMUN.

MNpwn onpeneneHnWM periaMeHTa pe3epBHOro KOMMPOBAHMS W XpaHEHUsl pe3epBHbIX KOMui
cnepyet obecneynTb OTBETCTBEHHOE XpPaHEHME pe3epBHbIX KOMUM B 3anupaembix cendax (wkadax) um
onpeaenuTb npoueaypy BbldayM pe3epBHbIX KOMUA OTBETCTBEHHOMY MEpPCOHaNy W YHUUYTOXEHUS
BblleAWmnX M3 ynoTpebneHus HocuTenen (NeHT, OAHOKPATHO 3anMCbiBAaEMbIX AMCKOB M Mp.).

CraHgapTHbIMXM MepaMu MO OpraHu3auuy OTBETCTBEHHOIMO XpaHEHWsl HOCUTEenen ABASIOTCS:
— MapKupoBKa HocuTenem;
— COCTaB/lIEHME OMUCU XPaHMUMbIX HOCUTEsNIEM C yKa3aHMeM CepuiHbIX (MHBEHTApPHbIX)
HOMepoB, JaT 3anucu Hocutenen, damuanenn CcoTpyAHUKa, CO34aBLUEro Komnuwo ans
Kaxaoro wkada(cenda);

nepuogmyeckas CBepka onmcu n cogepxumoro cendon (wkados);

— OpraHusaums OTBETCTBEHHOrO XpaHeHuUs U Bbigauun knaw4en ot cerndos (Wwkados);

— BO3MOXHOe ornevaTbiBaHue (onsioMbupoBaHue) celidos(wkados).

YHUUYTOXEHME BbllleaWwnx U3 YynoTpebneHus HoCuTenen A[O/MKHO MNpou3BOAUTCS
KOMUCCUEN C COCTABNIEHMEM aKTa 06 YHUUTOXEHMUN.

4. B cucteme pernctpupyeTtcs ogMH Monb3oBaTesb, obnagalowmin npaBaMum agMWHUCTPATOPA,
HOCAWMA UMM root, Ha KOToporo Bo3naraetrcsa o0653aHHOCTbL KOHdurypuposatb OC FreeBSD,
HacTpauBaTb 6e3onacHocTb OC FreeBSD, a Takxe KOHdurypuposaTb MN3BM, Ha KOTOpYO yCTaHOBJEHA
OC FreeBSD.

5.Ana nonb3oBaTens root BbBMpaeTCcA  HaAEeXHbM MNaposib  BXoAa B CUCTEMY,
YAOBNETBOPSALWNA creayowmnM TpeboBaHMAM: ANMHA Maponss He MeHee 6 CUMBOJIOB, Cpeau
CMMBOJIOB Napofis [AOJDKHbl BCTpedaTbCsl 3arfaBHble CWUMBOJIbI, MPOMUCHbIE CWUMBOJbL, LUDPbI U
crneuunanbHble CUMBOJIbI, CPOK CMEHbl Maposfii He pexe OAHOro pasa B Mecsl, AOCTYMN K Maposio
[OSKeH 6bTb obecneyeH TONbKO agMUHUCTPaToOPY.

6. MNonb3oBaTtento root AOCTYMHbl HAacCTpPoOMKM Bcex nonb3oBaTenen OC FreeBSD, KOTOpble OH
MoXeT npocMaTpuBaTh, pefaKkTUpoBaTh, yAansTh, co3jaBarTb. Bcem nosib3oBaTen M,
3apernctpmpoBaHHbiM B OC FreeBSD, nonb3oBaTesb root B COOTBETCTBUM C NONUTUKON 6e30MacHOCTH,
MPUHATOM B OpraHuMsauum, AAe€T MMHUMAJIbHO BO3MOXHble A8 HOpMasibHOM paboTbl nNpaBa. Kaxkabii
nonb3oBatenb OC FreeBSD, He 4aBAAOWMACSA nonb3oBaTeneM root, MoXeT npocMaTpuBaTb W
pefaKkTUpoBaTb TOMILKO CBOM YCTAHOBKM B paMKax npas AOCTyMa, Ha3Ha4YeHHbIX eMy MNosib30BaTeneM
root.

7. Bcex nonb3oBaTtenen [OBM, koOTOopble He MOMb3yKTCA JAaHHOM CUCTEMOW, W BcCeX
CTaHAapTHbIX MNosib3oBaTesnen, kKoTtopble co3gatotTcs B OC FreeBSD BO BpeMs yCTaHOBKM (Takux, Kak

n, n

sys", "uucp", "nuucp", un "listen"), kKpome nonb3oBaTens root, cneayeTt yaanuTb.

8. B OC FreeBSD CyLlWeCTBYT MUCMNOMHSAeMble dainnbl, KOTOpble 3anyCckKakTcsa C npaBamu
nonb3ogatens root. 3Tm dannbl uMmeroT ycTaHoBNeHHbIM dnar SUID. Monb3oBaTenb root AOMKEH
onpegenutb, KakuMM u3 3TuX ¢Qannos B paMKax oOnNpeaeneHHolW B OpraHusauum MoAUTUKM
6e3onacHocT He TpebyeTcsa 3anmyck C agMMHUCTPATMBHbLIMKM MOJIHOMOYMSAMM, M C Nomoublo cbpoca
¢dnara SUID gonmkeH CBECTM KOJMYECTBO Takmx pannoB K MMHUMYMY. 3anycK ocTaBwmxcsa ¢daliiosB C
yCTaHoB/IeHHbIM dnarom SUID gomkeH KOHTPO/IMPOBaTbCs Monb3oBaTeneM root.
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9. Mpn uncnonb3zoBaHun CK3UN «Kpuntollpo CSP» Ha M2BM, noakntouyeHHbIX K 06LeaoCTYyNHbIM
CeTAM CBS3M, AO/MKHbl 6bTb NPeaAnpuHATbl AOMNOMHUTENbHbIE MEpPbI, MCKAKYaloWwme BO3MOXHOCTb
HECaHKLMOHNUPOBAHHOIO AOCTYNa K CUCTEMHbIM pecypcaM MCMOJSib3yeMbiX ONepPaLMOHHbIX CUCTEM, K
nporpaMMHOMYy obecnedyeHunto, B OKPYXeHMM KOTOporo dyHKUMOHMpYT CK3UM, m K KOMMOHEHTaM
CK3M cO CTOpPOHbI YyKa3aHHbIX CETEeM.

10. MpasBo poctyna K paboumMm MecTam C ycTaHoBneHHbiM 1O CK3U «Kpuntollpo CSP»
npeaocTaBnisgeTca TONbKO /WULaM, O3HAKOMJIEHHbIM C TMpaBwWiaMM MOJSb30BAHUA U U3YYMBLUUM
3KCMyaTaunoHHYO AOKYMEHTALUMIO Ha nporpammHoe obecneyeHune, umerowee B cBoeM coctase CK3U
«Kpuntollpo CSP».

11. Ha TexHWyeckuMx CpeAcTBaX, OCHaWeHHbiXx CK3W, [0/MKHO MCMNoMb30BaTbCA  TOMbKO
JIMLEH3UOHHOE MporpaMMHoe obecnevyeHune huUpM-nNpon3BoAnUTENEN.

12. B BIOS onpenensaTcs yCTaHOBKMU, UCKJKOYAoWMe BO3MOXHOCTb 3arpy3kun ornepaynoHHOM
CUCTEMbl, OT/INYHOM OT yCTaHOBJIEHHOM Ha HDD: oOTK/l0o4aeTCsi BO3MOXHOCTb 3arpy3ku C rmbkoro
aucka, npusoga CD-ROM m npoume HecTaHAapTHble BUAbl 3arpy3kn OC, BKAKOUasi CETEBY 3arpysKky.
He npumeHnsitotcs MNM2BM ¢ BIOS, mnckioyalowmM BO3MOXHOCTb OTKIOYEHNSA ceTeBoM 3arpy3ku OC.

13. CpeacTtBamm BIOS pgonkHa 6bTb MCKJIIOYEHA BO3MOXHOCTb OTKJIKOUEHMS MOJSIb30BaATENSAMMU
ISA-ycTpoiictB n PCI-ycTponcTB. 0N MCKNOYEHUS 3TOW BO3MOXHOCTM Bxoa B BIOS 3BM ponxeH
6bMb 3alUWEeH naposieM, K KOTOPOMY nMpeabaBAsSlOTCS Te Xe TpeboBaHMsA, 4YTO M K Maposo
nonb3oBaTtens root. Maponb ana Bxoga B BIOS poskeH 6bTb M3BECTEH TOJIbKO MOSb30BaTeNto root u
ObITb OT/IMYHBLIM OT Mapons nosnb3oBaTensa root ansa exoaa B OC FreeBSD.

14. o 3arpy3km OC pgomxeH 6bTb peanM3oBaH KOHTPOJb LEeNOCTHOCTM (aifioB, KPUTUYHbIX
ansa 3arpysku OC n nporpammbl CPVERIFY.

15. Mpu 3arpyske OC pomkeH 6bMb peann3oBaH KOHTPOJb LENOCTHOCTM MNPOrpamMMHOro
obecneyeHns, Bxogsuwero B coctaB CK3U «Kpuntollpo CSP», camon OC u BCeX WCMOJIHSEMbIX
dannos, GyHKUMOHUPYIOWMX coBMecTHO ¢ CK3WN ¢ ncnonbsosaHuem nporpamMmmol CPVERIFY.

16. CpeacTtBamm BIOS pomkHa 6bTb WMCKIKOYEHA BO3MOXHOCTb paboTbl Ha 3BM, ecnmn BO
BpeMSsl ero Ha4vasbHOIM 3arpy3ku He NPOXOAST BCTPOEeHHble TecTbl DBM (POST).

17. Ha TM2BM ycTaHaBnueaetcsa Tosbko oaHa OC. Ha lM2BM He ycTaHaBnmMBarwTCsa CpeacTsB
paspabotkn n otnagkum MO. Ecnn cpeactsBa oTnagku MPUNOXKEHUA HYXHbl OS5 TEXHOIOMMYeCKnX
notpebHocTelr  opraHusauuM, TO  UX  WUCMOSIb30BaHWe  AO/MKHO  6bMb  CAHKLMOHMPOBAHO
aAMUHMUCTpaTopoMm 6e3onacHocTu. B nbom cnydyae 3anpewaeTtcs UCMNONb30BaTb 3TW CpeacTBa A4S
MpoCMOTPa W pefakTMpoBaHUs KoZda M MaMsaTM npunoXxeHun, ucnonbdywwmnx CK3WN «Kpuntollpo
CSP». CnepyeT usberatb nonagaHus B CUCTEMY MpoOrpamMmm, Mo3BOSOWMX, NOMb3ysach owmnbkamm OC,
nony4yaTtb npusunernn root.

18. Jo/mkHO 6bmb  oOrpaHuyeHo (C  y4yeToM BbiBpaHHOM B  OpraHmMsauum  MOJSIUTUKMK
6e30nacHOCTN) UCMOsIb30BaHWe Mosb30BaTeNsAMM KOMaHA4 cron u at — 3anycka KoMaHA4 B yKasaHHoe
BpeMs.

19. AonxHo 6bmb peannsoBaHoO Gwu3Mveckoe 3aTupaHMe COAEPXWUMOro yaansemblix Gannos C
ncnonb3oBaHmeM nporpammbl Wipefile ns coctasa CK3U.

20. JomxkHbl 6bITb OTKHOUYEHbI BCE HEUCMONIb3YEMbIE CETEBbIE NMPOTOKOJIbI.

21. B cnyuvae noakntodyeHns T9BM ¢ ycTaHoBneHHbiM CK3UM k 06WenocTynHbIM CeTaM
nepegaym AaHHbIX OO/HKHO bbb OTKAKOYEHO ucnonb3oBaHue JavaScript, VBScript, ActiveX n apyrux
MpOrpaMMHbIX O6BEKTOB, 3arpyXXaeMbiX U3 CEeTU, B MPUKIAAHbIX NporpaMMax.

22. JomkHbl  6bTb  MNPUHATLI  Mepbl MO UCK/IOYEHUIO HeCaHKLWOHMPOBAHHOINO A0CTyna
MOCTOPOHHUX UL, B MOMELLEHMs, B KOTOPbIX YCTaHOBMNEHbI TexHu4yeckne cpeactea CK3U «Kpuntollpo
CSP», no poay CBOeN AeATEeNbHOCTUM He SABASKOWMUXCS MepcoHasoM, AOMNYyLWeEHHbIM K paboTe B
YKa3aHHbIX MNMOMeLleEHNAX.

23. JomkHO O6bmb 3anpeweHo ocTaBfasAsTb 6e3 KOHTPONS BbMWUCAUTENbHbIE CpeacTBa, Ha
KoTopbix 3kcnnyaTmpyetcs CK3U «Kpuntollpo CSP» nocne BBoAa K4eBOW WH@opMmauun. [pwu
yxode nonb3oBaTenss c pabouyero MecTta [O/HKHO WCMOJb30BaTbCH aBTOMaTuMyeckoe BKJIOYEHME
naposibHOM 3acTaBKM.

24. N3 cocTaBa CUCTEMbI AOIKHO ObITb UCK/IIOYEHO 060pyAOBaHME, KOTOPOE MOXET Co34aBaTb
yrpo3y 6e3onacHoctu OC FreeBSD. Takxe HeobxoauMMO wu3beratb MCMNOJb30BaHUS HECTaHAAPTHbIX
anmnapaTHbIX CpeAcCTB, WMEKLWUX BO3MOXHOCTb BAMATbL Ha @dyHKUMOHMpoBaHuMe [1OBM wunu OC
FreeBSD.
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25. MNocne wuwHcTannaumm OC FreeBSD cnegyeT YCTaAaHOBUTb BCe  peKOMeHAOBaHHble
nporpaMMHble  O6HOBNEHUST W  MporpaMMHble O6HOBNEHUSI, CBsI3aHHble C  6e30MacHOCTHbIO,
CyLLeCcTBYOLWMe HA MOMEHT MHCTaNNALnN.

26. Ha Bce aupekTopuu, copepxawme cuctemHble dainnbl OC FreeBSD u katanorn CK3UY,
HeobxoAMMO YCTaHOBUTbL MpaBa AoCTyna, 3anpewarwlme BCEM MNosb3oBaTensMm, kKpome Bnaaensua
(Owner), 3anuceo.

27.B cBSA3M C TeM, 4YTO aBapwuiHbIM AaMn ONepaTMBHOM NaMsTM MOXeT coAepXaTb
KpunTtorpadmyeckm omnacHyt wuHdoOpMauuio, B MpPUKIAAHbIX nNporpaMMax, wucnonb3ytowmx CK3U,
cnepyeT OTKJ/KYUTb BO3MOXHOCTb €ro co3gaHus C nomowbio dyHkuum setrlimit ¢ napametpom
RLIMIT_CORE=0.

28. B OC FreeBSD ucnonb3yeTtcsa BupTyasbHas namatb. O6nacTb BUPTyasibHOM MamMATWU AOJKHA
bbb OpraHu3oBaHa Ha oTaenbHOM HDD. Mo okoHyaHuu paboTel CK3U cogepxumoe BUPTyasibHOM
MaMsaTu OOJ/HKHO 3aTtumpaTbCs C ucnosb3oBaHuMeM cpeacts OC. B cnyyae aBapunHoro octaHosa [M2BM,
npu cnegywowen 3arpyske Heobxoammo B pexume “single user” ouyncTutb 06NaCcTb BUPTyasibHOWN
namatu nporpammoint wipefile, Bxogsiwen B coctaB CK3U Kpuntollpo CSP. B cnyyae Bbixoda M3 cTpos
HDD, Ha KOTOpOM HaxoauTcs 06nacTb BUPTYasnbHOW MaMsiTW, KpunTorpaduyeckue Kauu nognexart
BbiBOAY M3 pencTtemsi, a HDD cuuTaeTcs He nogsexawum peMoHTy. DT1oT HDD yHuuTOXaetcs no
npaBuiaM YHUUYTOXEHUS KITHOYEBbLIX HOCUTENEN.

8.1.2. AononHutenbHble HacTporkn OC FreeBSD

HacTtpoiikn OC FreeBSD BbinonHATCS nNyTeM pegakTupoBanus (ygpanenus, pobasneHus)
pPa3/IMYHbIX KOHPUIrypaLMOHHbIX W KOMaHAHbIX (annos.

Ona coxpaHeHuss BO3MOXHOCTM "OTKATUTb" BHECEHHble W3MEHEHUs1 creayeT COXpPaHsTb
Mmoauduumnpyembie dainbl B "6e3onacHoM" MecTe (Ha BHELWHEM HOCUTENEe WUIM Ha HE MOHTUPYeEMOM
aBToMaTmyeckun hannoBon cucteme).

OrpaHuyeHne AocTyna Nojsb3oBaTenem U HaCTPOMKM NOAb30BATENbCKOr0 OKPYXEHUS

HacTpolika nonb30BaTeNbCKOrO OKPYXXEHUS 3aKJII0YAETCS B Creayowmx ENCTBUSX:
1. B danne /etc/login.conf cnegyer ycTaHOBUTb Crieaytouime AUPEKTUBLI:
Login-retries=3 (3agaeT 4MCNO TMOBTOPHbIX MOMbITOK PperucTpauunm nosb3oBaTens
nporpamMmon login)
passwordtime=30d pana orpaHuyeHus cpoka aencteusa napons 30-10 CyTKamu
coredumpsize=0K pnsa 3anpeTta co3gaHus core-dannos

SYSLOG_FAILED LOGINS=0 (aupekTuMBa npeanucbiBaeT MNpPOTOKOAMPOBaTb BCE TMOMbITKU
HeyZa4yHON perucTpauunu nonb3oBaTens)

UMASK=022 (napameTp 3ajaeT MacKy co3gaHusa dalina no-yMosiHaHumio).

CONSOLE=/dev/console (napameTp orpaHuymnsaeTt BO3MOXHOCTb perncTpauum
cynepnonb3oBaTens TOJbKO CUCTEMHOM KOHCOMbKD W 3anpellaeT yAajlieHHble peruvcTpauunm
cynepnonb3oBaTtens).

2. Ana nonb3oBaTtens root yCTaHOBUTb MacKy pexwuma cosgaHus dannos 077 nam 027:
umask 077 (umask 027);

3. OTpepakTupoBatb ¢ann /etc/shells v noMecTuTb B HeEro WMMeHa TOJbKO Ans Tex
ncnonHsemblx darinos ob6onoyek, KOTOpble YCTaHOBMEHbl B cucTteMme. [0 yMon4yaHuio, CoaepXxumoe
danna /etc/shells moxeTt 6bITb TaknM:

/bin/csh

/bin/tcsh

/bin/sh

/usr/local/bin/bash

4. Ypanutb hanin (ecnu oH cywecTteyeT) /.rhosts.
5. Ypanute cogepxumoe darina /etc/host.equiv.

-17 -



XTAN.00087-03 91 04. Kpuntollpo CSP. PykoBoACTBO agMMHUCTpaTopa 6e3onacHocTu.
Mcnonb3oBaHne CK3M noa ynpasneHmneMm OC FreeBSD.

6. OTpepakTupoBatb dann /etc/pam.conf ¢ wuenbo 3anpeta rhosts-ayTeHTudmnkayum.
BbinosHAETCS KOMMEHTMpPOBAHMEM BCEX CTPOK, coaepXxawmnx noactpoky "pam_rhosts_auth.so".

7. MpoBepuTb naeHTUdUKATOPbI MNOMb30BATENS W TPynnbl AN BCeX MNosb3oBaTenen,
nepeuncneHHolx B anne /etc/passwd. Cneayer yb6eautcs, 4TOo He CYLWECTBYET MNoOJib30BaTeNen,
uMmerwmnx wunaeHtudukatop nonb3oBatend 0 wn wunaeHTudukatop rpynnbl O KpoMe, BO3MOXHO,
nonb3oBaTtens root.

8. Co3zmaTb nepeyeHb MporpaMM, KOTOpble 3anyckalTca C npaBaMu aJAMUHUCTpaTopa, W
KOHTPO/IMPOBaTb €ro HEUM3MEHHOCTb;

9. 3anpeTnTb perncTpaLuio B CUCTEME MOJIb30BATENEN, UMEIKLWIMX CNeaYyIolMe «CNyXebHble

UMeHa»:
daemon uucp
bin nuucp
Sys listen
adm nobody4
Ip nobody
smtp noaccess

JencTBue BLINOAHAETCH NyTeM ykasaHus B daine /etc/passwd cTtpokm '/sbin/nologin’ B none
shell-nporpammbl 1 ykasaHus cumBosia ‘X' B nmosie napons.

OrpaHuvyeHns Npv MOHTMPOBaHuUK annoBbiX CUCTEM

OrpaHunyeHnss nMpu MOHTUPOBaHMM (annoBbIX CUCTEM peanusyrTcs pefakTupoBaHueM danna
/etc/fstab:

YCTaHoBUTb ONuuto nosuid npy MOHTMPOBaHuM annoBon CUCTeMbl /var.

Mpn MHCTanNAUUM CUCTEeMbl criegyeT BblaenuTb Ansa dannosbix cuctem /, /usr, /usr/local, /var
pasHble pasgenbl gucka Ans npefoTBpalleHus nepenosiHeEHUs KPUTUUHBIX darinoBbix cuctem (/, /var)
3a Cc4yeT, HanpuMep, MOJb30BATENIbCKMX JAaHHbIX M obecrnevyeHMss BO3MOXHOCTWM MOHTMPOBAHMS
¢dhannoBo CUCTEMbI /USr B pexXuMe "ToNbKO ANns vyteHus".

OrpaHuyeHna Ha 3anyCcK MpoLleccos

CnepyeT oOrpaHuMyYMTb MCMNONb30BaHME B CUCTEME MIAHMPOBLUMKA 3a4ady Cron M CpeacTs
nakeTHon o6paboTku 3agaHvn. [Ons  HOpPManbHOro (YHKLMOHUPOBAHMUS CUCTEMbl MWHUMMasbHO
HeobXoAUMbIM  ABASIETCA pa3pelleHne MWCNoMb30BaHMS MJaHUPOBLUMKA 3adad Ccron M CpeacTsB
rnakeTHonm o06paboTkm 3adaHWi TONLKO Nosb3oBaTento root. [nsa 3Toro cneayet BbIMOJHUTb
cnepytoume KomaHgbl (OT MMEHM Cynepnosib3oBaTens):

echo root > /var/cron/allow

echo root > /var/at/at.allow
HacTpoiika ceTeBbiX CEPBUCOB
HacTpolika ceTeBblXx CEPBMCOB 3aK/IlOYAETCS B CNEeAYHOLWEM:

CnepyeT orpaHuuntb YHKLMOHANBHOCTb AEMOHA YMpaBfeHUs CeTeBbiMU coeauHeHuaMmu inetd
(xinetd). OencTBme 3aknovaeTca B pedakTtuposBaHumn daiina /etc/inetd.conf. B dpanne /etc/inetd.conf
cnenyeT 3aKOMMEHTPOBaThb (yAanuTb) CTPOKKM, CoAepXaliuMe onmMcaHus TeX CEPBUCOB, UCMOMb30BaHMe
KOTOPbIX Ha KOHMUTYpUPYEMOM KOMMbIOTEPE He SIBNSIETCS HEOOXOAUMBIM.

Kak MWUHUMYM, crieayeT 3anpeTuTb Clieayolmne CEPBUCHI:

echo systat
discard netstat
daytime tftp
chargen telnet

finger nfsd

-18 -



XTAN.00087-03 91 04. Kpuntollpo CSP. PykoBoACTBO agMMHUCTpaTopa 6e3onacHocTu.
Mcnonb3oBaHne CK3M noa ynpasneHmneMm OC FreeBSD.

Bo3MOXHO TakXe CHadajsla 3akoMMeHTMpoBaTb B danne /etc/inetd.conf onucaHumsa Bcex
CEepBMCOB M 3aTEM PaCKOMMEHTUPOBATb TOJIBKO UCMOJIb3yeMbIE.

1. Ucnonbays ytuauty sysinstall, oTkAOUNTb HEUCMONb3YEMblE CETEBbIE CEPBUCHI, U CyX6bl,
3anycKaeMblx MpuM CTapTe CUCTEMbl, 3anycTuTb paboTy MOoACUCTEMbl accounting Ans KOHTPOSSs
3anycKaeMbIX MpoLEeCCOB.

2. Ecnv  He nnaHWpyeTcs  MCMOAb30BaTb HacTpaMBaeMbll  KOMMbIOTEp B KayecTse
MaplpyTusaTtopa, HeobxooMMo 3anpeTuTb MaplwpyTu3auuio, BbINOJHMB  KOMaHay sysctl -w
net.inet.ip.forwarding=0.

3. CnepyeTt 3anpeTuTb NpUeM M3 BHelwHen ceTu "wmpokoBewaTenbHbiX" (broadcast) nakeTos,
a TakXe nepegavyy OTBETOB Ha MpUHATbIE "LWWMpoKoBellaTesibHbie" MakeTbl.

4. 3anpeTnTb cynepnonb3oBaTtento goctyn no ftp, ana atoro pobasutb "root" B hann
/etc/ftpusers

5. Ecnhm nnaHmpyeTcs mMcnonb3oBaTb Ha HacTpavBaeMoM cepBepe cepsuc FTP, To cneayet
co3aaTtb (oTpeaakTmpoBaTb) dann /etc/ftpusers co cnMCcKoM nosnb3oBaTesnien, AN KOTOPbIX 3anpeLleH
AOCTyn K cepBepy no npotokony FTP. ®ain vMeeT TeKCTOBbIA dopMaT M AOMXKEH coaepxXaTb Mo
O4HOMY WMEHW nonb3oBaTens B CTpoke. B cnucke "3anpelieHHbiX" nosib3oBaTesie, Kak MUHUMYM,
OOKHbI 6bITb NepeyncsieHbl creayolme MMeHa nosib3oBaTenen:

daemon uucp

bin nuucp
sys listen
adm listen

Ip nobody
smtp noaccess

6. Onsa orpaHunyeHumsa AOCTynNna K CUCTEMHbLIM d)aﬁnaM ansa HenpuneunernpoBaHHbIX
HOﬂb3OBaTeﬂeﬁ, M3 KOMaHAHOM CTPOKKM cneayeT BbIMOJIHUTL clieayrlume KoMmaHAabl:

chown root /etc/mail/aliases
chmod 644 /etc/mail/aliases
chmod 444 /etc/default/login
chmod 750 /etc/security
chmod 000 /usr/bin/at
chmod 500 /usr/bin/rdist
chmod 400 /usr/sbin/snoop
chmod 400 /usr/sbin/sync
chmod 400 /usr/bin/uudecode
chmod 400 /usr/bin/uuencode
7. Takxe cnegyet o6Hynutb pnar SGID ans HEKOTOPbIX MCMOJHSAEMbIX (annoB:
chmod g-s /usr/bin/mail
chmod g-s /usr/bin/mailx
chmod g-s /usr/bin/write
chmod g-s /usr/bin/netstat
chmod g-s /usr/bin/nfsstat
chmod g-s /usr/bin/ipcs
chmod g-s /usr/sbin/arp
chmod g-s /usr/sbin/dmesg
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chmod g-s /usr/sbin/prtconf
chmod g-s /usr/sbin/swap
chmod g-s /usr/sbin/sysdef
chmod g-s /usr/sbin/wall

OrpaHuyeHmne konmyecTBa "BMAMMON M3BHE" MHADOpPMaLMM O CUCTEME

O6blYHO, HaYaNbHY MHGOPMAL MO O CUCTEME MOTEHUMaNbHbIA HapyLWKTe b NoJlydaeT U3 CUCTEMHbIX
npuriaweHui, BblaaBaeMbIX ceTeBbIMU cnyxbamn cepBepa (telnet-cepsep, ftp-cepsep u np.).

Mo3ToMy, K MEpPAM MO OFPaHMUYEHNIO KOIMYECTBa "BUANMON M3BHE" MHDOPMaL MK O CUCTEME OTHOCATCSH:

e OTKa3 OT CTaHaapTHoro "saroJsioBka", BbIBOAMMOro cepBepoM ftp mpu oTBeTe MNoJb30BaTENIO.
JocTturaeTcsa ykasaHueM B parine /etc/ftpwelcome cneayrowmnx oUpeKTuB:

BANNER=""

e PepakTnpoBaHue dainos /etc/issue, /etc/ftpbanner un /etc/motd ¢ uenblo pasbAaCHEHUS MNOIb30BATESAM
npasua 1 NOUTUKKM JOCTYyNa K cepeepy ftp.

HacTpoika noacuUCcTeMbl NPOTOKOAMPOBAHMA W ayauTa

1. CnepyeT yAOCTOBEPUTCSH, UYTO TOJIbKO MOSb30BaTeNb root uMeeT AOCTYMN Ha 3anucb Ans
cneaywouwmx damnnos:

/var/log/authlog

/var/log/syslog

/var/log/messages

/var/log/sulog

/var/log/utmp

/var/log/utmpx

2. Ecnn Ha HacTpauBaeMoOM cepBepe MUCMNonb3yeTcsa web-cepBep, To cneayeTt ybeantbcs,
yTo TONbKO "Bnageney" npouecca httpd umeeT gocTyn Ha 3anucb K npoTokonam httpd

3. OrpaHnuntb (C y4yeToM BblbpaHHOMW B oOpraHusauuMm nNOAMTMKKM 6e3onacHoOCTH)
MCMONIb30BaHME MOAb30BaTeNs MM  KOMaHg Su M sudo - npenocTaBs/ieHMs  MNOJSIb30BaTeso
aAMUHUCTPATUBHbBIX MOSTHOMOYUM

4. CnepyeT NpoTOKOMMPOBaTb MOMbITKM MCMOAb30BaHMS MporpamMm su m sudo. Ansa aToro,

B ann /etc/syslog.conf cnegyet nobaButb 3anuce:
auth.notice /var/log/authlog
nnu
auth.notice /var/log/authlog, @loghost

Bropass cTpoka aHaforMyHa nepBOi, HO YyKasbiBaeT, 4YTO MPOTOKO/  AOMOSIHUTELHO
nepenaeTcs Ha cepBep c6opa NPOTOKOJIOB.

Cnenyet obecneunTb NMPOTOKOJZINPOBaAHME HEYCNELWHbIX MOMbITOK pernctpaunnm B CUCTEME B
JIOKanbHOM npoTokone. [Ana aToro, cnepyeTt BbIMOJIHUTL Clefyrolme KoMmaHabl:

touch /var/adm/loginlog
chown root /var/adm/loginlog ; chgrp wheel /var/adm/loginlog
chmod 644 /var/adm/loginlog

5. NS npoTOKONMMpPOBaHUS CEeTEBbIX COEAMHEHUN, KOHTPOSIMPYEMLIX AEMOHOM inetd
(BkNtovas paty/BpeMs coeauHenus, IP-agpec knveHTa, yCTaHOBMBLUEro COeAWHEHME M UMSA CepBUCa,
obcnyxusatwuwero coegmHeHune), B dann /etc/syslog.conf cneayet nob6aBuUTb 3aNnCh:

daemon.notice /var/log/syslog
n B danne /etc/rc2.d/S72inetsvc 3amMeHUTb CTPOKY
/usr/sbin/inetd -s
Ha
/usr/sbin/inetd -s -t
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8.2. TpeboBaHMs NO pasMeLLEeHUD TEXHUYECKUX CPeAcTB C ycTaHoBAeHHbiM CK3U
Mpun pa3mMeweHNn TEXHNYECKNX CPeaCTB C yCTaHoBNeHHbIM CK3U:

— [OoMmKHbI 6bITb MPUHATbLI MEPbI 3aLWLUTE OT HECAaHKLMOHUPOBAHHOIO AOCTYNa B NOMEL,EHNS, B KOTOPbIX
pa3MelleHbl TeXHMYecKme cpeacTBa C yCTaHoBNeHHbIM CK3W, NOCTOPOHHUX NnL, MO poAy CBOEN AeATeslbHOCTHU
He SABMAKLWMUXCA MepcoHanoM, gonyuweHHbiM K paboTe B 3TuUX nomeweHusax. B cnyyae Heob6xoammocTum
MPUCYTCTBMS MOCTOPOHHUX NNL B YKa3aHHbIX NMOMeweHusx AomkeH 6biTb obecrneyeH KOHTPOSb 3@ MX
aencremamm n obecnedyeHa HEBO3MOXHOCTb HEraTMBHbIX AENCTBUMN C UX CTOpOHbl Ha CK3U, TexHnueckmne
cpeacTsa, Ha KoTopbIx akcnayaTmpyeTca CK3M n 3awmwaemyto nHpopmaumio.

— BHyTpeHHAs nnaHuWpoBKa, pacrnofioXXeHue M YKOMMNIEeKTOBAaHHOCTb pabouymx MecT B MOMeLeHusX
AO0JDKHbI 06ecneunBaTb MCNOHUTENSAM paboT, COXPaHHOCTb AOBEPEHHbIX UM KOHP MAEHL NaIbHbIX AOKYMEHTOB U
CBeAEeHWI, BKIKYAs KIYEBYO MHMOpMaUuio.

- B cnyyae nnaHnpoBaHus pa3sMelleHus CK3M B noMew eHnsx, roe NpucyTCTBYET peyeBast, akyCcTuyeas
W Bu3yanbHas uHOpMauus, coaepxalwas CBeAeHWUs, COCTaBnsdllWMe rocyAapCTBEHHYO TaWHy, u (Maum)
yCTaHOBMEHbI TEXHNYECKNE CpeAcTBa M CUCTEeMbl NpueMa, nepegayn, obpaboTkm, xpaHeHna n otobpaxeHus
UHdpopMaLun, coaepxalen cCBeAeHUs, CoCTaBnsoWwme rocyfapCTBeHHYIO TalHy, TEXHMYECKUe CpeAacTBa
WHOCTPaHHOIro MNpPOM3BOACTBA, HAa KOTOPbIX (PYHKUMOHMPYKT nporpammHble moaynn CK3W, AomkHbl 6bITb
noABepPrHyThbl CNeunanbHOM NpoBepPKe NO BbISBIEHUIO YCTPOWCTB, NpeAHa3HaYeHHbIX 4159 HEMNAaCHOMO MOJTyYeHuns
nHpopMaLnn».
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9. TpeboBaHus Mo Kpurmorpauyeckon 3aumre

JOMKHbI BbINOMHATECA TpeboBaHua:
1. cnonb3oBaHWe TOMbKO JIMLLEH3UOHHOINO CUMCTEMHOMO NMpPOrpaMMHOro obecnedeHus.
2. Pazpen 16 pokyMeHTa XTAN.00087-03 91 01.

3. Mepen HadanoM paboTbl [OMKEH ObTb MNpOBEAEH KOHTPO/Sb LENoCTHOCTU. KoHTponem
LEeNOCTHOCTU A0/MKHbI 6bTb OXBadeHbl dannbl, yKasaHHble B Mn. 16.

4. HacTpolika onepaunoHHo cucteMmbl ansa pabotel ¢ CK3M no n. 8.1.1.

5. Mpu nHcTannaumn CK3M gomxHbl 6bmb obecneyeHbl OpraHM3aumMoOHHO-TEXHUYECKNE MEpPbI MO
WUCKJIIDYEHMIO NOAMEHbI ANCTPpUbYTUBa N BHECEHUS m3aMeHeHuih B CK3UM nocne yCcTaHOBKM.

6. NckntoyeHne w3 nporpamMMmHoro obecnedeHms [19BM ¢ ycTaHoBneHHbiM CK3UW cpencTs
oTNnaaKu.

7. Maponb, MCNonb3yeMblin AN ayTeHTuduMKauum nosb3oBaTesien, AO/DKEH coaepXaTb He MeHee
6 cumBonoB andaBuTa MOWHOCTUM He MeHee 10. lNepMoOAMYHOCTb CMEHblI MApons — HEe pexe OAHOro
pasa B 3 Mecsua.

8. NepruoaAnNYHOCTb TECTOBOMO KOHTPONs Kpuntorpaduyeckmnx dyHKUui - 10 MUHYT.
9. BExxecyTouHasa nepesarpyska M2BM.

10. MepmognyHocTb ocTaHoBa [M1ODBM ¢ o6s3aTenbHON MpPOBEPKON CUCTEMbI OX/1aXAEHWS
rnpoueccopHoro 6noka N3BM - 1 mecsau.

11. 3anpewaeTca wWCNoONb30BaTb pexuMm npocton 3ameHbl (ECB) [OCT 28147-89 pns
wndpoBaHua uHboOpMaLnM, KpoMe KIHo4YeBOMN.

12. lomkHO paBaTtbCs NpeaynpexzeHne o TOM, YTO MpU MCMOSb30BaHMM peXxuMa WwndpoBaHus
CRYPT_SIMPLEMIX_MODE wm™aTepuan, obpabaTtbiBaeMbli Ha OAHOM  KJ/llOYEe, aBTOMATUUYECKM
orpaHuymBaeTcs BenuynHom 4 MB.

13. Npu  dyHKUMoOHUpoBaHuUM CK3UM [0MKHbI BbINONHATLCSA TpeboBaHMS 3KCMyaTalWOHHOWN
AokyMeHTauum Ha MAK 3awmntel oT HCA.

14. JonkHo 6brb 3anpeweHo ucnonb3oBaHne CK3UWM ana 3awuTtbl TenedOoHHbIX NeperoBopoB
6e3 nMpuHATUS B CUCTEME Mep MO 3awuTe OT MHPOPMATMBHOCTM MOBOYHbLIX KaHanoB, crneundunyeckux
npu Nepegade peuyw.

15. fomxHa 6bmb 3anpeweHa pab6ota CK3M npum BkAueHHbx B M2BM wraTHbIX cpeacTBax
BbIxOZla B pajvokaHa.

16. KoHTposieM LenoCTHOCTU AOKHbI ObTb OXBadeHbl danbl:
FreeBSD (32 pa3psaaHbIiA)

/opt/cprocsp/bin/ia32/cryptcp
/opt/cprocsp/bin/ia32/certmgr
/opt/cprocsp/bin/ia32/inittst
/opt/cprocsp/bin/ia32/csptestf
/opt/cprocsp/bin/ia32/der2xer
/opt/cprocsp/lib/ia32/1libcapi20.so0.4
/opt/cprocsp/lib/ia32/1libcpext.so.4
/opt/cprocsp/lib/ia32/1libasnldata.so.4
/opt/cprocsp/lib/ia32/libasnldata XER.so.4
/opt/cprocsp/lib/ia32/1libssp.so.4
/opt/cprocsp/lib/i1ia32/1libenroll.so.4
/opt/cprocsp/lib/ia32/liburlretrieve.so.4
/opt/cprocsp/bin/ia32/curl
/opt/cprocsp/lib/ia32/libcpcurl.so.6
/opt/cprocsp/lib/ia32/1libcpcurl.a
/opt/cprocsp/modules/ia32/kern.osreldate.702000/drvecsp.ko
/opt/cprocsp/modules/ia32/kern.osreldate.1000510/drvesp. ko
/opt/cprocsp/modules/ia32/kern.osreldate.802000/drvecsp. ko
/opt/cprocsp/modules/ia32/kern.osreldate.803000/drvecsp. ko
/opt/cprocsp/modules/ia32/kern.osreldate.804000/drvcsp. ko
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/opt/cprocsp/modules/ia32/kern.osreldate.901000/drvecsp. ko
/opt/cprocsp/modules/ia32/kern.osreldate. 902001 /drvecsp. ko
/opt/cprocsp/modules/ia32/kern.osreldate.903000/drvecsp. ko
/opt/cprocsp/lib/ia32/libcpedrv_emul.a
/opt/cprocsp/modules/ia32/kern.osreldate.702000/cpesp gost.ko
/opt/cprocsp/modules/ia32/kern.osreldate.1000510/cpesp gost.ko
/opt/cprocsp/modules/ia32/kern.osreldate.802000/cpesp gost.ko
/opt/cprocsp/modules/ia32/kern.osreldate.803000/cpesp gost.ko
/opt/cprocsp/modules/ia32/kern.osreldate.804000/cpesp gost.ko
/opt/cprocsp/modules/ia32/kern.osreldate.901000/cpesp gost.ko
/opt/cprocsp/modules/ia32/kern.osreldate.902001/cpesp gost.ko
/opt/cprocsp/modules/ia32/kern.osreldate.903000/cpesp _gost.ko
/opt/cprocsp/bin/ia32/cp-genpsk.sh
/opt/cprocsp/bin/ia32/genpsk
/opt/cprocsp/lib/ia32/1libike gost.so.4
/opt/cprocsp/lib/ia32/1libesp gost.so.4
/opt/cprocsp/lib/ia32/1libcsp.so.4
/opt/cprocsp/lib/ia32/librdrrndmbio tui.so.4
/opt/cprocsp/lib/ia32/1libcppkecsll.so.4
/opt/cprocsp/bin/ia32/cpverify

/opt/cprocsp/bin/ia32/wipefile

/opt/cprocsp/bin/ia32/csptest
/opt/cprocsp/lib/ia32/librdrrndm.so.4
/opt/cprocsp/lib/ia32/librdrsup.so.4
/opt/cprocsp/lib/ia32/librdrdsrf.so.4
/opt/cprocsp/lib/ia32/librdrfatl2.so.4
/opt/cprocsp/lib/ia32/1libcapil0.so.4
/opt/cprocsp/lib/ia32/1libcpui.so.4
/opt/cprocsp/lib/ia32/1libcpalloc.so.0
/opt/cprocsp/lib/ia32/1libjemalloc.so.0
/opt/cprocsp/sbin/ia32/unreg prov_ type name.sh
/opt/cprocsp/sbin/ia32/cpconfig
/opt/cprocsp/sbin/ia32/mount flash.sh
/opt/cprocsp/lib/ia32/1librdremv.so.4
/opt/cprocsp/lib/ia32/1librdrpcsc.so.4
/opt/cprocsp/lib/ia32/librdrric.so.4
/opt/cprocsp/sbin/ia32/ccid reg.sh
/opt/cprocsp/lib/ia32/libcpcvcert.so.4
/opt/cprocsp/lib/ia32/librsaenh.so.4
/opt/cprocsp/sbin/ia32/stunnel thread
/opt/cprocsp/sbin/ia32/stunnel fork
/opt/cprocsp/sbin/ia32/stunnel hsm

FreeBSD (64 pa3psaaHbIi)
/opt/cprocsp/bin/amd64/cryptcp
/opt/cprocsp/bin/amd64/certmgr
/opt/cprocsp/bin/amd64/inittst
/opt/cprocsp/bin/amd64/csptestf
/opt/cprocsp/bin/amd64/der2xer
/opt/cprocsp/lib/amd64/1ibcapi20.so0.4
/opt/cprocsp/lib/amd64/libcpext.so.4
/opt/cprocsp/lib/amd64/1libasnldata.so.4
/opt/cprocsp/lib/amd64/libasnldata XER.so.4
/opt/cprocsp/lib/amd64/libssp.so.4
/opt/cprocsp/lib/amd64/libenroll.so.4
/opt/cprocsp/lib/amdé64/liburlretrieve.so.4
/opt/cprocsp/bin/amd64/curl
/opt/cprocsp/lib/amdé64/libcpcurl.so.6
/opt/cprocsp/lib/amd64/libcpcurl.a
/opt/cprocsp/modules/amd64/kern.osreldate.801000/drvesp. ko
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/opt/cprocsp/modules/amd64/kern.
/opt/cprocsp/modules/amd64/kern.
/opt/cprocsp/modules/amd64/kern.
/opt/cprocsp/modules/amd64/kern.
/opt/cprocsp/modules/amd64/kern.
/opt/cprocsp/modules/amd64/kern.
/opt/cprocsp/modules/amd64/kern.

osreldate.
osreldate.
osreldate.
osreldate.
osreldate.
osreldate.
osreldate.

/opt/cprocsp/lib/amd64/libcpedrv_emul.a

/opt/cprocsp/modules/amd64/kern.
/opt/cprocsp/modules/amd64/kern.
/opt/cprocsp/modules/amd64/kern.
/opt/cprocsp/modules/amd64/kern.
/opt/cprocsp/modules/amd64/kern.
/opt/cprocsp/modules/amd64/kern.
/opt/cprocsp/modules/amd64/kern.
/opt/cprocsp/modules/amd64/kern.
/opt/cprocsp/bin/amd64/cp-genpsk
/opt/cprocsp/bin/amd64/genpsk

/opt/cprocsp/lib/amdé64/1libike go
/opt/cprocsp/lib/amd64/1libesp go
/opt/cprocsp/lib/amd64/libcsp.so

osreldate.
osreldate.
osreldate.
osreldate.
osreldate.

osreldate

osreldate.
osreldate.

.sh

st.so.4
st.so.4
.4

1000510/drvcsp. ko
802000/drvcsp.ko
803000/drvcsp. ko
804000/drvcsp. ko
901000/drvecsp.ko
902001 /drvecsp.ko
903000/drvecsp.ko

801000/cpesp_gost.
1000510/cpesp_gost.ko
802000/cpesp_gost.
803000/cpesp_gost.
804000/cpesp _gost.
.901000/cpesp_gost.
902001 /cpesp_gost.
903000/cpesp_gost.

/opt/cprocsp/lib/amdé64/librdrrndmbio tui.so.4

/opt/cprocsp/lib/amdé4/1libcppkes
/opt/cprocsp/bin/amdé64/cpverify
/opt/cprocsp/bin/amd64/wipefile
/opt/cprocsp/bin/amdé64/csptest

11.s0.4

/opt/cprocsp/lib/amd64/librdrrndm.so.4

/opt/cprocsp/lib/amd64/librdrsup
/opt/cprocsp/lib/amd64/librdrdsr
/opt/cprocsp/lib/amd64/librdrfat
/opt/cprocsp/lib/amd64/1ibcapil0
/opt/cprocsp/lib/amd64/1libcpui.s
/opt/cprocsp/lib/amd64/1libcpallo
/opt/cprocsp/lib/amd64/1libjemall

.s0.4
f.so.4
12.s0.4
.so0.4
0.4
c.so0.0
oc.so0.0

/opt/cprocsp/sbin/amd64/unreg prov_type name.sh

/opt/cprocsp/sbin/amd64/cpconfig
/opt/cprocsp/sbin/amd64/mount fl
/opt/cprocsp/lib/amd64/librdremv
/opt/cprocsp/lib/amd64/1librdrpcs
/opt/cprocsp/lib/amd64/librdrric
/opt/cprocsp/sbin/amd64/ccid reg
/opt/cprocsp/lib/amd64/libcpcvce
/opt/cprocsp/lib/amd64/librsaenh
/opt/cprocsp/sbin/amd64/stunnel
/opt/cprocsp/sbin/amd64/stunnel
/opt/cprocsp/sbin/amd64/stunnel

ash.sh
.s0.4
c.so.4
.s0.4
.sh
rt.so.4
.s0.4
thread
fork
hsm

ko

ko
ko
ko
ko
ko
ko
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MpunoxkeHne 1. KOHTpONb LEMOCTHOCTM MPOrpaMMHOro obecriedeHust

B pononHeHwe K AUCTpubYTMBY MOCTaBAAlTCA cKpunToBble dalnbl integrity.sh, 3anyckom
KOTOPbIX MOXHO yb6eanTbCs B LEeNOCTHOCTM ANCTpubyTMBa A0 €ro yCTaHOBKMU.

MporpammMHoe obecnederHne CK3WM umeeT cpeacTBa obecneyeHus KOHTPONs LenocTHocTu MO
CK3W, KoTopble AO/MKHbI BbIMOMHATCSA NEPUOANYECKM.

Ecnn B pesynbraTe NepuMoaAMYECKOro KOHTPOJS LESIOCTHOCTU nosiBnseTcs coobuweHnsa o
HapyLlWeHU LEeSIOCTHOCTU KOHTponupyeMoro danna, nosb3oBaTenb 06si3aH npekpaTuTb paboTy u
0bpaTnTbCa K aAMUHMUCTpaTopy 6€30MacHOCTW.

AaMuHucTpatop 6e3onacHoCcTM, NpoaHanuMaupoBaB MpUUMHY, MPUBEAWYI K HapyLeHUIo
LLesIOCTHOCTH, AosmkeH nepeyctaHosuTb MO CK3W ¢ auctpmbyTtmea, uam cuctemHoe MMO.

Moaynb cpverify No3BONSIET OCYLWECTBAATb KOHTPOJb  LENOCTHOCTM  YCTAHOB/IEHHOMO
nporpamMMHoro o6ecnedeHus. KOHTPOsb LLEIOCTHOCTM (DaifioB OCYLLECTBASETCA Mpu 3arpyske daina
Ha wucnosiHeHne (M MNepuoaMYecKM BO BPEMS BbIMOSIHEHMSA) WM MpPU PYyYHOM 3anycKe MNporpamMmbl
KOHTPO/A LENOCTHOCTMU.

cpverify filename [-alg algid] [hashvalue] [-inverted_halfbytes <inv>] - nposepka
uenocTHocTn danna ¢ uMmeHem filename no naroputmy algid. Ecnm He ykasaH napameTtp hashvalue, To
3HayeHMe XaWw-dyHKUMN Ans cpaBHeHus b6epetcs u3 danna <filename.hsh>. MapameTtp algid mMoxeT
npuHMMaTb 3HadeHus GR3411, GR3411_2012_256 wn GR3411_2012_512. Ecnu algid He ykasaH, TO
ncnonb3syetca GR3411. [-inverted_halfbytes <inv>] ykasbiBaetcsa, ecnm nonybaintbl B hashvalue
nepeBepyTbl. [Mo-yMon4yaHuto inv yctaHasnmeaeTcsa B 1 ana GR3411 n B 0 gna GR3411_2012_256 wu
GR3411_2012_512.

cpverify -mk filename [-alg algid] [-inverted_halfbytes <inv>] - BbMMUCNEHME 3HAYEHUS X3LU
dyHkUuMn ansa danna c umeHem filename. MapameTp algid MoxeT npuHMMaTb 3HadeHunss GR3411,
GR3411_2012_256 wn GR3411_2012_512. Ecam algid He ykasaH, TOo wucnonblyetrcsa GR3411. [-
inverted_halfbytes <inv>] yka3biBaeTcs, ecnn HeobxoauMMo nepeBepHyTb nonybaiTel B hashvalue.
Mo-yMonuyaHumio inv ycTaHaeBnueaetcs B 1 ana GR3411 m B 0 pana GR3411_2012_256 w
GR3411_2012_512.

cpverify -file_sign filename -cont cont_name [-pin password][-provhame Provname] [-
provtype Provtype] - noanucbiBaetr dann ¢ umeHem filename ¢ nomowbio KAwYa, B3SATOrO M3
KOHTeMHepa C uMmeHeM cont_name. lNone password - nNaposib 3awWunTbl KOHTeNHepa. MNonsa Provhame w
Provtype ykasbBalOT, KakoW npoBamaep Heobxoammo wucnonb3osatb. [lone Provtype ™oxeTt
npuHMMaTb 3HadveHusa 75,80 n 81. Ecnum Provtype He ykasaH, TO ncnonblyercs 75.

cpverify -file_verify filename [signval] -timestamp date - [poBepseTr noanuce danna ¢
mmeHeMm filename. Ecnm signval He ykasaH, TO 3HayeHue AaAns cpaBHeHus 6epetca u3 dalinia
<filename>.sgn. B none date Heobxoaumo ykasaTb AaTy, korga 6buia noanuch 6blla co3paHa, B
dopmaTte dd.mm.yyyy.
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MpunoxeHve 2. YnpasieHne nNpoTOKONIMPOBAHMEM

Onsa BKAOYEHUA/OTKAOYEHNS 3HavYeHne log ucnonb3ymre:

a) FreeBSD
Ons 3agaHus ypoBHS MpOTOKONa
/usr/ cpro-csp/sbin/cpconfig —loglevel cpcsp -mask 0x9
Ons 3apaHmsa opmaTa npoTokona
/usr/ cpro-csp/sbin/cpconfig -loglevel cpcsp - format 0x19
[ns npocMOTpa MacKu TeKyLlero yposHsa 1 popMata npoTokona
/usr/ cpro-csp/sbin/cpconfig -loglevel cpcsp -view

b) ans FreeBSD ypoBHS sapa

YnpaBneHne NpoTOKOANPOBAHMEM NoadepxmnBaeTcs Ha ypoBHe API, cmoTpu "Kpuntollpo CSP.
PykoBoacTBo nporpammmcTa’.

3HauyeHMeM MapaMeTpa YpoBHb NPOTOKONa saBnsieTcs 6MToBas mMacka:
N_DB_ERROR = 1 # coobleHunsa o6 owmnbkax
N_DB LOG = 8 # coobuweHunsa o BbiBOBaXx

3HadyeHneM napameTpa popMaT NpoTOKOa sBnseTcs 6uToBas Macka:
DBFMT_MODULE = 1 # BbiBOAUTb UMS MOAYNS

DBFMT_THREAD = 2 # BblBOAWTb HOMEpP HUTKW
DBFMT_FUNC = 8 # BbIBOAUTE UMS DYHKLMN
DBFMT_TEXT = 0x10 # BbiBOAMTb caMo coobuieHune
DBFMT_HEX = 0x20 # BbBOoaUTb HEX mamn
DBFMT_ERR = 0x40 # BbiBOoAUTb GetlLastError
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JIUCT peructpaumm M3MeHeHUi

JlucT pervctpaumm nsmMeHeHui
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