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© 000 «KPUNTO-NMPO>», 2000-2019. Bce npaBa 3alyMLLEHbl.

ABTOpPCKME MpaBa Ha cpeacTtBa Kpuntorpaduyeckon 3awmntbl nHpopmaumnm tnna Kpuntollpo CSP un
3KCNNyaTaUuMOHHYO AOKYMEHTAUWUK 3apernctpupoBaHbl B POCCMMCKOM areHTCTBE MO naTeHTaM u
TOoBapHbIM 3HakaM (PocnaTteHT).

HacTtodwmin [OKYMEHT BXOAUT B KOMIUJIEKT TMOCTaBkM nporpamMmHoro obecneveHns CK3U
Kpuntollpo CSP Bepcun 5.0 KC1; Ha Hero pacnpocTpaHslTCa BCe YCNOBUS JIMLEH3MOHHOIO
cornawenunsa. bes cneumanbHoOro nmceMeHHoro paspeweHnsa OO0 «KPUMTO-TPO» AOKYMEHT wuau
€ro 4acTb B 3/IEKTPOHHOM WM NeYyaTHOM BuAe He MOryT ObiTb CKOMMpPOBaHbl U NMepeaaHbl TPETbUM
iMuaM C KOMMEepYecKon uenbio.
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AHHOTauUuuMA

[JaHHbIN OOKYMEHT COAEpPXWUT MpaBuia NONb30BaHUS cpeacTBa KpunTorpaduyeckom 3auiuTbl
nHpopmaumnm (CK3UN) «Kpuntollpo CSP» Bepcus 5.0 KC1l WcnonHeHme 1-Base, ero cocras,
Ha3HauyeHune, KJYEBYIO CuCTeMy, TpeboBaHusa no 3awmte ot HCA.

JOKyMeHT npegHa3HadeH A4ns  aAMUHUCTPATopoB  MHAOpMauMoHHOW  6e3omacHoCTu
YUYpexXneHun, OCYLEeCTBASAKWMX YCTaHOBKY, O06CnyXuBaHMe W KOHTPO/Ab 3a cobnogeHunem
TpeboBaHMI K aKkcnnyaTauum cpeacts CK3W, ans agMuHucTpatopoB CepBepoB, CETEBbIX pecypcoB
npeanpusatua, pans  paboTHMKoB cnyxbbl MHGOpPMaAUMOHHOM 6€30MacHOCTM, OCYLLECTBASIOWNX
HacTpoliky pabounx mect gns pabotbl co cpeactBamm CK3U, a Takxke ans nonb3osatenen CK3U.

NHCcTpyKumn aAMUHUCTpaTopam 6e3onacHoCTH 7 nosab3oBaTensam pasfNyHbIX
aBTOMaTU3NpPOBaHHbLIX cucteM, ncnonb3yrowmnx CK3N «Kpuntollpo CSP» Bepcua 5.0 KC1 McnonHeHue
1-Base, gonxHbl pa3pabaTbiBaTbCs C y4eToM TpeboBaHuli HacTosawmx MNpasun.
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1 HazHaueHune CK3WU. YcnoBua akcrJiyatayum

CK3MN «Kpuntollpo CSP» Bepcum 5.0 KC1 npeacrtaBnsier cobon nporpamMHbI KOMMIEKC,
npegHasHa4eHHbIM  ANa  peanu3aumMuM  WMpoKoro  Habopa  peweHuih no  obecrneyvyeHuio
Kpuntorpapmnyecknmm metogamm nHOoOpMaLmMOHHOM 6e30NacHOCTU Ha OTAE/bHbIX paboynx MecTax, B
apXUTEKType «KJIMeHT-cepBep», a TakXe B UHMPOPMAUMOHHbIX N TENEeKOMMYHUKaLMOHHbIX CUCTEMaX
Pa3/IM4YHOro HasHa4YeHwus.

CK31 «Kpuntollpo CSP» MOXeT BbICTyNaTb KakK B KayecTBe rOTOBOr0 K MPUMEHEHUIO
cpeacTsBa, Tak M B KavecTse naaT@opMbl AN NOCTPOEHUS HA ero OCHOBE NPOrpaMMHbIX, MPOrpaMMHO-
annapaTtHbiX M annapaTHbIX peweHnn B obnactn obecneueHnss mMHPOpMauMoHHOM 6e30macHoCTH,
OCHOBAHHbIX Ha NPUMEHEHMN KpunTorpadunyeckmx aaropuTMosB.

Mpn skcnnyataunmm CK3UM «Kpuntollpo CSP» Bepcun 5.0 KC1 [osXKHbl BbINOSHATLCSA
cneaytwouwme TpeboBaHus:

— CpeactBamm CK3WM He pgonyckaetca obpabaTbiBaTb MHMOPMaLMIO, COAEPXKALLYD CBEAEHMUS,
COCTaBASOWNE FOCYAAPCTBEHHYIO TaNHY.

— [Honyckaetcs wucnonb3oBaHme CK3W ang kpuntorpaduyeckon 3awmTbl NEpPCOHasIbHbIX
OAHHbIX.

— KnoueBasa nHdopmaumns asnseTcs KoHdunaeHUnanbHoM.

— Cpok pgencteus kaoda nposepkun Il — He 6onee 15 neT nocne oKOHYaHUSA CpoKa AEeNCTBUS
cooTBeTCcTBYloLWero kawova Jl1.

— BHewHAsa ramma, ucnonblyemas AN8 WMHUUMANM3ALMKM COCTOSHWMA nporpammHoro [ACH,
ABNAETCS KOHdMAEHUMaNbHON.

- CK3M OOJIKHO MCMonb30BaTbCA co cpeacTtsamm aHTUBUPYCHOM 3aLWunThl,
ceptudmumpoBaHHbiMn ®CB Poccun. B cnydae mx OTCYTCTBUS PEKOMeHAyeTCs MO BO3MOXHOCTMU
MCNONb30BaTb CYLLECTBYOWME aHTUBUPYCHblE CpeacTBa 3awuTtbl. Knacc aHTUMBUPYCHbIX CpeacTB
3aWnTbl onpeaenaeTca ycnosuamu skcniyataumm CK3M B aBTOMaTU3MPOBAHHbIX CUCTEMAX.

— Pa3smeweHne CK3WN B nomeweHnax, npeaHasHayeHHbIX A9 BeAEHUS MNeperoBoposB, B XoAe
KOTOpbIX 06CYy>XAalTCs BOMPOChI, CoAepXXalme CBeAeHWUs, COCTaBASOWME FrOCYAapCTBEHHYIO TalHy,
OCYLLECTBNSETCS YCTAaHOBIEHHbIM MOPSAKOM.

— M3BM, Ha koTopblx wucnonbsyetcad CK3W, AomMkHbI 6biTb AonylieHbl Ansa o6paboTku
KOoHbUAeHUManbHOM uHbopMaumn no aencrsytowmnMm B Poccuinickon ®epepaumm TpeboBaHmaM Mo
3aWmTe MHopMauMm OT YTeYKM N0 TexXHWYeCKMM KaHanaMm, B TOM 4ucCie, NO KaHasjay CBsA3u
(Hanpumep, CTP-K), c ydyeTtoM mMoaenu yrpos B WMH(OPMaAUMOHHOM CUCTEME 3aKasuuka, KOTOpPbIM
DO/HKHO npoTmBocToAaTb CK3U.

— WHcTtannauusa CK3U Ha paboumx mecTtax AO/HKHA MPOM3BOANTBLCSA TONBKO C AUCTpMbYTMBa,
NOy4EeHHOro No AOBEPEHHOMY KaHany.

— Mpu ucnonb3oBaHmn B CK3U cepTuduMKaToB OTKPbITbIX Ktouen (cepTUdUKaToB Kar4en
npoBepku II) aonxHa 6bITb 0becneueHa (c ncnonb3oBaHnem ceptTudunumposaHHoro ®Cb Poccum YL)
MX aKTyanbHOCTb M LENOCTHOCTb. AKTyasbHOCTb JAO/IXHa obecneumBaTbCad MNOATBEPXKAEHUEM
NCrMoNb30BaHMsl cepTuduKata B paMKax YCTaHOBMIEHHOr0 CpoOKa ero AeNCTBUS M MNpPOBEPKOM Ha
OTO3BaHHOCTb. [lpoBepka Ha OTO3BAHHOCTb MOXET OCYLWeCTBAATbCA MpuM  MNOMOWM  CNUCKOB
0TO3BaHHbIX (@aHHYNMpoBaHHbIX) cepTudmkatoB — COC (Certificate Revocation List — CRL), a Takxe
npu nomowm obpaweHus Kk cepeucy OCSP. LlenocTtHocTb goskHa obecneumBaTtbcs nposepkon 211 YL
B cepTudumkare.

OpraHusaumsa n obecneyeHmne 6e30MacHOCTN XpaHeHus, o6paboTKM M nepepadn nNo KaHanam
CBA3M C WCMNOMb30BaHMEM CPeAcCTB Kpuntorpaduyeckon 3awmTbl  MHGOpPMaUMKM  CBEAEHUN,
COCTaBNALWMX KOHPMAEHUNANBbHYO MHGMOPMaLNIO, OCYLLECTBISIOTCA B COOTBETCTBUM C AOKYMEHTaMU
«NHCTpyKuma 06 opraHmsaumm n obecnedyeHmn 6e3onmacHOCTM XpaHeHus, o6paboTku M nepegaum no
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KaHanaMm CBS3M C WCNOAb30BaHMEM CPeACTB Kpuntorpaduyeckonm 3awmtbl MHGopMauum c
OrpaHM4YeHHbIM [AOCTYMNMOM, He coAep)XXalleh CBeAeHWI, COCTaBNSWNX FOCYAapCTBEHHYIO TalHy»
(Mpukaz GAMNCKN N° 152 ot 13 wuwoHa 2001 ropa), «MNonoxeHme o pa3paboTke, MpPOM3BOACTBE,
peanmsaummn n akcnayataumm wundpoBanbHbiX (Kpuntorpaduyecknx) cpeacts 3almnTbl MHGoOpMaummn»
(Mpuka3z ®CB Poccnm N2 66 oT 9 deBpans 2005 roga) u ApyrmMmm pyKoBOASILLUMMKN AOKYMEHTaAMM Mo
obecneyeHmnto 6e30MacHOCTM MHDOPMaLMN.

CK3MN «Kpuntollpo CSP» Bepcum 5.0 KC1 MOXHO 3KcCrnslyaTupoBaTb CO cCleaywmMmu
nporpaMmMHbIMK NpoaykTamu 6e3 nposeaeHns NccneaoBaHuii No oueHKe BAVNSHUS:
— npunoxeHus, Bxoaswune B coctas OC;
NMpUIOXKEHNE KOMaHAHOM CTPoKM Ans ¢hdopMmMpoBaHus 3arnpoca Ha ceptudukar certreq;
MS Outlook (Office 2007, Office 2010, Office 2013, Office 2016, Office 2019);
cepsep IIS.

HeobxoAnMMOCTb NpoBeAeHUS OLEHKWU BAUSHUA ANS NPOYMX MPOrpaMMHbIX NPOAYKTOB (B TOM
yucne yCTaHOBNEHHbIX aAMUHUCTPaTOpOM/nosib3oBaTeNIeM AONOSHEHUA U paclUMPEHUIA NPOrpaMMHOro
obecneyeHns, nepeyncneHHoOro Bblle) onpenenseTcsa ¢ ydyetoMm n.1.5 ®opmynsapa XTHAMN.00101-01
30 01.

Cnepytowmne npunoxeHnsa ns coctasa CK3UN «Kpuntolpo CSP» Bepcumn 5.0 KC1:

— NpWUIOXEHME KOMaHAHOW CTPOKM ANs nognuvcum v wmndgposaHus dannos cryptcp;
— MPpUIOXEHNE KOMaHAHOW CTPOKM ANnsa paboTbl € cepTudumkaTamm certmgr;
— npunoxenue ans cospgaHusa TLS-TtyHHens stunnel (kpome OC iOS u Android),

MOXHO WCNonb3oBaTb 6e€3 npoBeAeHUS OUEHKU BJINSHUA YKasaHHbIX MPUIOXKEHUNA Ha
nporpammHble uHTepodercol CK3MN «Kpuntollpo CSP» Bepcum 5.0 KC1, HO TpebyeTca npoBeaeHue
OLEHKN BAUSAHUSA KOMMOHEHTOB cpeabl (PYHKUWMOHUPOBaHUS (NPUKIAAHbIX CUCTEM, MNPOrpaMMHbIX
NPOAYKTOB U T.M.), BbI3blBAOWMX YKa3aHHbIE MPUSIOXKEHUS, HA UX WITaTHOE PYHKLMOHUPOBAHUE.

MNpoBeaeHWe TeMaTUUYECKMX WCCNEAOBaHUI MNpPOrpaMMHbIX MNPOAYKTOB W MPUITOXEHWUNA,
yKa3aHHbIX B HAcTOALLEM pa3aene, He TpebyeTcs.

Ucnonb3osaHne CK3U «Kpuntollpo CSP» Bepcum 5.0 KC1 C BbIKJOYEHHbLIM PEXUMOM
YCUIEHHOrO0 KOHTPOJIS WCNOSb30BaHUA KAOYel He ponyckaeTcs. BkloueHme fdaHHOro pexuma
onucaHo B AokyMeHTax XTAWM.00101-01 91 02. PykoBoacTBO aaMMHMCTpaTopa 6e30macHOCTW.
Windows, XTS{MW.00101-01 91 03. PykoBoactBO agMuHuctpatopa 6e3onacHoctu. Linux,
XTAN.00101-01 91 04. PykoBoaCTBO aaAMMHUCTpaTopa 6e3onacHocTn. FreeBSD, XTAM.00101-01 91
05. PykoBoacTBO aaMuHucTpaTopa 6e3onacHoctu. Solaris, XXTAW.00101-01 91 06. PykoBoACTBO
aaMuHucTpaTopa 6esonacHoctn. AIX, XTAKM.00101-01 91 07. PykoBoACTBO agMUHUCTpaTopa
6e3sonacHoctn. Mac OS, XTSAN.00101-01 91 08. PykoBoactBo agMmnHucTpaTopa 6e3onacHoctu. iOS.
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2 Mopsapok pacnpoctpaHeHua CK3U

YctaHoBo4YHble  Moaynm  CK3W  «Kpuntollpo CSP» Bepcum 5.0 KC1 wn  koMmnnekTt
3KCNAyaTauMOHHOM AOKYMEHTauuMM K HEeMy MOryT MNOCTaBASATbCSA MNONb30BaTeNtO YMNOJHOMOYEHHOM
opraHusauuven gsyms cnocobamm:

1)Ha HocuTene (CD, DVD-anckn);
2)nocpencTBoM 3arpysku yepes NHTepHer.

0na nonyyeHus BO3MOXHOCTM 3arpy3ku ycTaHOBOYHbIX Mmogynen CK3U «Kpuntollpo CSP»
Bepcmn 5.0 KC1 1 kKoMMnaeKkTa 3KCnjyaTauMoHHOM AOKYMEHTauMu MoJjsib30BaTeNlb Hanpas/fiSeT CBOU
YYeTHble [aHHble YMNOJIHOMOYEHHOW opraHm3auMu. YJeTHble pJaHHble MOoryT O6biTb HanpasfieHbl
NOCpPeACTBOM  3aMofIHEHMS  cneumanmn3npoBaHHOM perucTpaumoHHor  dopmbl Ha  cauTe
YNOAHOMOYEHHOM OpraHm3auunn.

Mocne nonyyeHns YMOJHOMOYEHHOW OpraHm3auven Yy4yeTHbIX AaHHbIX MNOAb30BaTenNto
npeaocTaBnseTcsa AOCTYN Ha CTPaHuUy 3arpy3ku yCTaHOBOYHbIX moaynein CK3U «Kpuntollpo CSP»
Bepcum 5.0 KC1 u kKoMnnekTa 3KCNyaTauMOHHOM AOKyMeHTauumu. [Mpu 3arpyske nofb3oBaTenem
yCcTaHoBOuYHbIX Moaynen CK3U «Kpuntolpo CSP» Bepcum 5.0 KC1 1 KoMnnekTa akKcnayaTauMoHHOM
OOKYMEHTauumn YNONHOMOYEHHOM opraHusaumen npuceamBaeTcs YYETHbIM HOMep,
naeHtTuduumpytowmnn sksemnnap CK3UM  «Kpuntollpo CSP» Bepcum 5.0 KC1, npenocTasfieHHbIN
Nosb30BaTesto.

Ha cTpaHuue 3arpy3ku BMecTe C AUCTpUBbYTMBOM M AOKYMEHTaunern pasMellaeTcs oTaeneHHas
3/1eKTPOHHAs NOAMUCb, AN MNPOBEPKM KOTOPOM HeobXxoAMMO UWCNOMb30BaTb YTUAUTY cpverify,
NOyYEeHHYIO 0BEPEHHbIM 06pa3oM 1 coaepKallyto KoY NMPOBEPKN AAHHOW 3/IEKTPOHHOW NOAMMUCH.

YcraHoska CK3U «Kpuntollpo CSP» Bepcmun 5.0 KC1 Ha pabodee MecTo Nosb30BaTeNsd MOXET
6bITb OCylWlecTBNeHa TONIbKO B Cliyvyae MOATBEPXAEHUA LENOCTHOCTU MOAYYEHHbIX YCTaHOBOYHbIX
moaynen CK3U «Kpuntolpo CSP» Bepcuun 5.0 KC1 n akcniyaTauMoHHOW AOKYMEHTauum.

MpuMmeyvaHme.

1) Cpeacrtso KoHTponss uenoctHoctu (cpverify.exe) mnepBOHayasnbHO [O/MKHO 6biTb
Nnony4yeHo Mnosib3oBaTesieM Ha PU3NYECKOM HocuTene B oduce komnaHmm 000 «KPUMTO-
MPO», nmbo y oduumanbHOro Agunepa. Takasa yTuaMTa CUUTAETCs MNOYYEHHOM
AoBepeHHbIM obpa3oM. [lanee noayyeHHOMW AOBepeHHbIM 06pa3oM npusHaeTcs o4yepenHas
BEpCUA  YTWUIWUTbI, NosiydyeHHas JbbiM 06pa3oM, HanpuMep, CKayaHHas C cauTa
@ www.cryptopro.ru, npu Yycnosmu, 4YTO OHa Oblna npoBepeHa APYyrMM 3K3eMMNispoM
YTUNUTDI, MONTYYEHHbIM paHee AOBepeHHbIM 06pa3oM, U NpoBepka 6bina yCreLwHon.

2) Knwou npoepku 3M1, a Takke uHpopMaums o0 HeM (gaTa CO34aHUs, anropuTM X3L-
dYyHKUMN, naeHTUdUKaToOp aaroputMa noannucu) 3anmcbiBatoTCa B UCXOAHbIA KOA4 YTUAUTDI
Ha aTane cbopku.

3) KoHTponb uyenoctHoctn gmuctpubytmea CK3U n komnoHeHTOB CO obecneumBaeTcs npu
noMoLm yTunuTbl cpverify.exe B COOTBETCTBMU C lMNpunoxeHmnem 1.
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3 KnrouyeBasa cuMcteMa U KJiloueBble HOCUTeNu

CK3U «Kpuntolpo CSP» Bepcumn 5.0 KC1 ABnsieTca CMCTEMON C OTKPbITbIM pacrnpeaesieHneM
K/Il0YEeN Ha OCHOBE aCMMMETPUYHON KpunTorpadmm C MCNOSIb30BaHMEM 3aKpbITOrO K/to4va Ha OAHOWN
CTOPOHE M COOTBETCTBYHLLEr0 eMy OTKPbITOro Kjtoda Ha ApYroi CTopoHe. Takune napbl Kao4Yen MoryT
6bITb ABYX TMMNOB: KJIKOYWN 3/1EKTPOHHON noanucy (3M) n kaoum obmeHa.

Kntou 31 MoxeT 6biTb MCMO/b30BaH TONbKO ANsa co3aaHums 3l1. Knwoy obMeHa MoOXeT ObiTb
MCMosIb30BaH Kak Ass (opMUPOBaHMS Kko4da CBSA3W C APYruMM MNoJsib3oBaTeNieM, Tak U 4S9 CO34aHus
3.

Monb3oBaTeNb BK/IOYAETCA B CUCTEMY M MUCK/IIOYAEeTCS M3 HeE  YCTaHOBJIEHHbIM
YA0CTOBEPSAOWMM LEHTPOM MOPSAKOM.

Monb3oBaTenb, obnagarowmn NpaBoM noanucn u/unm wndpoBaHUsa AaHHbIX, BblipabaTbiBaeT
Ha cBoeM pabouyeM MecTe wmnuM nony4vaet y aAMUHUCTpaTopa 6e3onacHoCcTM (B 3aBUCMMOCTM OT
NPUHATON NONUTUKM 6E30MacHOCTU) NNYHbIE 3aKPbITbIM KoY (K4 M) 1 OTKPbITbIA KoY (KoY
nposepkn 3OI1). Ha ocHOBe Kaxaoro OTKpbITOro kiwda (Kawoda npoBepku 3M) YaocTtoBepsalowmMm
LleHTpoM dopmumpyeTcs cepTudmkaT OTKPLITOro ktoda (ceptudukaT karda nposepku 1),

3.1 lLindbpoBaHMe AaHHbIX

Mpu 3awundpoBaHnm coobweHnss nonb3oBatenem A gns nonb3oBartens b, nonb3oBatens A
(hOpMUPYET CUMMETPUUHBIA KJItOY CBSA3U (CEaHCOBbLIN K4 WMHGOpPMaLUMOHHOro obMeHa) Ha OCHOBe
CBOEro 3aKpbITOro Kjk4da obMeHa M OTKpbITOro Kaya obmeHa nonb3oBatens b. CooTBETCTBEHHO,
Ans pacwmdpoBaHns 3TOro coobuieHns nonb3oBaTenem b popMmMpyeTcs TOT Ke CUMMMETPUYHbBINA KoY
Ha OCHOBE CBOEro 3aKpbITOro kiato4a obMeHa 1 OTKpbITOro Katoda obmeHa nosb3osaTens A.

Takum 06p630M, anst obMeHa gaHHbIMK Ka>XA oMy MNoJ1b30BAaTEHO HeobXxoanMOo UMETL:

— JIMYHbIV 3aKpbITbIA K104 06MeEHa;
— OTKpbITble KJIl0UM 0BMeHa ApyrmMx Nosib30BaTeNen.

CeaHcoBbIt KNtO4 MHBOPMaULMOHHOrO obMeHa BblpabaTbiBaeTcs Ha OCHOBe cxeMbl Auddu-
XennmaHa. Cxema [Ouddu-XennmaHa obecneumBaeT HOpPMUMPOBAHME CEAHCOBLIX KJIOUEN, HO He
obecneunBaeT ayTeHTUdUKAUNIO CBA3bIBAOWMXCA CTOPOH. [103TOMYy JaHHasa cxema AoJKHa
MCrMoJsIb30BaTbCs COBMECTHO C NPOTOKONIaMU ayTeHTudukaumm, Hanpumep «Kpunrtolpo IKE» u T.n.

3.2 CozpaHue n nposepka 3l

Ona co3pgaHna 3NeKTPOHHOMW NOAMMCKM WMCMOSb3YETCS KJKY 3/IEKTPOHHOW moanucun, Ans
NpOBEPKN — COOTBETCTBYIOLWMA K04 NPOBEPKM 3/1EKTPOHHON noanucu. MNposepsatowmnii goaxeH 6biTb
NOTHOCTbLIO YBEPEH B NPUHAANEXHOCTU Kftoda npoBepku DI KOHKPETHOMY nonb3oBaTento. s 3Toi
uenu ncnonablyercsa ceptudumkaT Karda nposepkn DI, noanncaHHbIn YaocToBepsitowmm LleHTpomM.

KakaoMy nonb3oBaTesnto, obnagatroliemMy npaBoMm noanncu, Heo6xoamMo UMETh:

— KJ1H0Y 3/IEKTPOHHOW NOAMUCH;
— KJIH0OYM MPOBEPKM 3EKTPOHHOM noanucu (cepTudunkaTbl KAKYENn NpOBEPKU 3/1IEKTPOHHOMN
NnoANMCK) ApYyrnx Nosib3oBaTesien.
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3.3 KnoueBble HOCUTENMn

Knioun nonb3oBaTenem MOryT XpaHUTbCS Ha pPas3/IMYHbIX YCTPOWCTBAX, Ha3blBAaeMbIX
«KJIloUeBble HocUTenn» («Kto4yeBble XpaHunuwa»). Krawum Ha KAYEBbIX HOCUTENSX XPaHAaTCa B
BUAE CneumnanbHON CTPYKTYpPbl, Ha3biBAEMOW «KJTIOYEBOI KOHTENHEpP>.

Buabl KAHOYEBbIX HOCUTENEN N UX MCMOSIb30BaHNE B 3aBUCUMMOCTM OT NpOrpaMmMHo-annapaTHom
nnatdopmbl oTpaxkeHo B XXTAM.00101-01 30 01. Kpuntolpo CSP. ®opmynsp, n. 3.9.

C TOYKM 3peHusa NPUHLKUMNOB MUCMNOSIb30BaHUSA KAO4Yen KN4yeBble HOCUTENU noapasgendarTcs
Ha cneayruwme Tunbl.

— O@OyHKUMOHanNbHbIN kaoyeBon HocuTenb (PKH). Takol KA4YeBOMW HOCUTENb COAEPXWUT B
cebe (yHKUMOHaNbHbIE BO3MOXHOCTU reHepauuu knwo4ven, obecneyeHns HEBO3MOXHOCTM IKCNoOpTa
XPaHMMbIX KJlO4el 3a npepesbl HOCUTENS M coaepxuT B cebe peanusauunto Kpuntorpaduyeckmx
anropuTMOB, BbIMOJIHSAEMbIX C MCMONb30BaHMEM XpPaHUMMbIX Ha HocuTesne Kawdven (T.H. aKTUBHbIN
BbluMcnmuTens). KOHKpeTHbI Habop GyHKUMA M uX peanm3auuns 3aBucat oT OKH koHkpeTHoro
pa3pabotumka u ot moayns noaaepxku ®KH B CK3W. BaxHol ocobeHHocCTbio npu pabote ¢ OKH,
nopgaepxuneaeMbiMn CK3UN «Kpuntollpo CSP», aBnsaeTcs 3awmTta KaHana ceasu mexay ®KH mn CK3U
no npotokony SESPAKE. [na HeKOTOpbIX HOCUTENEeN Takas noadepxka oTcyTcreyer (cM.
COOTBETCTBYIOWME NpuMevaHus K Tabnuue 3.1 gokymeHTa XTSM.00101-01 30 01. Kpuntollpo CSP.
dopmynsap).

— MaccuBHLIN KIOYEBON HOCUTENb (MAaCCMBHOE XpaHWIULWLE KJtlOUeBOM MH@OpMauum). Takom
K/1l04YEeBOM HOCUTENb NMpeAHa3HayeH TOMIbKO AJ19 XPaAHEHUS KIK4YeBblX KOHTEMHEpPOB MoJib3oBaTenen.
Mpn HeobXxoAMMOCTU MCMNOMBb30BaHMA TAaKOro KAKOYEBOro HocmTens TpebyeMbl Kto4eBOM KOHTENHEpP
obpabaTbiBaeTcs cpeacrsamm CK3W.

— QO6nauHbli TOKeH (Moaynb B3ammogencteusa c Kpuntollpo DSS). Peanum3syer Te xe
(dYHKUMOHANbHbIE BO3MOXHOCTM, 4TO W ®OKH. [lo3BonseT BbINOAHSATbL OMNepauMum C  K/a4yaMmu,
xpaHawmmmncsa B cepBuce «Kpuntollpo DSS». lpun 3ToM 3awuTta KaHana cBa3m Mexay CK3U u
cepsucoM «Kpuntollpo DSS» obecneunBaeTca no npotokony TLS.

MoapobHee 06 Mcnonb3oBaHMM 06/1a4HONO TOKEHa cM. n. 2.4 aokyMeHTa XTSM.00101-01 92
06. Kpuntolpo CSP. UHCTpyKUMA NO MCNOMAb30BaHUKO rpaduueckoro npuaoxeHus. NHCTpyMeHTbl
KpunTollpo.

Mpn Mcnonb3oBaHMM MNACCUBHbBIX KN4YeBbiXx HocuTenen m OKH 6e3 nogaepxkun SESPAKE
Heobxoammo obecneynTb BbINOSIHEHNE CeaYOWNX YCI0BUNA:

— noAaknw4yeHumne CbEMHbIX HocuTenen AO0JIDKHO OCYLWLEeCTBNATbLCA HenocpeaCcTBeHHO K
cumTbiBaTento (cuutasaTento cMmapTt-kapTt, USB-noptam u T.Mm.), ¢ obecneyeHmeM OTCYTCTBUS KaHana
cBSA3M Mexay HocuTenem n CK3U, B KOTOPOM MOXET AENCTBOBaTb HapyLwuTenb;

— MPU  KOHCTPYKTMBHOM WCMOJIHEHWM CUYMTbIBATENs KJ/KOYEBOrO0 HocuTens C Kabenem
HeobxoamMMO obecneunTb HaxOXAEeHMe cuuTbiBaTenss u kKabens Ha TOWM Xe KOHTPOJIMPYEMOW
Tepputopuu, 4yto u NIBM.

Mpn HEBO3MOXHOCTM BbIMOJIHEHMS YKa3aHHbIX YCIOBMA HeobxoaAMMO C y4yeToM Moaenu
BO3MOXHbIX Yrpo3 W Hapywutens paspabotaTtb OpraHmM3auMOHHO-TEXHUYECKME MeponpusaTus no
3awmTe B3aumogencTemns Hocutensa ¢ CK3U ¢ nocneayowen oUeHKOW Takux MeponpusaTUA B paMKax
NpoBeAEHUA COOTBETCTBYHLLNX NCCIIEA0BAHUN.

Mpu wncnonb3oBaHum O6bIX TUMNOB  K/KOYEBbIX HOcuTenenm noMuMo TpeboBaHui
aKCnayaTauMoHHOMW AokyMeHTaumm Ha CK3WN «Kpuntollpo CSP» HeobxoAMMO pyKOBOACTBOBATbCS
3KCNAyaTauMOHHOW AOKYMEHTaUMen Ha caMn HOCUTENN.

JocTyn K Ka4YeBOMYy HocuTento nwboro Tvna gosmkeH 6biTb 3awuweH naponeMm u/wnam PIN-
Ko4oM (3a MCKJIIOYEHMEM Cly4vaeB, OTAENIbHO OFOBOPEHHbLIX B AOKyMeHTauum Ha CK3U «Kpuntollpo
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CSP» 1 ncnonbsyemble HocuTenu). Hocutenn MoryT noaaepxumeaTtb koa goctyna PUK, ncnonbsyemblii
ans pasbnokmpoBkn HocuTensa. [llepes HavanoMm paboTbl C KAKOYEBbIM HOcuTeneMm Heobxogmmo
CMEHUTb YCTaHOBJIEHHbIE MO yMonyaHuto 3HadeHus PIN m PUK (npu nopaepxke PIN u PUK Ha
HocuTene).

3.4 KnroueBble KOHTEMHEpbI

3akpbiTble kntoum CK3U Kpuntolpo CSP Bepcumn 5.0 KC1 xpaHATCSA B KIHOYEBOM KOHTelHepe,
KOTOpPbIA MOXET coaepxaTtb B cebe:

— TONbKO Koy Il1;
— TONbKO KoY 06bMeHa;
— koY II 1 koY obMeHa 0g4HOBPEMEHHO.

EAVMHCTBEHHbIN K/HOY K/IKOYEBOro KoHTemHepa (ka4 3 unm knwd obmeHa) Ha3biBaeTcs
nepBMYHbIM K/KOYOM. ECnnm B KOHTEMHepe ABa k/k4a, TO nepsBbin ka4 (knwod OI1) HasbiBaeTcs
NepBUYHbBIM, BTOPOM KtoY (KNtod obMeHa) — BTOPUYHbIM.

Kpome kntouen, KI4YeBOM KOHTEMHEP COAEPXUT ciyxebHyw uHdopMauuto, HeobxoauMmyro
Anst obecrneyeHns KpUNTorpadmnyeckon 3almnTbl KIKOYENn, X LEeSTOCTHOCTU U T.M.

Kaxxabl K1to4YeBon KOHTeNHep (He3aBMCUMMO OT TUMa HOCUTENS), SIBASETCS CaMOAOCTaTOYHbIM
N COOEPXWUT BCHO Heobxoammyro MHboOpMaumio ans paboTbl Kak C CaMMM KOHTEMHEpPOM, Tak U C
3aKpbITbIMX (M COOTBETCTBYOLWNMN UM OTKPbLITbIMU) K/IKOYAMM.

KntouyeBol KOHTEMHEP COAEPXUT Crieayowyo MHdopMaumio:

— TMEepBUYHbIA KJIOY;

— MacKu NepBUYHOIO KJH0Ya;

— KOHTPOJIbHY MHGOPMaLMIO NEPBUYHOIO KtOYa;
— BTOPWYHbLIN K04 (ONUMOHANBbHBIN).

Kaxxablli 3aKpbITbIA KOY XpaHUTCS B popMaTe, AOMOSHUTENBHO COAEpPXKalleM BCE KOHCTaHThI,
HeobxoanMble Anst GOPMMPOBAHUST M SKCMOPTa OTKPbLITOro Kitoya.

dopMaT K/0UYEeBOro KoHTelHepa ob6ecrneymBaeT UYTEHME KJIOYEl U COOTBETCTBYIOLMX MacokK
OTAENbHbIMM OMNepauMsaMu B pa3gefbHble (pasHeceHHble Mo agpecam) o6nacTu NamsaTh, 4SS Yero oH
COAEPXMUT LLECTb 30H (peanunsaums 30H 3aBUCUT OT TUMA K/OYEBOIro HOCUTENS).

KnoueBol KOHTEMHEP COAEPXUT TakxXe AOMOSHUTENbHYI MHbOpMauMio, HeobxoanMy A4
obecneyeHns ero BOCCTAHOB/IEHUS NPU BO3HUKHOBEHWW pasfiMyHbIX NMporpaMMHo-annapaTtHbix cb6oes
(mononHuTenbHaa MHQoOpMauMsa BKIOYAETCS B Tex CllyyasiX, Korda pa3sMep K/4eBOro KOoHTelHepa
He orpaHu4yeH pasMepamMmm nNamaTn GU3MYECKOro HocuTens).

3.5 Ceptudukartbl Knova

CepTudUKaT OTKpLITOro Kaoya obMeHa M cepTUdUKAT Kaoua npoBepku Sl npeacraBnser
co60i CTPYKTYpPUpPOBaHHYIO ABONYHYIO 3anuck B ¢popMate ASN.1, coaepkallyto:

- WNMS cybbekTa UM o6bekTa CUCTEMbI, OAHO3HAUYHO UAEHTUDULNPYIOLLEE €r0 B CUCTEME;

— OTKPbITbIN KOY UK KoY NpoBepkun 3l cybbekTa unm o6bekTa CUCTEMbI;

— [OMNONHUTENbHblE aTpUbyTbl, onpeaenseMmble Tpe60BaHUAMU UCMOSIb30BaHUS cepTUdUKaTa B
cUcTeMe;

— 2N U3paTensa (YAOCTOBEPSIOWLErO LIEHTPA), 3aBEPAIOLLYI COBOKYMNHOCTb 3TUX AAHHbIX.

dopmaT cepTudukaTta onpeaeneH B pekomeHpaumsax ITU-T X.509, IETF RFC 5280 wu
pekoMeHpaumnax TK26 «P 1323565.1.023-2018. Ucnonb3oBaHue anroputmos OCT P 34.10-2012,
FOCT P 34.11-2012 B ceptudmkaTte, CNMCKe aHHynmMpoBaHHbIX cepTudukatoB (CRL) v 3anpoce Ha
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ceptndmkaTt PKCS #10 nHdpacTpyKTypbl OTKpPbITbIX KAtoven X.509». B HacTosiLee BpeMs OCHOBHbIM
NpuHATBIM  opMaToM aBnseTca dopMaTt BepcMn 3, MO3BOJSKOWMA  onpeaennTb LOMNOSIHEHUS
(extensions), c NOMOLLbIO KOTOPbIX peannlyeTcsa onpenesieHHas noantmka 6e3onacHoCTn B cucTeme.

3.6 PazMmepbl U CPOKU AENCTBUSA KNTIOUYEN

ONVHbI KoYen 3N1eKTPOHHOM NoANMUCH:

KJ1H0Y 3/1IEKTPOHHOM NOAMUCK 256 nnn 512 6ut
KJ1H04Y MPOBEPKN 31IEKTPOHHOM NOAMNNCHK 512 vnn 1024 6ut

ANVHbI KTHOYE, UCMONb3YEMbIX NPU WNDPOBAHUN:

3aKpbITbIA K/OY 256 6uT nnn 512 éut
OTKPbITbIN KAKOY 512 6ut nnm 1024 6uTta
CUMMETPUYHbIN KJTHOY 256 6ut

Mpn skcnnyaTaumm CK3U «Kpuntollpo CSP» Bepcma 5.0 KC1 pomxkHbl cobntogatbcs
cnenymoume CpokKM UCNosib30BaHMS NOMb30BaTENbCKMX 3aKPbITbIX KAOYEN N CepTUPUNKATOB:

— MaKCUMasnbHbIA CPOK aencTteusa knoda O — 1 rog 3 mecsaua;

— MaKCMManbHbIA CPpOK AENCTBUS KJtoya npoBepku Il — 15 feT mocne OKOH4YaHus Cpoka
OENCTBMSA COOTBETCTBYHOLEro 3aKpbITOro K/oua;

— MaKCUMasbHbI CPOK AENCTBUSA 3aKPbITbIX M OTKPbITbIX KAtoyen obmeHa — 1 roa 3 mecsaua;

— MaKCUMasnbHbIKW  CpPOK  AenCTBUSA knwodern  3OM/3akpbiThix  KNoven  obMeHa B
HE3KCMOpPTUPYEMOM BUAE MPU UX ucnonbzosaHum B PKH n ObnayHoMm npoBangepe — 3 roaa.

Mpn dopMmMpoBaHMKM 3aKpbITOrO K/o4Ya B KOHTEMHEp 3anucbiBaeTcs AaTa WUCTeYeHUs Cpoka
OENCTBUSA 3TOr0 KJ4ya, MO0 WUCTEYEHMM KOTOpOro B 3aBUCMMOCTM OT 3HadeHus napameTpa
ControlKeyTimeValidity BO3MOXHbI pa3sinyHbie BapuaHTbl MCNO/Ib30BAHUS 3TOMO K/ko4a.

3HadeHne «0» napaMeTpa He Hak/aAblBaeT OrpaHUYEHUI Ha UCMNOJIb30BaHMNE KJTloYa.

3HadeHne «1» napameTpa 3anpewaeTr gopmupoBaHme 3 n wWndpoBaHME B KOHTEKCTE 3TOro
Knwoya (BO3MOXHO pacwmndpoBaHMe paHee 3awndpoBaHHbIX coobweHun) (3HauyeHme 1o
yMOS4aHuio);

3HayeHne «2» napameTpa 3anpelwaeT nobble 4eCTBUS C 3aKPbITbIM KHOYOM.

Cpok pgencreus knoda 6epetcs n3 (B nopsake yMeHbLEHUS NpuopuTeTa):

— PacwmnpeHns KOHTenHepa Kto4a;

— PacwwnpeHuns ceptudmkaTa Kaw4a;

— [HaTbl co3gaHmsa knoda + 1 rog 3 Mmecsiua 418 nacCMBHbIX KIHOYEBLIX HOCUTenem n + 3 roaa
ANg HeakcnopTupyembix kntoven B8 ®KH 1 B ObnayHoM npoBanaepe.

3.6.1 NameHeHne napameTtpa ControlKeyTimeValidity

Ona OC cemelictBa Windows HeE06X0AMMO U3MEHUTb 3HAYEHWE K/toUa peecTpa:

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Crypto Pro\Cryptography\CurrentVersion
\Parameters\ControlKeyTimeValidity (ansa 64-6uTHbIX onepaumMoHHbIX CUCTEM),

HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Cryptography\CurrentVersion\Parameters\Co
ntrolKeyTimeValidity (ana 32-6UTHbIX onepaunoHHbIX CUCTEM).
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HacTtpoiika CK3WM ans ocTtanbHbix OC oOCyWecTBAAeTCs C MNOMOWbK YTUAUTbI cpconfig ¢
NMOMOLLbIO KOMaHAbl:

.Jcpconfig -ini \config\parameters -add long ControlKeyTimeValidity <aHaueHune>

MpumMmeuaHue. lMpu paboTe B pexunMme YCUIEHHOrO KOHTPOSA MCMNOSb30BaHUS KIllo4en
@ (pexum obsizaTeneH K MCMONb30BaHMIO, OTK/OYEHME MOXET MPOM3BOAUTLCS TOJIbKO B

uensax TecTtupoBaHusa) 3HadyeHuMe napametpa ControlKeyTimeValidity npuHumaeTtcs
paBHbIM «2>,

3.7 XpaHeHue KJ1Io4YEeBbIX HOCUTENEN

MNpn XpaHeHMM K4Yein HeobxoauMMo obecneuynTb HEeBO3MOXHOCTb AOCTyNna K K/HYEBbIM
HOCUTENAM He AOMYLWEHHbIX K HUMM nuy. Monb3oBaTesb HECET MepCoHaslbHYl0 OTBETCTBEHHOCTb 3a
XPaHEHME NINUYHbIX K/TOYEBbIX HOCUTENEN.

3anpewaetcs ocTaBnaTb 6€3 KOHTPOSS BbIMUCAUTENbHbIE CpeACTBa C yCTaHOBNEHHbIM CK3U
nocne BBoAa K/o4eBOn MHGOpMaUnu.

B cnyyae UEHTpPa/iM30BaHHOINO0 XPaHEHUS  KJIIOYEBbIX HOCUTENE B  OpraHuMsauuu,
akcnnyatmpyowenn CK3WN, agMmuHucTtpaTtop 6e3onacHocTu (€cim OH MMEeEeTCsl) HeCeT MepCoHasbHYH
OTBETCTBEHHOCTb 3@ XpPaHEeHME JINYHbIX K/IK4YEBbIX HOCUTENEN NONb30BaTeNEN.

XpaHeHune KAw4eh Ha HecbeMHbIX HocuTensax (B peectpe OC Windows, B pasaene HDD/SSD
M2BM, Ha ycrtpomnctee Apple i0OS/Android/SailfishOS mn T1.n.) gonyckaercs TOAbKO MpPU YC/IOBUM
pacrnpocTpaHeHns Ha HocuTenb TpeboBaHMIi No 06paleHnIo C KOYEBbIMM HOCUTENs MK (B TOM 4ucnie
N nocne yaaneHus Ka4en).

B cnydae HEeBO3MOXHOCTU OTUYYXAEHUSA KOYEBOro HOCUTENS C KAKYEBOW WMHOpMauuen ot
M2BM  opraHM3auMOHHO-TEXHUYECKUMU  MEpPOoNpUATUSAMM  AO/KEH ObiTb  WUCKAKYEH  AOCTYN
HapywuTenen K N3BM c kno4amu.

Mpn XpaHeHUn Kno4yen HeobxoamMMo MCNonb30BaTb napojibHYO 3aWnTy, €Csin HE OroBOpeEHO
MHOE.

CK3U moxeT dyHKLUMOHUPOBATb M XPaHUTb KHOUEBYHO MHMDOPMaUMIO B ABYX peXumax:

— B NAMSATU NPUIOXEHUS;
— B «Cnyxb6e XxpaHeHUs KNuen», pearn3oBaHHON B BUAEe CUCTEMHOIO CepBuca.

Knounm HaxoasaTca B KIWe A0 3aBepLUeHMS MPUIOXKEHUS WKW A0 BbIKOUYEHUS KoMMbloTepa
(ocTtaHOBKM Cnyx6bl), 4YTO MO3BOSISET WCMOMb30BaTb 3aKpbITbIA K/OY [daxe Trocae 3aKpbiTus
KpunTorpaduyeckoro KoHTekcTa (TONbKO A1 MACCUBHbIX XpaHWMWLL, KA4veBoM MH@opMmauun 6e3
NCNONb30BaHMNSA KpUNTOrpanyeckmx MeEXaHM3MOoB, peasin30BaHHbIX Ha CMapT-KapTe/TOKEHeE).

OyHKUMOHMPOBaHNE n XxpaHeHue kmodenn CK3U «Kpuntollpo CSP» Bepcun 5.0 KC1 B
«Cnyxbe xpaHeHus knwo4yen» obecneymBaeT AOMOSIHUTENbHYIO 3aWMTy KAK4YEBON MHdoOpMauum ot
OPYTUX NPUIOXEHUH, BbINOAHSAOWMXCS Ha [19BM, HO MOXeT He3HauuTeNbHO 3aMedinTb
Npon3BOANTENBbHOCTb CUCTEMBI.

B cnyyae Heo6X0AMMOCTWN NPOBEAEHUS PEMOHTHbLIX WU perfaMeHTHbIX paboT annapaTHON YacTu
C® HeobxoauMMo obecrneynTb HEBO3MOXHOCTb AOCTyna HapywuTens K Kw4yeBoh wuHdopMauuu,
coaepxauwernca B CO. KoHKpeTHbIM nepedyeHb Mep Ao/KeH 6biTb onpeaeneH MUCXoAs M3 YyCOBWUI
akcnnyaTtauum CK3N.
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3.8 BzanMmopgeuncreme C noJsb3oBaTtesieM npu pabore C KAHOYEBbIMU
HOCUTENIAMU

Mpu pabote c knwuyeBbiMM HocuTtenasmm CK3WM  MoxeT umcnofab3oBaTb Kakom-mnbo
nonb3oBaTenbckuin MHTepdenc (UI). DTo MOXeT MnpoucxoamTb, Hanpumep, NpuM HeobXoaMmMOoCTU
BblbpaTb HocuTenb unu BBecTu PIN. YTob6bl OTKMAOUYUTL MONb30BATENLCKUIM MHTepdenc (Hanpumep,
AN aBTOMaTu3auuu), B HEKOTOPbIX MPUIOXKEHUAX cyllecTByeT onumsa -silent. Takxe BO3MOXHO
3anpetntb CK3U otobpaxkaTb Nosib30BaTeNbCKUN MHTepdenc rnobanbHO Ans BCeEX MPUIIOXKEHUI Ha
AaHHoMm MK. [Ons storo B Hactporkax CK3W HyxHO 3agatb napameTp force_silent paBHbIM eanHuue
(cM. Huxe), force_silent paBHbIN HYtO BEPHET NOBeAEHME NO YMOSYaHUIO. Ecnum xe Bbi30Bbl (DYHKLNI
TpebytoT oTobpaxeHMss  MNoONb30BaTENbCKOro  MHTepdeinca, 6yaer  Bo3BpaweHa  owunbka
NTE_SILENT_CONTEXT.

M3mMeHeHUe napameTpa force silent

Ana onepaumoHHbIX cucteM rpynnbl Windows Heo6X0AMMO W3MEHMTb 3HaueHWe Koua
peecTpa

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Crypto Pro\Cryptography\CurrentVersion
\Parameters\force_silent (ansa 64-6UTHbIX ONepPaLMOHHbIX CUCTEM),

HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Cryptography\CurrentVersion\Parameters\for
ce_silent (gna 32-6UTHbIX onepaumMoOHHbIX CUCTEM).

Hactpoinka CK3U ang octanbHbix OC oCyLWecTBASEeTCa C NOMOLWbIO yTUAUTLI cpconfig:

.Jcpconfig -ini "\config\parameters' -add long force_silent 1

3.8.1 CueTtumnkmu onepaumm npm ncnonbsosaHmnm ®KH

B HocuTenax ®KH Mcnonb3yloTcs TpU AEKPEMEHTUPYEMbIX CYETUMKA ayTEHTUDUKALNN:

— C1 — obwuin cHeTYmMK NMonbITOK ayTeHTUdMKaLUN;
— C2 — obwmnii cHeTUMK HeyCMneLwHbIX MOoMNbITOK ayTeHTUdMKaUnm;
— C3 — cyeTumnK nocnenoBaTesbHbIX HEYCMELWHbIX MOMbITOK ayTeHTUdUKaLMN.

HayanbHoe 3HauyeHMe CUYETYMKOB onpeaensieTcss npomsBoauTeneM Hocutens. Mpu ycnewHowm
ayTeHTUdMKaumm cyetumk C3 BOCCTaHaBIMBAEeTCS B 3HadeHWe Mo ymonyaHuo. Ecnu nwoboint us
CYETUMKOB [OCTUIHET HY/IEBOr0 3HaA4YeHUs, WCMOJIHEHWE 3alUMLIEHHbIX OMnepauui Ha HocuTene
6nokunpyetcs.

[ns BOCCTaHOBNEHUS CYETYMKOB B HadasbHOE 3Ha4YeHue TpGﬁyETCﬂ CMEHWNTb Napo/ib.

CK3MN «Kpuntollpo CSP» cneautT 3a p[aHHbIMM CUYETYMKaMU U 3apaHee npeaynpexaaert
nonb3oBaTenss O NoTeHUuManbHOW 6M0KMpPOBKE KapTbl MpPU AasbHEWLWINX HeyCnewHbIX MNonbiTKax
ayTeHTUdMKaUMM U NpegnaraeT 3apaHee CMEHUTb Naposib.

3.9 YnpaBneHue Kjirouyamm

KntoueBass cuctema CK3U Kpuntollpo CSP Bepcum 5.0 KC1 6a3unpyetcsa Ha apxutektype PKI
pekomeHgaumin X.509. ®@opMmumpoBaHuMe U ynpaBfeHue cepTudukaTtaMnm OTKPbITbIX  KJ/IHOYENR
nponssogntcs YL. B kauvectBe YL MoXeT BbICTynatb YAoctoBepstowmnin ueHtp «Kpuntollpo YL» nnan
apyrme  ceptuduumpoBaHHble ®CB Poccum YL, obecneumBatowime BbiNONHEHWE  DYHKLMUIMA
AoBepeHHoOro obpaweHna ¢ ceptudukaTaMn. Takxe [AOMycKaeTcsa wmcnonb3oBaHue LleHTpa
Ceptndukaumm kopnopauum Microsoft (Microsoft Certification Authority) B TectoBbix Luensx.
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CK3M Kpuntollpo CSP Bepcum 5.0 KC1 MOXeT MCNONb30BaTbCA B KayecTBe Kpuntosapa B
COCTaBe pas/IyHbIX MPUKNAAHbIX CUCTEM, OpraHM3auMOHHble CXEeMbl YMpaBJ/ieHUs KIUYEBOMN
CUCTEMOW KOTOPbIX MOFYT OT/IMYATbCS OT pacCMaTpMBaeEMOMN.

B3anmogencreme ¢ KoMnoHeHTamMu YL npu ynpaBieHnn KN4YaMu AOSIKHO OCYLLECTBATLCA B
cooTBeTCcTBUKU € PernameHToM YLI.

3.9.1 ®opMmupoBaHue Kno4Yen

dopMuMpoBaHMe KJoUelr Nosib3oBaTens NpoM3BOANTCS C ncnosib3oBaHnemM dyHkumn CPGenKey
(cM. XKTSAM.00101-01 96 01 Kpuntollpo CSP. PykoBoACTBO NporpaMMucra) n cneuudunkaymen tmna
dopmupyemoro kntouda: AT_KEYEXCHANGE, AT_SIGNATURE, AT_SYMMETRIC.

dopMupoBaHume Knouen BO3MOXHO, €CNNA:

— KOHTeKkcT kpunTtonpoBangepa «Kpuntollpo CSP» oTkpbIT dyHkumen CPAcquireContext c
dnarom CRYPT_NEWKEYSET 7 HecyLlecTByOLWnM UMeHeM KIK4YeBoro KOHTelHepa,
cneunduumpoBaHHbIM NapameTpoM pszContainer;

— KOHTeKkcCT kpunTtonpoBangepa «Kpuntollpo CSP» oTkpbIT dyHkumen CPAcquireContext c
yKasaHMeM paHee CO34aHHOro KJK4YeBOro KOHTeMHepa, cneunduumMpoBaHHOrO MnapaMeTpoM
pszContainer.

MpumeuaHme.

1) 3akpbitbie kaumM 3N 1M obMmeHa ddopMupytoTcs ¢ wucnonb3oBaHmem [MNACH c
MHUUManusauven ero ot bBbmo[CH, oT BHewHen rammbl mnm ot dusmdeckoro ACH

@ BcTpamBaemoro MNMAK 3awuntbl oT HC/A.

2) Tpu mncnonb3oBaHUK CUYMTbIBATENIEN CMapT-KapT Heo6xoaAuMMO MpoBedeHME MPOBEPKU
HaCTPOMKM MCMosib3yeMbiX MK nopTos M2BM B BIOS n OC.

3) Mpwn mncnonb3oBaHum HIMI B KayecTBe KJIOUEBOro HocuTesns BO m3bexaHume notepu
K1tl04eBo nHpopMaLnm peKoOMeHAYETCS XPaHUTb ee KOMuto.

B cBs3M € nepexoaoM Ha mucnonb3oBaHue anroputmMa NOCT P 34.10-2012 » COOTBETCTBYIOLWLEM
3anpete ucnonbszoBaHusa anroputma NOCT P 34.10-2001, npu nonbITKE reHepauun Knw4va anroputma
FOCT P 34.10-2001 6ypeT BblgaHO cneaytouee npeaynpexgeHume:

£ KpunrolMpo CSP >
&Y Kp p

0:09:47

rl-ﬂ C 1 aHBapA 2020 roga sanpeweHo GopMUpOBaHME SNEKTPOHHON NoaMMoA
?. C MOMOLLERD KNkoYel MOCT P 34, 10-2001. PekomeHayeM 3abnaroBpeMeHHD

NEPEHTH HE MCNONE30BaHWE KNkouel MOCT P 34, 10-2012, Mpoooim+MTe
cozaaHue knoda 30N FOCT P 34, 10-20017

[]Bonbuwe He noxassisaTs

Mpn nonbITKe co3daHusa nNoanMCU C MUCMonb3oBaHMeM kitoda anroputma NOCT P 34.10-2001
6yaeT BblAAHO crieaylollee npeaynpexaeHue:
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' Kpuntolpo CSP >
£ Kp p

0:08:23

rl_o C 1 aneapa 2020 roga sanpeweHo GopMUPOBEHWME SNEKTPOHHON NoAMMoA
?. C MOMOLLERD KNkoYel MOCT P 34, 10-2001, Bam HeobxoauMo NepeiTi Ha
: WCNoNb0BaHMe Koyel MOCT P 34, 10-2012,
MpoAoMEMTE MCNoNE30BaHWE KNkoya 30 MOCT P 34, 10-20017

[]Bonbwe He nokassBaTe

Windows, OKHO npeaynpexaeHna MOXET BblIrnaaeTtb MHa4de, HO TEKCTOBAA COCTaBdioLlias

@ NMpuMmevyaHume. MNpu NCMONbL30BaHMUK OMEPALMOHHbBIX CUCTEM, OTAMYHbIX OT OC cemelicTBa
aHanormyHa npuMBeaeHHOM PUCYHKaXx Bbille.

Mpu ycTaHoBKe (nara «bosblle He MOKasbiBaTb» MPeaynpeXxaeHUs O reHepauunu Kiw4da u
co3faHuu noanucu 6yayTt otnoxeHbl Ao 01 aHBapsa 2020 roaa. Mpu NoBTOpHOM Bbibope «Bonblie He
nokasbiBaTb» NpeaynpexaeHus 6onee nosBnaTbca He 6yayT.

Co3paHme noanNMCcUM C UcCnoJib3oBaHMeM knro4va anroputma NoCT P 34.10-2001 c 01
ssHBapsa 2020 roaa 3anpewieHo.

3.9.2 KomnpoMmeTtauusa KJo4Yen nosib3oBartens

K CO6bITVIHM, CBA3adHHbIM C KOMHpOMeTaLlMeVI Kto4yen OTHOCATCA, B 4aCTHOCTKU, cneayrouime:

noTeps KAK4YEeBbIX HOCUTENEN;
noTeps KAKYEBbIX HOCUTENEN C UX Mocreayrwmm obHapyxeHneM;
YBOJIbHEHWE COTPYAHUKOB, MMEBLUMX AOCTYN K KJIOYEBOW MHGOpMaummu;
HapylweHMe npaBu/l XPaHEHMS W YHUUTOXeHUs (Nocse OKOHYaHUS CpoKa JAencTBus)
3aKpbITOro K/toya;

— BO3HMKHOBEHME TMOAO03PEHUIA Ha YTeuyky WHdOpMauMM UM ee WCKaXeHue B cucteme
KOHMUAEHLMANbHON CBA3N;

— HapyleHue ne4yatu Ha ceilde C KIHYEBLIMU HOCUTENSIMU;

— Cnyyau, Korga Henb3si AOCTOBEPHO YCTAHOBUTb, YTO MPOU3OLLJIO C K/OYEBLIMU HOCUTENSAMMU
(B TOM 4mncne cayyau, Koraa Kao4eBOM HOCUTESb BbIlWEN M3 CTPOS M AoKa3aTelbHO He OMpPOBEprHyTa
BO3MOXHOCTb TOr0, 4YTO, AaHHbIA (paKkT npousowesn B pesysibTaTe€ HEeCaHKLUWOHMPOBAHHbLIX AENCTBUNA
3/T0YMbILLJIEHHNKA).

PasnuualoTca ABa BMAa KOMMpOMeTauuu 3aKpbITOro Kiwua: sBHas W HesBHasdA. [lepsble
yeTblpe COBbITUS TPaKTYHTCA KakK sIBHas KoMnpomeTauus knatoden. Cneagytowme Tpu TpebyoT
crneumnanbHOro pacCMOTPEHUS B KaXXAOM KOHKPETHOM Criyyae.

Mpn KoMNpoMeTaunm CBOEro KJkuya nosb3oBaTesb AO/DKEH HEMEAJIEHHO MPeKpaTUTb CBA3b MO
ceTm C Apyrumu nonb3oBaTtensaMu. lNpu 3ToM nonb3osatensb (MM agMuHUCTpatop 6e3omnacHocTu
opraHusauunmn) AoKeH HeMmeasieHHo nssectutb LUP (YLU) o koMnpoMeTaunm kioya nonb3oBaTtens.

Mocne KoMnpoMeTauun K4Yen nosib3oBaTesb (GOPMUPYET HOBbLIN 3aKPbITbIA KAOY U 3anpoc
Ha cepTudumKaT. Tak Kak Nosb3oBaTenb He MOXET MCMOSIb30BaTb CKOMMPOMETUPOBAHHbLIN K4 ANns
dopMmupoBaHua Sl n nepepauyn 3anpoca B 3allMLWEHHOM BMAE MO CETU, 3anpoc Ha cepTudukar
BMecTe ¢ 6naHKaMn AOCTaBNAETCA NMYHO Nosib3oBaTeneM (aagMUHUCTpaTopoM 6esonacHocTn) B LeHTp
Perncrpauumn.
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3.9.3 YHUUYTOXXEeHM e KJIIDUYEen Ha KJIIoYeBbIX HOCUTENAX

KnioueBble HOCUTENM C KO4YOM Dl1/3aKpbiTbiM KJIHOYOM, CPOK AEWCTBMS KOTOPOro WCTEK,
YHUUTOXATCA nyTeM nepedopMmatupoBaHms (OYMCTKM) KIOUYeBbIX HocuTenen cpeacrtsamu CK3WU,
nocsie 4yero K/K4YeBble HOCUTENM MOryT WMCMNONb30BaTbCA AN 3aluUCM Ha HUX HOBOW KIHOYEBOW
MHdopMaunn.
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4 TpeboBaHMA NO BCTpaMBaHUIO U ucnonb3oBaHuio MO CK3U

BcTtpamBaHne CK3W B 3awwmulaeMble MHGOPMaUMOHHbIE CUCTEMbI AO/XKHO MPOU3BOAUTLCS B
cooTBeTCcTBUMU C MonoxeHneM MK3-2005. BcTpanBaHue A0/KHbI MPOBOAMTL OpraHM3auunu, UMelme
JIMUEH3MIO Ha MpPaBoO NpPOBeAEHUS TakKuUX paborT.

Mpwn co3gaHuMn 3awmieHHor MHMOPMALMOHHON CUCTEMbl AOMXHbI OblTb onpeaeneHbl MoAesb
BO3MOXHbIX Yyrpo3 M nonutuka 6e3onacHoctM. B 3aBucumocTm OT NonAuMTuKM 6e30macHOCTU
onpepensetcsa HeobxoanMblii Habop kKpuntorpadmyeckmx GyHKLUMIA U OpraHM3auMOHHO-TEXHUYECKUX
Mep, peanmsyemblX B CO34aBaeMON CUCTEME.

3almTa OT 3aKaoK, BUPYCcoB, MoAUdUKALUM CUCTEMHOrO M npuknagHoro MO gonxHa 6biTb
obecrneyeHa NUCMOSb30BAHMEM CPENCTB aHTUBMPYCHOMN 3aLMThl U OpraHM3aLnUOoOHHbIX MEPOMPUSATUIA.

Mpu BcTpamBaHmm CK3U Kpuntollpo CSP B npuknagHoe nporpaMMmHoe obecneyeHue unm
NCMoNb30BaHMKM €ro B coCTaBe CTaHgapTHOro npuknagHoro MO A0/MKHbI BbINOMAHATLCS Cregytowme
TpeboBaHus:

1. Mpn wMCNoNb30BaHMM OTKPbLITOrO K/KOYa uUAM  Kw4Ya npoBepkn DI AO/MKHbI  ObiTh
obecrneveHbl ero aBTopmsaums, AOCTOBEPHOCTb, LENOCTHOCTb U UAEHTUYHOCTb C MOMOLLLIO Npoueayp
YaocTtoBepstouwero LeHTpa.

2. Mpn wncnonb3oBaHUM CePTUDMKATOB OTKPbITbIX K/KOYENn U Kawdyen nposepkun 3Il,
3aBEepeHHbIX MOAMUCLIO AOBEPEHHON CTOPOHbLI, AO0/XHa 6biTb obecneveHa 6e3onacHas nocTaBka u
XpaHeHue cepTudukaTa Kaw4ya AOBEPEHHOW CTOPOHbI, C MCMO/Ib30BAaHWUEM KOTOPOrO MPOBEPSAIOTCH
ocCTanbHble cepTUdUKaTbl Kno4yen nposepku 31 Nonb3oBaTenen.

3. Kpuntorpaduyeckoe cpeacTtBO, C NOMOLbID KOTOPOro NpoOM3BOAUTCS 3aBepeHune Kiruden
npoeepkn DI, OTKPbITbIX KAKYEA WUAM CMPABOYHMKOB OTKPbITbIX K/KO4YEN, [AOMKHO 6biTb
cepTndurLMpoBaHO Mo Knaccy, COOTBETCTBYOLWEMY NPUHATON NnonnTtnke 6e3onacHoOCTM.

4. Ona oT3biBa (BblBOAA M3 AENCTBUA) OTKPbITbIX KAKOYEN U KAoden nposepkun ST AOMXKHbI
NCcnonbL30BaTbCA CpeacTBa, MO3BOMSNOLWME MNPOU3BECTM aBTOpM3auMio OT3biBawwero nuua (B 3TUX
Luensax MoXeT 6biTb MCMOAb30BaH CMUCOK OTO3BaHHbIX CepTUdMKATOB, 3aBepeHHbIi DI AoBepeHHOoM
CTOPOHbI).

5. Mpn BbI3oBe npunoxeHneMm dyHkun CK3M B npuknagHOM nNporpaMmMHOM obecnedyeHun
AonkHa 6bITb NpeAycMOTpeHa NpoBepKa KojAa 3aBepLUeHUs Bbi3biBaeMon MYHKLWU.

6. MNpu BbIzoBe dyHKUMI CK3U B o0b6sA3aTenbHOM nopsake TpebyeTcs ykasbiBaTb MMSA U TuN
npoeargepa. cnonb3oBaHWe nposanaepa No yYMOSYaHUIO He AOonyCKaeTcs.

7. Mpun BcTpamBaHum CK3U B cpeactso 21 B dyHKUMM MPOBEPKM MOAMMCKM C MOMOLLBIO
ceptudukata knwya nposepku 3l gonkHa ObITb UCKAKOYEHA BO3MOXHOCTbL npoBepkun DI 6e3
npeaBapuTenbHOM nposepku I B cepTudukare.

8. Ana orpaHu4yeHnss BO3MOXHOCTM  BAUAHWA  annapaTHbIX KOMMNoHeHTOoB CBT Ha
dyHKunoHmposaHue CK3UM Heobxoaumo nposegeHue wuccrnegoBaHun MO BIOS CBT, Ha KOTOpbIX
yctaHoBneHo CK3W, Ha cooTBeTcTBME Aencteytowmm TpeboBaHusm ®CB Poccmu no mccnegoBaHuto
MO BIOS CBT.

Mpun ncnonb3osaHum CK3U nop ynpasneHneM OC Android Ao/XHbl BbINOMHATLCS clepytowme
yCnoBus:

— Heobxoammo ucnonb3zoBaTb OC Android Bepcuii 8.0 1 Bbille;

— AOoMXHo 6bITh 3anpeleHo ncnonb3oBaHne Accessibility Service;

— MObBUIbHOE YCTPOMCTBO HE AOJ/IKHO MMeTb root npas;

— MPUIOXEHUS AOMKHbI (PYHKUMOHMPOBATb Ha MOOUIbBHOM YCTPOMCTBE C YCTaHOBJ/IEHHbIM
CpeacTBOM aHTUBMPYCHOM 3alUuThbI;

— obsaszaTenbHa ycTaHOBKa BCEX nMaTtyen 06bHOBAEHUN;

— [oJikHa 6bITb 3anpelleHa yctaHoBka MO n3 HeAOBEPEHHOIO NCTOYHMKA.
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5 Tpe6boBaHusa no 3awurte ot HC

5.1 O6bwume TpeboBaHua No opraHmsaymm pa6bortnbl no sawmrte ot HCA1

3awmTa annapaTHOro n nporpaMmmHoro obecrnedexHus ot HC npu ycTtaHOBKE M MCMOJIb30BaHUN
CK3UM saBnsieTca coctaBHOM 4yacTbio ob6wen 3agaum obecrneyeHus 6HesonacHocTn uMHGOpMaumu B
cucTteMe, B COCTaB KoTopol Bxoant CK3W.

Hapsay ¢ npuMeHeHueM cpeactB 3awmTbl oT HCOA HeobxoaMMO BbINOSHEHWE MPUBEAEHHbIX
HMXKE OpraHn3auMOHHO-TEXHUYECKUX W aAMUHUCTPATUBHbIX Mep Mo obecrneyvyeHutd npaBMIIbHOIO
dYHKUMOHMPOBaHUSA cpeactB o06paboTkm wn  nepegauynm uWHGOpMaUMKM, a TakXKe YCTaHOBJIEHME
COOTBETCTBYIOLWMX npaBua  Ansd  obcnyxuBalowero nepcoHana, JAonyueHHoro Kk pabote ¢
KOHdMAEHUNaNbHON NHpOpMaLMen.

3awmta uHdopmaumum ot HCO pomxkHa obecneumBaTbCa Ha BCEX TEXHONIOMMYECKMX 3Tanax
06paboTkn mHdbopMaumm U BO BCEX pexmMmax (PYHKLUMOHUPOBAHMS, B TOM 4MUCIE MNPU MPOBeAEHUU
PEMOHTHbIX U pernameHTHbIX paboT.

3awmnTta nHdbopmaumm ot HCL ponxHa npegycMaTpmBaTb KOHTPOAb 3M@EKTUBHOCTU CPeacTB
3awmTbl or HC[A. DTOT KOHTPONAb [AO/DKEH Mepuoauyeckyn BbIMOJHATBCS  aAMWHUCTPATOPOM
6e3onacHoCTK Ha ocHoBe TpeboBaHMI AOKYMEHTaUuUn Ha cpeacTBa 3awunTtel oT HCA.

B opraHmsauun, skcnnyatumpytowen CK3W, pomkeH 6biTb Ha3Ha4yeH agMUHUCTpATOp
6e3onacHOCTM, Ha KOTOPOro BO3/aratTCA 3agaym opraHmsauum paboT no ucnonb3oBaHuo CK3U,
Bblpab0OTKM COOTBETCTBYIOLWMX MHCTPYKUNIA AN NONb30BaTeNEN, a TaKXXe KOHTPOsb 3a cobntogeHnem
TpeboBaHMiA No 6e30nacHOCTH.

AaMUHUCTpaTop 6€30MacHOCTU He A0MXKEH UMETb BO3MOXHOCTU A0CTyNa K KOHdUAEHUMaNbHOM
nHdOopMaunm nonb3oBaTenen.

MpaBoM poctyna K pabouymm MectaMm C ycTaHoBneHHbiMM CK3W ponkHbl 06sagatb TOMBKO
onpefenieHHble  ANA  3KcnjayaTauuMum  ivMua,  npowejluve  COOTBETCTBYIOWYHO  MOArOTOBKY.
AaMunHUCTpaTop 6e30MacHOCTU AO/MKEH 03HAaKOMUTb KaXAoro nonb3oBaTtens, npuMmeHsiowero CK3U, ¢
AokyMeHTaumenn Ha CK3U, a Takxe C APYrMMWU HOPMaTUBHbLIMWU AOKYMEHTaMW, CO3A4aHHbIMW Ha eé
OCHOBe.

5.2 TpeboBaHus no pa3MelleHmio TeXHUYEeCKUNX cpeacrts C
yctaHoBJ1IeHHbIM CK3U

Mpyu pasMeLlleHNN TEXHUYECKMX CPEACTB C YCTaHOBNEHHbIM CK3U:

— [omkHbl O6bITb MPUHATBI MEpPbl MO WUCKIKYEHUD HECaHKUMOHMPOBAHHOIO AocTyna B
noMeLLeHns, B KOTOPbIX pa3MelleHbl TeEXHUYECKne cpeacrtesa C ycrtaHoBsieHHbIM CK3M, noCTOpOHHMX
vy, No poay CBOEN AeATEeNbHOCTU He SABMSKLWMXCS NepcoHanoM, AONyWeHHbIM K paboTe B 3Tux
nomeweHmsx. B cinyyae Heob6xoaMMOCTU MPUCYTCTBUS MOCTOPOHHUX JINL, B yKa3aHHbIX MOMELLEHUSIX
[omkeH 6biTb obecnedyeH KOHTPOAb 3a UMX AENCTBUSAMUM M obecreyeHa HEBO3MOXHOCTb HeraTMBHbIX
OENCTBMI C MX CTOpOHbl Ha CK3WU, TexHuueckume cpeactBa, Ha KOTOpbIX akcniyatupyetrca CK3UN wu
3aWmuaemMyo MHpopmaumio.

— [omkHbl 6bITb NPUHSATLI MEpPbl, UCKAKOYatloWwmMe HeCaHKUMOHNPOBAHHOE BCKPbLITUE KOPMYyCOB
M CpencTB, Bxoasawmnx B coctas CK3U.

— BHyTpeHHAs nnaHWpoBKa, pacrosioXXeHNne W YKOMMNEKTOBaAHHOCTb pabouymx MecTt B
NnoMeLLeHnsaX [O/KHbI obecneuymBaTb WMCNOAHUTENSIM paboT, COXPaHHOCTb [OOBEPEHHbLIX WM
KOHdunaeHUManbHbiX JOKYMEHTOB U CBEAEHUN, BKJItOUAS KJ/IHOUYEBYIO MHDOpPpMaLMIO.
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— PasMeweHne CK3UW <«Kpuntollpo CSP» Bepcn 5.0 KC1 B noOMeweHUsAX, B KOTOPbIX
ocywectBnserca obpaboTka MHdOpMaLmMm, coaepxallen cBeaeHns, CoCTaBNaoWmMe rocyaapCTBEHHYHO
TalHy, OCYLLeCTBASETCH YCTaHOBEHHbIM NOPSAKOM.

B uensx 3awuTbl OTKPbITON KOHMUAEHUMANbHON WMH@OPMaUMM OT YTEYKM MO TEXHUYECKUM
KaHanaMm, B TOM 4ucC/ie Mo KaHajnaM cBA3n, oT 0bbekToB MHbopmaTtusaumm n CK3U, Beoa B Aencremne
M 3KCnayaTaumsa YykasaHHbiX o06bekToB M CK3UM pgonkHa OCywecTBASTbCA B COOTBETCTBUMWU C
aencteytowmmn B Poccuiickon ®degepaunn TpeboBaHuMsaAMM no 3awmnte MHDOpMaAUMM OT YTEYUYKM MO
TEXHUYECKUM KaHasiaM, B TOM yucne no KkaHany ceasun (Hanpumep, CTP-K).

Heo6xoAMMOCTb M AOCTATOYHOCTb Mep, B TOM YMC/IE MO KaHaly CBA3U, A0/KHA OLEHMBATbCH
NnopsiAKOM, MpPeAyCMOTPEHHbBIM YMNOMAHYTbIMU PYKOBOASALIMMW AOKYMEHTAaMWU, C YYETOM LIENEBbIX
YCTaHOBOK MpeAanosiaraeMoro Hapywutenss v yrpo3 6e30macHoCcTM WHdopMauuun, onpeaensieMbix
MoAenbld yrpo3 W Hapywwutens. [pu 3ToM, ecnu 06beKkTbl aTTecToBaHbl Ha COOTBETCTBME
YCTAHOBNIEHHbIM TpeboBaHMAM MO 3aluTe MHdbopMauuM 6e3 yuyeTa OLEHKM KaHana CcBA3W, MNpu
NOAK/IOUYEHMM TaKUX CPEACTB K KaHanaM CBS3M, BbIXOASALWMM 3a npeaenbl KOHTPOJNMpYyeMOoW
TeppuTopumn, Heo6xoaAMMO UCMOb30BaTb Nt06oe U3 CcrieayLWmMx CPeacTB:

— BONOKOHHO-ONTUYECKNE NHUN CBA3N;

— OnTnyeckne pasBs3biBalOWMe YCTPOMUCTBA, YCTaHaBNMBaeMble B TpakT nepefayu
nHdopMaunm Ana co3gaHns onTOBOSIOKOHHOIo parMeHTa ceTu;

— CeptunduumpoBaHHble CK3M ana nepegaun wuHdbOpMaumm COOTBETCTBYHOLWEro YpPOBHS
KOH(pUAEeHUManbHOCTH.

Ona obecneyveHus 3awmTbl MHPoOpMaumn no knaccy KC oT yTeuku MO KaHany sAWHENHOM
nepegaym AocTtaTtovyHo, 4Tobbl KaHan cBa3n 6bin peanun3oBaH B Buae paanokaHana GSM, nubo GPRS,
nnbo 3G/4G, nnbo Wi-Fi, nnbo gpyroro kaHana mobunbHol u 6ecnposogHoi cBa3n, paboTatowero B
AuanasoHe 4acToT Hecywel Bbiwe 800 My ¢ umdposon MoAynsaUMEN WITATHOMO MHGMOPMaLMOHHOIO
curHana.

5.3 TpeboBaHus no yCTaHOBKe CK3m1, obuwecucreMHoOro 7
cneuymanbHoro NO Ha N9BM

1. M3BM, Ha koTtopbix wucnonbdyerca CK3W, pomkHbl 6biTb gonyuweHbl anasa obpaboTkum
KOHMUAEHUMaNbHON MHMOpMauMn no aencresytowmnm B Poccuitckon ®depepaunm TpeboBaHmaMm no
3aWmuTe MHQoOpMauMMm OT YTEYKM N0 TEeXHWYEeCKMM KaHanaMm, B TOM 4ucCie, NO KaHajay CBsA3u
(Hanpumep, CTP-K), c yyeToM Mogenu yrpo3 B WMH(OPMALMOHHOM CUCTEME 3aKa3uymka, KOTOpbIM
DoMkHO npoTtusocToaTb CK3U «Kpuntollpo CSP» Bepcuun 5.0 KC1.

2. NHctannauma CK3U «Kpuntollpo CSP» Bepcum 5.0 KC1 Ha paboumx MecTax [AOSIKHa
Npon3BOAUTBLCSA TOMIbKO C ANCTPUOYTUBA, NOYYEHHOrO MO AOBEPEHHOMY KaHasny.

3. K ycTaHoBke 06LWECMCTEMHOrO M CchneuManbHOro nporpaMMHoOro obecnedyeHus, a Takxe
CK3MN «Kpuntollpo CSP» Bepcum 5.0 KC1, pgonyckatTcs nuua, npowejline COOTBETCTBYHIOLLYHO
noAroTOBKY M U3yUMBLUNE AOKYMeEHTaumno Ha cooTBeTcTBYyowee MO u Ha CK3N.

4. Ha TeXHMYEeCKnx cpeacTBax, npeaHasHayeHHbIx ans pabotbl ¢ CK3W, ncnonb3oBaTb TObKO
NVMLEH3NOHHOE NporpaMMmHoe obecrneyeHne puUpM-U3roToBUTENEN.

5. Mpu yctaHoBke MO CK3WN Ha M3BM pgonxeH 6bITb obecneyeH KOHTPOJb LENOCTHOCTU W
poctoBepHocTb auctpubytmea CK3WM un coBmecTHO noctaBnsiemMbix ¢ CK3WM komnoHeHT CO (cm.
MpunoxeHwne 1).

6. Ha T3BM He ponxkHbl ycTaHaBnuBaTbCA cpefctBa paspabotkm MO m otnagyuvkun. Ecnu
cpeacTBa OT/aAKM MPUIIOXKEHWUM HYXHbl ANS TEXHONOrM4YyeckMx noTpebHoCTen opraHusaumu, TO KX
MCNONb30BaHWe [OSKHO ObiTb CaHKUMOHWMPOBAHO agMUHUCTpaTopoM 6e3onacHoctu. [lpu 3ToM
OOKHbI 6bITb peanu3oBaHbl Mepbl, UCKOYaloLWme BO3MOXHOCTb UCMONb30BaHMS 3TUX CPeacTs Ans
pefaktnposaHusa koga u namatu CK3UM u npunoxeHuin, ucnonb3ytowmx CK3W, a Takxe ans
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npocmoTpa koga u namatm CK3U n npunoxenunin, ncnonbsyrowmx CK3U1, B npouecce obpabotkn CK3U
3awmaemMon MHgopMaummn n/unmn Npu 3arpy>XeHHorn knyeson nHbopmaunm.

7. MNpu ycraHoBke nporpamMmMHoro obecneuenmnss CK3U «Kpuntolpo CSP» Bepcum 5.0 KC1
cnepyer:

— TllpeaycMoTpeTb  Mepbl, WUCK/OYaKOWME  BO3MOXHOCTb  HECAHKUMOHWPOBAHHOIMO  He
06HapyXnBaAaeMOro M3MeHEeHMs annapaTHOM 4acTU TEXHUYECKUX CPeACTB, Ha KOTOPbIX YCTaHOBMEHbI
CK3U1 (Hanpumep, nyTeMm onedaTbiBaHUS CUCTEMHOro 6s10ka u pasbemos MN2BM).

— Tocne 3aBepuweHMs npouecca YCTAaHOBKM A0/MKHblI  ObiTb  BbIMOAHEHbI AENCTBUS,
HeobxoaMMble ANA OCYLLECTB/IEHUS MNEPUOAMYECKOro KOHTPONS LEeNOCTHOCTU ycTaHoBneHHoro [10
CK3W, a Takxxe ero oKpy>eHuns B COOTBETCTBUW C AOKYMeHTauunen (cM. MNMpunoxeHue 1).

— [MMporpaMmmHoe obecneyeHne, yctaHaBnmBaeMmoe Ha M3BM c CK3U, He AOMXKHO coaepXxaTb
BO3MOXHOCTEWM, NO3BOMAIOLWMX:

o MOAUdUUMPOBATb COAEPXUMOE NPOMU3BONbHbLIX obnacTen namMsaTu;

o MoauduuMpoBaTb COBCTBEHHbIN KOA U KOA APYTUX NOAMNPOrpamMMm;

o MoamduumpoBaTb NaMATb, BblAENEHHYO ANs APYTMX NOANPOrpamm;

o nepepasaTb ynpasfieHne B 06/51acTb COBCTBEHHbIX JAaHHbIX W AaHHbIX APYrnx
noAnporpamm;

0  HECaHKLUMOHMPOBaHHO MOoAUPUUMPOBATL (annbl, CoaepXallMe UCNOSIHAEMble KoAbl
NpU NX XpaHEHUN Ha XEeCTKOM AMUCKE;
NnoBbILWaTb NpeaoCTaB/eHHble NPUBUIErNN;
mMoanduumpoaTb HacTponkn OC;
NCNOMb30BaTb HEAOKYMEHTUPOBAHHbIE DMpMOnN-paspaboTunkom dpyHkumm OC.

5.4 Mepbl no obecneuyeHnto sawmtbl ot HCA

Mpu mncnonb3oBaHum CK3U aomxHbI BbIMONHATLCSA Clieaylowme Mepbl No 3awunte nHdbopMaumu
ot HC:

— Heobxoaumo paspaboTaTb WU MPUMEHUTb MOMUTUKY Ha3HadeHUs U CMeHbl naponen (4ns
Bxoga B OC, BIOS, npu wundpoBaHMn Ha naposie 1 T.4.).

— HeobxoaMMO uMcnonb3oBaTb @UALTPblI Maposien B COOTBETCTBMM CO  C/leAyHLnMMy
npasuiaMn:

ANVHa naponsa AonkHa 6biTb He MeHee 8 CMMBOJIOB;

B uUMC/ie CMMBOJIOB Maposis o06s3aTesibHO AO0JIXKHblI MPUCYTCTBOBaTb OyKBbl B
BEPXHEM M HUXXHEM perucrtpax, umdpsbl 1 crneumnanbHble cumeonbl (@, #, $, &, *, %
nT.n.);

o Naponb He [O/XEeH BK/AkYaTb B cebs nerko BblUMCSiEMble COYETaHMS CMMBOJIOB
(nmeHa, damunnm n T.4.), a Takxe obwenpuHaTble cokpaweHns (USER, ADMIN,
ALEX n T.4.);

o NpW CMeHe naposia HOBOE 3HAa4YeHMe AO/DKHO OTNM4YaTbCa OT npeablayliero He
MeHee 4yeM B 4-X No3nynsax;

JNINYHbBIM Naposib NOSb30BaTeslb HE UMeeT npasa coobwaTb HUKOMY;
NepMOANYHOCTb CMEeHbl Maposisa onpeaensercs NPUHATON NONUTUKON 6e30nacHoCTH,
HO He A0J1XXHa npeBbiwaTtb 6 MecsLueB.

— naponu pnsa ayTeHTUdUKauum nonab3oBaTener Ha HocuTenax, paboTalowmx B pexunme
aKTUBHOIO BbIUMCUTENS C 3aWMTOM KaHana Mmexay Hocutenem n CK3UM no npotokony SESPAKE,
OO/KHbI YA0BNETBOPSATb CleaylowwmM TpeboBaHmsaM:

o Ansa BblpaboTku obuwlero knawda C ayTeHTMduMKaumeln Ha OCHOBE Mapons npwu
NCNOSb30BaHUN KPUBbIX C 512-6MTOBLIM NOPSAKOM IFPyrMbl TOYEK:

" Maposib AOIXKEH COCTOATb U3 B6YKB aHMIMMNCKOro andaBuTa U BEPXHEM WU
HMXXHEM perncrpax, umdp v cneusHakos;
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*  MMWHMManbHas AJMHa napons — 4 CUMBONA;
* NEepUoaNYHOCTb CMEHbl Napons — He pexe 1 pasa B nonroaa.
o Ans BblpaboTkM obwero knw4ya C ayTeHTUdUKauMEn Ha OCHOBE Mnapons npu
NCMONIb30BaHMN KPUBbIX C 256-6MTOBbIM NOPAAKOM rpyrnnbl TOYEK:
* Maposib AONXKEH COCTOATb M3 B6YyKB aHIMMIACKOro andaBuTa U BEPXHEM WU
HMXXHEM permcrpax, undp v cneusHakos;
* MWHUMasibHasg AnvHa napossd — 10 cMMBOJOB;
* NEepuoaMYHOCTb CMEHbI Napons — He pexe 1 pasa B 56 gHen.

— MONIMTUKA Ha3HayeHMss W CMeHbl Maposien [O/KHA YAOBNETBOPSATb  Cleayrwmm
TpeboBaHMSAM: MNOCNe Tpex HeBepHbIX MOMbITOK BBOAA MNapofia nonb3oBatenem npu Bxoge B OC
cuctema gomxHa 6rnokmpoBaTtbcs Ha 1 yac (c obecneyeHneM BO3MOXHOCTU pa3bOKMPOBKK yYETHOM
3anucu npm obpalweHnn nonb3oBaTens K agMMHUCTpaTopy 6e3onacHocTn).

— YKasaHHasi nonmMTtuka obsizaTesibHa AN BCEX YUYETHbIX 3anncen, 3aperncrtpMpoBaHHbIX B
OC.

— cpeactBamm BIOS pgomxkHa 6bITb MCKIOYEHA BO3MOXHOCTb paboTbl Ha M3BM ¢ CK3U, ecnn
BO BpeMs €€ Ha4ya/lbHOM 3arpy3Kn He NPOXOASAT BCTPOEHHbIe TeCTbl.

— aAMuHucTpaTop 6e3onacHoCTM (ecnn OH UMeeTCs) HeceT MepCoHaNbHYl OTBETCTBEHHOCTb
3a XpaHEHUNE JTINYHbIX KNTH4YEBbLIX HOCUTENEen Nonb3oBaTeNemn.

Mpn akcnnyaTtaunn CK3U 3anpeLweHo:

— 0CTaBnaTb 6e3 KOHTPONsA BblYUCAUTENbHbIE CPeACTBA, Ha KOTOPbIX 3KcnyaTupyetca CK3U
(B TOM uucne cMapT-KapTbl), nocne BBoAa ka4eBon nHdbopmaumm nmbo MHOM KOoHdUAEHUMANBHON
MHdopMauunn;

— BHOCWUTb Kakue-nmbo naMmeHeHuns B nporpamMmHoe obecneyeHne CK3U;

— OCYLLeCTBAATb HECAHKUMOHMPOBaHHOE aAMWHUCTpATOpOoM 6e30macHoCTM KonupoBaHue
KIOYEBbIX HOCUTENEN;

— pa3rnawaTb COAEpPXWMMOEe HOCUTenenh KAK4YeBOW UWHMOpMauum uWan nepepaBaTb Camu
HOCUTENM AnuaM, K HAM He AONYLEeHHbIM, BbIBOAUTbL K/HOYEBYO MHMOPMaUUIO HA AUCNAeNn, NpuHTep
WHble cpeacTBa oTobpaXkeHus nHdopmaumu;

— WCMoNb30BaTb KJtoueBble HocuTenu B pexxunmax, He npeaycMoTpeHHbIX
dyHKUMOHMpoBaHueM CK3U;

— 3anucbiBaTb Ha KJOYEBble HOCUTENM MOCTOPOHHIOK MHGOpPMaUMIo.

AaMUHUCTpaTop 6€e30MacHOCTU AO0NXKEeH CKOHMUIypupoBaTb OMNEepaLMOHHYI0 CUCTEMY, B cpeae
KOTOpOW nniaHmpyeTcsa mcnonb3oBatb CK3U, n ocywecTtBnsTb NEpUOSNYECKUIA KOHTPOb CAeNaHHbIX
HaCTpOeK B COOTBETCTBMM CO cneaywmMmn TpebosaHnaMmu:

— He MCnonb30BaTb HeCTaHAapTHble, U3MEHEHHbIe UK OTnaao4YHble Bepcun OC;

— MWCK/YUTb BO3MOXHOCTb 3arpy3km M ncnosnbsosaHnsa OC, OTIMYHOM OT NpeayCMOTPEHHOM
lTaTHOM paboTon;

— MWCK/OYUTb BO3MOXHOCTb YAaNeHHOro ynpasBieHus, aAMUHUCTPUPOBaHMSA U MoAndUKauum
OC un eé HacTpoek;

— Ha M3BM pgoskHa 6bITb yCTaHOBJ/IEHA TONLKO O4HA ONepauMoHHasa CMCTeEMa;

— nMpaBOM YyCTaHOBKM M HacTtpoiikm OC m CK3U ponxeH obnagaTb TOMbKO agMMHUCTpaATop
6esonacHocTy;

— BCe Heucnosib3yemble pecypcCbl CUCTEMbl HEOHXOAMMO OTKAUUTbL (MNPOTOKOMbI, CEPBUCHI U
T.M.);

— pexwuMmbl 6e3omnacHOCTM, peanusoBaHHble B OC, p[onXHbl OblTb HACTpPOEHbl Ha
MaKCUMasibHbIN YPOBEHb;

— BCeM nofb3oBaTensaM W rpynnaM, 3apernctpyupoBaHHbiM B OC, Heob6xoAMMO Ha3Ha4uTb
MWHWUMasIbHO BO3MOXHble ANa HOpManbHoW paboTbl Nnpaga;
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— HeobxoaMMo NpeayCcMOTpeTb Mepbl, MaKCMManbHO OrpaHU4YMBaKOLMeE AOCTYN K CAeAyoL MM
pecypcaM CUCTEMbl (B COOTBETCTBYHOLINX YCNOBUSAX BO3MOXHO MOSIHOE yAanieHue pecypca Wnu ero
HENCNOJIb3yeMON YacTu):

o CWUCTEMHbIN peecTp;
dannbl n KaTtanoru;
BPEMEHHble (anbl;
XKYPHasbl CUCTEMBI;
dannbl NnogKauku;
Kawupyemas nHpopmaumsa (naponv n 1.n.);
oTnago4yHas nHdopmaums.

— KpoMe Toro, Heo6xoaAMMO opraHmM3oBaTb CTUpaHue (N0 OKOH4YaHWM ceaHca paboTbl CK3U)
BpPEMeHHbIX (harnoB n dannoB nogkavyku, GopMmnpyembix nam Mmoandununpyemblix B npouecce paboThl
CK3W. Ecnn 3TO He BbINOJHUMO, TO Ha >XECTKUMW AUCK AOSKHbl pacnpocTpaHATbCcs TpeboBaHuA,
npeabsaBaseMble K KNOYEBbIM HOCUTENAM;

— [AO/MKHO 6blTb WUCKJKOYEHO nonajaHue B CUCTEMY MpoOrpamMMm, MNO3BOASIOLWMX MOBbIWATb
npenocTaBneHHble NpuBuaernun 3a cyet owmnbok B OC;

— HeobxoAMMO perynsipHO ycCTaHaBAMBaTb NakeTbl 0bHoBNeHusa 6e3onacHoctn OC (Service
Packs, Hot fix 1 T.n.), 06HOBNAATL aHTUBUPYCHble 6asbl, a TakXe UcCcnefoBaTb MHGMOPMaUMOHHbIE
pecypcbl MO BOMpoOCaM KOMMbITEPHOM 6e30MacHOCTM C Uenbio CBOEBPEMEHHOW MUHUMMU3ALUU
OMNacHbIX NOCNeACTBMN OT BO3MOXHOIO Bo3aelcTems Ha OC;

— B cnyyae nogkntodeHuns N3BM c yctaHoBneHHbIM CK3U Kk 06WWenoCcTynHbIM CETAM nepenayn
OaHHbIX, HEobX0AMMO WCK/OYUTb BO3MOXHOCTb OTKPbITUSA W MCMAOJIHEHMS (aNNoB U CKPUMATOBbLIX
obvekTOoB (Hanpwumep, JavaScript, VBScript, ActiveX), nony4yeHHbIXx Kn3 06WenOCTYMHbIX CceTen
nepefaym paHHbix 6e3 npoBeaeHUs COOTBETCTBYIOLWMX MPOBEPOK Ha MpeaMeT coAaepXaHusi B HUX
NporpamMMHbIX 3aknagok n speaoHocHoro MO, 3arpy>aeMbiX U3 ceTu;

— npu ucnonb3oBaHnm CK3WN Ha M3BM, nogkat4vYeHHbIX K 06WwenoCTynHbIM CETSAM CBSA3KU, C
Lenbld  UCKNYEHUS BO3MOXHOCTU HECAHKLUMOHMPOBAHHOINO JA0CTyna K CUCTEMHbIM pecypcam
NCNONb3YEMbIX OMepauMoHHbIX CUCTEM, K MNporpamMMHOMy obecrnedyeHuto, B OKPYXEHUM KOTOPOro
dyHkunoHumpytot CK3UM, mn Kk komnoHeHTaM CK3M cO CTOpPOHblI YKasaHHbIX CeTen AOJIKHbI
NCNOMb30BaTbCS AOMOSIHUTEIbHbIE METOAbI M CpeaCTBa 3awWwmTbl (HanpuMep, yCTaHOBKA MeXCeTeBbIX
3KpaHoB, opranmsaumsa VPN cetenn u T.n.). lNpn 3TOM npeanoyTeHme AOJIKHO OTAABaTbCs CpeacTBaM
3alWMTbl, MMELWMM CeEPTUPUKAT YNOJHOMOYEHHOIO OpraHa no ceptudukaunm;

— OpraHusoBaTb M MCMNoONb30oBaTb CUCTEMY ayauTa, OpraHmM3oBaTb perynsipHblii  aHanus
pe3ynbTaToB ayauTa;

— OpraHu3oBaTb W UCMOJS1b30BaTb KOMMAEKC MEpPOnNpUSATUIA @aHTUBUPYCHOW 3aLlUThl;

— AO/MKHO 6bITb 3anpeweHo ncnonb3oBaHne CK3U anga 3awmTbl peyeBor nHdopmaumu;

— [OJIXHbl 6bITb OTK/IKOYEHbI paAnOKaHasbl, Hencnosiblyemble B pabote CK3U.

O O O O O O

3anpelyeHo:

— MCMOoNb30BaTb K/HOUYM C UCTEKLLUNM CPOKOM AENCTBUS;

— OCYLLEeCTB/ISATb HECAHKLIMOHMPOBAHHOE KOMUPOBAHME KITOYEBBIX HOCUTENEN;

— pasrnawartb COAEPXWUMOE HOCUTENEN KIK4YEBOW WHPOpMauuMM WM nepegaBaTb CaMu
HOCUTEeNW NnuaM, K HAUM He AOMNYyLWeHHbIM, BbIBOAMUTb K/IOUEBYO MH(OPMaLMIO Ha ANCMIEN N MPUHTEP
(3a nckn4YeHneM cnyyaes, NpeayCMOTPEHHbIX AaHHbIMU NMpaBuaammn);

— BCTaBNATb  KJKOYEBOW HOCUTENb B  YCTPOWCTBO CYUTbIBAHMS B  pexumax, He
NpeayCMOTPEHHbIX WTATHbIM PEXMMOM MCMOJSIb30BaHNA KNOUYEBOro HOCUTENS ;

— noakntyatb K NMOBM gononHuTenbHble YCTPOWCTBA U COEAUHUTENN, HE NMPenyCMOTPEHHbIE
LWTATHOM KOMMeKTauunen;

— paboTaTtb Ha [2BM, ecnm BO BpeMs ero HayaslbHOM 3arpy3km He MNpOXOAUT BCTPOEHHbIN
Tect O3Y, npeaycMoTpeHHbin B M2BM;
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— BHOCUTb Kakmne-nmbo naMeHeHus B nporpammHoe obecnevyeHne CK3W;

— W3MEeHSATb HaCTpPOWKM, YCTaHOBNEHHbIE nporpammom YCTaHOBKM CK3M nnu
aAMUHUCTPATOPOM;

— MNCNONb30BaTb CUHXPOMOCHLIIKM, BbipabaTbiBaeMble He cpeacTBamMun CK3U;

— obpabaTbiBaTb Ha M2BM, OCHaLLEeHHOWM CK3Wu, nHdopmauumto, copepxaliyto
rocyaapcTBeHHYH TariHy, 6e3 npoBeaeHMs uccnefoBaHUM Mo  O6OCHOBaHUKD HEBO3MOXHOCTHU
06paboTku CK3U nHbopmaumnm, cogepkawen rocyaapCTBEHHYO TalHy;

— wncnonb3oBaTb 6biBLIME B paboTe K/OYEBbIE HOCUTENN ANS 3anNMcu HOBOWM MHdopMaunn 6e3
npeaBapuTENIbHOrO0 YHUUTOXEHUST Ha HUX KIHOYEBOWN WHMOpMaUUM, Moasexalenhn YHUUYTOXEHUIO B
cooTBeTCTBMM C N. 3.9.3, cpeactsamm CK3U;

— OCYLLECTBNSATb HECAHKLMOHMPOBAHHOE BCKPbITUE CUCTEMHbLIX 610KoB M2BM;

— MPUHOCUTL W  WUCNONb30BaTb B MOMEWEeHUn, rae pasMeweHbl cpeacrtea CK3WU,
paauotenedoHbl U APYrylo paavonepesatowyto annapatypy (TpeboBaHne HOCUT peKoMeHAaTeNbHbIN
xapakTtep).

AnnapaTypy, Ha KoTopoi ycTaHaBnmBaeTtcs CK3U, pekomeHayeTcsa NpoBepUTb Ha OTCYTCTBUE
annapaTHbIX 3aKNajdoK.

5.5 [leicTBMA Nnpy KOMNpPOMETaL MM KJIIOUYen

B cnyyae komnpomeTaumm knato4verd no dakTy KOMMpoMeTauuu [OSKHO 6biTb MpoBeAeHO
cnyxebHoe paccneaoBaHue. CKOMNPOMETUPOBaHHbIE KJHOUM BbIBOAATCA U3 AENCTBUS.

BbiBeA€HHblIE M3 OENCTBUS CKOMIMPOMETMPOBAHHbIE KJIHOUEBbIE HOCUTENWN MOC/IE MPOBEAEHUS
CNyxebHOro paccrefoBaHUs YHUYTOXAKOTCS, O YeM AenlaeTcs 3anucb B «XKypHane nosb3oBaTens
ceTn».

CkoMnpoMeTMpoOBaHHbIe KOUYM NoanexaT 3aMeHe.

MoapobHble AeNCTBUA NPU KOMMPOMETaLUUN Ktouei onucanbl B . 3.9.2.

5.6 Tpe6boBama no nopaknwueHmio CK3UW pana pa6borbl no
o6wenocTynHbIM KaHasiaM nepefaym AaHHbIX

Mopsaok noaknoveHnss CK3M K KaHanam CBA3U A0SXKEH 6biTb OnpeaesieH 3KCnyaTupyoLLen
opraHusaumen. JIMLOM, OTBETCTBEHHbIM 3a 6e30MacHocTb paboTbl CK3M no o06LenocTynHbIM
KaHanaMm, Kak npasBuo, LOMXKeH 6biTb aAMUHUCTPATOP 6€30MacHOCTU.

Mpu nogkntouyeHmn CK3N k o6wenocTynHbIM KaHanaM nepedaym AaHHbIX AO/DKHa ObiTb
obecneyeHa 6e30MacHOCTb 3aLMLLEHHON CBA3W. [1pM 3TOM AOXHbI 6bITh ONpeaeneHb:

— nopsagok noakntoyeHns CK3U k kaHanawm;
— JINUO, OTBETCTBEHHOE 3a 6e30macHOCTb paboTbl MO 06WEen0CTYNHbIM KaHanaM;
— TMNOBOW pernaMeHT 3alULLEHHON CBSA3W, BKIIHOYAOLWMIA:
o NoAnTuky 6e30MacHOCTU 3allMLEHHON CBA3MW;
o  AONyCTMMbIA COCTaB MPUKAAAHbIX MPOrpaMMHbIX CPeacTB, ANsi KOTOPOro AO/IKHO
6bITb MccneaoBaHo U 060CHOBAHO OTCYTCTBME HeEraTMBHOrO BNMSAHMS Ha CK3U no
KaHany nepegauyu gaHHbIX;
nepeveHb AOMNYCTUMbIX CETEBbIX MPOTOKO/OB;
3aWNTy CeTeBbIX coeaMHeHnN (MepeyeHb A4OMYCTUMbIX CETEBbIX S3KPAHOB);
cucTeMa M CpeacTtBa aHTUBMPYCHOW 3aLUThI.

MepeyeHb cTaHAapTHbIX cpeactB OC MoOXeT BKAWYaTbCAd aAMUHUCTPATOPOM B TUMNOBOM
pernamMeHT 6e3 npoBeAeHUs AOMNO/IHUTENbHbIX UCCNEeA0BaHMI N0 OuEeHKEe UX BAMsHUSA Ha CK3WU. Mpu
3TOM AOJIKHbI BbIMONHATLCA !
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— CcBOeBpeMeHHOe 06HOBIEHNE NPOrpaMMHbIX CPeACTB, BK/IOUEHHbIX B COCTaB pernamMeHTa;
— KOHTPOnb cpeabl PyHKUMOHMpoBaHus CK3U;

— onpeaenieHne U KOHTPOJIb 3@ UCMOIb30BaHMEM CETEBbIX MPOTOKOJI0B;

— cobntogerHne npasun nonb3oBaHma CK3U mn cpepoin pyHKumnmoHmposaHus CK3U.

JonxxeH 6biITb obecrnedyeH OpraHM3aUMOHHO-TEXHUUYECKUI  KOHTPO/SIb  3anpoOCOB  Ha
yCTaHOB/EHNE coeaAnHeHUs aboHEeHTOB Mo NMpoTokoay TLS ¢ mcnonb3oBaHUEM 3 eMEPHbIX KIOYEN,
MCKJTIOYaLWMX BO3MOXHOCTb MCMNONb30BaHUS aboOHEHTOM He CBOMX aTpUbyTOB coeaunHeHus (Takue,
kak Client_Id n 1.n.).

Mpn wucnonb3zoBaHun CK3W c ApyrMMn  CcTaHAApTHbIMKU - NPOrpaMMHbIMKU - CpeACcTBaMu
BO3MOXHOCTb noaktodeHns CK3M k oblwenocTynHbIM KaHanaMm nepefadn AaHHbIX A0JXKHa ObiTb
BO3MOXHa TO/bKO MNOCNe MnpoBeAeHUs AOMNONHUTENbHbIX MCCAefOoBaHMM C OLEHKOM HeraTMBHOro
BNNAHUSA HapywuTens Ha dyHKunoHmpoBaHue CK3U, wmcnonb3ywowero cpeacrea o06wWenoCcTynHbIX
KaHanos..

Mpn ycTaHoOBKE MNapaMeTpoB, MNO3BOMAKWMNX CO34aBaTb COEAMHEHUS, OT/INYHbIE OT
KpunTorpadmyeckmn 3alulleHHbiX, B COOTBETCTBUM C HacTosdAwmMmn npasmnamm (TLS-coegnHeHue Ha
ocHoBe cepTudmkaToB knawodvenn MTOCT P 34.10-2001, FOCT P 34.10-2012 (IFOCT 34.10-2018)),
OO/KHblI  ObITb MPUHATLI  Mepbl, WUCKIKYawWwmne yTeuyky Tpebyowen 3awutel MHpopMaumm c
3awmuiaemMoro obbvekta nHdbopmMaunm. NpoBepka AOCTAaTOYHOCTM MPUHATBIX Mep 3alMTbl MPOBOAUTCS
npu aTtrectaumm obbekta wHdopMmaTMsaumm ¢ CK3WM no TpeboBaHuMAM UWHQPOPMALMOHHOWN
6esonacHocTw.

5.7 Tpe6boBaHua no ncnosibzosaHno B CK3U nporpaMMHoO-annapaTtHbIX
cpeacts 3awmTtbl oT HCA

MporpaMMHoO-annapaTHble cpeacteBa 3awmtbl oT HC[ npeaHasHadeHbl ANS opraHuM3auum
3alWMTbl KOMMbIOTEPa OT BXOAa MOCTOPOHHMX Mofnb3oBatenein. Mog NOCTOPOHHMMU MONb30OBaTENAMU
NOHMMAIOTCS BCe Mua, He 3aperucTpupoBaHHblie B CUCTEME KaK No/b30BaTe M AaHHOMO KoMMbloTepa.

Jonyckaetca wmcnonb3oBaTb CpeacTBa  3aWwMTbl OT  HECAaHKUMOHWMPOBAHHOIO AOCTyna,
ceptudurumposaHHble ®CB Poccuu.

MporpaMmMHo-anmnapaTHble cpeacTsa 3awmTbl oT HC obecneunBsatoT:

— perucrtpaumio  nonb3oBaTesien  KOMMbOTEPA W Ha3Ha4YeHMe UM MepCoOHanbHbIX
naeHTUOMKaATOPOB N Naposen Ha BXO4 B CUCTEMY;

- MAEHTUPUKALUIO N ayTeHTUPUKaLMIO NONb30BaTeNs NpPU 3arpy3ke KOMNbIOTEPA;

— BeAEeHMe CUCTEMHOrOo XYypHana, B KOTOPOM NMPOU3BOAUTCS peErncTpaumns cobbiTnii, MMeLWnx
OoTHoweHne K 6e30MacHOCTN CUCTEMBI;

— KOHTPONb LENOCTHOCTM NpOrpamMMHOro W anmnapaTtHoro obecnedyeHna 3awuuiaemMoro
KOMnbloTepa;

— 3alKnTy OT HEeCaHKUMOHMPOBAHHOW 3arpy3kuM OMNepaumMoHHOM CUCTEMbl CO CbEMHbIX
HOoCcuTenen;

— Hanuuyue B COCTaBe anmnapaTHOro Aatuuka ciyyanHbix umcen (ACH).

YcTaHOBKa WM HaCTpOWMKa MNporpaMMHoO-anmnapaTtHOro cpeacrsa 3awutel oT HCA Ha APM
nosib3oBaTens Ao/KHa NpOU3BOAUTBLCA B COOTBETCTBMW C dKCMyaTauMOHHOMN fOKyMeHTaumen. MNepeq
3KCnsyaTaumen nporpaMMHo-annapaTHoro cpeacrtea 3awntel oT HCA B coctaBe APM nonb3oBaTtens
HeobXoAMMO O03HAKOMUTBLCA C KOMMAEKTOM [OKYMeHTauuum Ha [AaHHOoe CpeacCTBO W MPUHSATb
pekoMeHayeMble B OKYMEHTauMmn 3alnTHbIE OpraHU3aunoHHbIe Mepbl.

HacTponika nporpaMMHo-annapaTHOro cpeacresa 3awuntel ot HCA Ha Tpebyemyto
KOHMUIypaumio BbINOMHAETCA aAMUHUCTpATOpoM 6e3onacHOCTU. HacTporka [Ao/KHa MUCKAYaTb
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BO3MOXHOCTb BMELLATE/IbCTBa MOSb30BaTENS B TMPOLIECCHl 3arpy3ku OMepaunoHHOM CUCTEMbI W
npuknagHoro MO 1 NpoBepKM LIETOCTHOCTU NPOrpaMMHON Cpeabl.
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6 Ucnonb3oBaHue NporpaMMHbIX UHTepdencos

PazpaboTka nporpammHoro obecneyeHns Ha ocHoBe CK3WN «Kpuntollpo CSP» c yyeTtom n.1.5
®opmynsapa XTAW.00101-01 30 01 MoxeT npomssoauTbcsl 6e3 co3paHumsa HoBbix CK3UM B cnydae
NCronb30BaHMs BbI30BOB yHKUMN uHTepdeincos CryptoAPI (JCA/IJCE) CK3W wn3 nepeyHs
MpunoxeHna 2. [aHHble BbI30Bbl GYHKUMA MOryT MWCMNONb30BATbCA KaK HaMpsMyk, Tak WU
onocpenoBaHHO Yepes Bbi30Bbl MPOMEXYTOYHbIX DYHKUMI MHTEpdENCOoB.

B cnyyae onocpenoBaHHOro MCNosib30BaHMS B NPOrpaMMHOM obecrevyeHnn BbI30BOB (PyHKUNIA
nHtepdericos CryptoAPI (JCA/ICE), TexHMYecKoe 3agaHme Ha npoBeaeHne paboT No oueHKe BAUSAHUS
Takoro nporpamMmHoro obecneyenmss Ha CK3W HeobxoamMo cornacosbiBaTb, B TOM uyucne, ¢ 000
«KPUMTO-MPO».

B cnyyae ucnonb3oBaHua (HanpsMyk MAWM ONOCpeAOoBaHHO) B MPOrpaMMHOM obecneyeHun
npounx Bbi30BOB MHTepdeicoB CryptoAPI (JCA/IJCE) CK3WN HeobxoaMmMo npousBOoAUTb pa3paboTky
otaenbHoro CK3WM B COOTBETCTBMM C [AENCTBYHOWEN HOpMaTMBHOM 6a3oi (B 4acCTHOCTHU, C
MoctaHoBneHnem TllpaButenbctBa Poccuinickon @epepaumm ot 16 anpena 2012 r. N2313 u
MonoxeHnem o pa3paboTke, MNpPoOU3BOACTBE, peanusauum W 3KCnayaTauun Wn@poBanbHbIX
(kpunTorpadunueckmnx) cpeacts 3awmTtbl nHPopmaumum (MonoxeHune MK3-2005)).
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MpunoxxeHue 1. KOHTpPOJZIb LENIOCTHOCTU MNpPOrpaMMHOro
obecneueHun

KOHTpONb LENOCTHOCTM nNnporpaMMHoOro ob6ecneyeHuss C MNOMOLLbIO
aJIrOpUTMOB X3LWKNPOBaHUA

Moaynb cpverify.exe N03BONSET OCYLWECTBASATb KOHTPO/Sb LENOCTHOCTM YCTAQHOBJIEHHOMO
nporpamMmmHoro obecneveHmns. KOHTposib LENOCTHOCTM hanioB OCYLLECTBSIETCS Npu 3arpy3ke darina
Ha ucnonHeHne (M NepuoanyYeckM BO BpeMS BbIMNOSIHEHWSA) UM MPU PYYHOM 3anycke Mporpammbl
KOHTPONS LeNIOCTHOCTM (CM. OMUMI0 —rV HUXe).

MpY NOMOLLM NMEPEUYUCTIEHHbIX HMXKE OMNUMIA MoAyNb cpverify.exe MOXeT 6biTb UCMO/Ib30BaH AN
cneaywmx KOHTPOJIbHbIX Lenei:

cpverify -mk filename [-alg algid] [-inverted_halfbytes <inv>] - BbluncneHme 3HauyeHus
Xaw-pyHKumMn ana darnna ¢ umeHem filename ¢ nomowblo anroputma algid. MNone algid moxert
npuHmMMaTb 3HadeHns GR3411, GR3411_2012_256 wn GR3411_2012_512 (no yMon4aHuto
ncnonbsyetca GR3411). [-inverted_halfbytes <inv>] yka3sbiBaetcsa, ecnu nonybaitel B hashvalue
nepesepHyTbl (Mo ymonuyaHumto pns GR3411 inv npuHUMMaeTcss paBHbIM «1», ansa anroputMoB
GR3411_2012_256 n GR3411_2012_512 «0»).

cpverify filename [-alg algid] [hashvalue] [-inverted_halfbytes <inv>] - nposepka
uenoctHoctn danna ¢ mmeHem filename, ncnonb3ys anroput™m algid n xsw-3HaueHme hashvalue.
Mone algid MoxeT npuHMMaTb 3HauyeHuss GR3411, GR3411_2012_256 u GR3411_2012_512 (no
yMonuyaHuto mcnonbdyetca GR3411). Ecnn hashvalue He ykasaH, TO Xx3w-3HayeHue b6epeTcs u3
danina filename.hsh. [-inverted_halfbytes <inv>] yka3sbiBaeTcs, ecnn nonybantel B hashvalue
nepesepHyTbl (Mo ymonyanuto ans GR3411 inv npuHMMaeTcss paBHbIM «1», ansa anroputMoB
GR3411_2012_256 1 GR3411_2012_512 «0»).

cpverify -rm [-alg algid] [catname] - BbluMcneHne 3Ha4YeHUS X3W-DYHKUUN ONS KaXA0ro u3
dannos, coaepxawimnxca B Katanore catname B pasaene peectpa (ecnm cathame He ykasaH, TO
6yayT nepecuuTaHbl BCE X3LW-3HAYEHUS B pasgene peectpa). Tekyulee 3HaYeHne Xaw-QpyHKUNA npu
3TOM 3aMeHsieTCa Ha BHOBb MNocuuTaHHoe. [lone algid MoxeT npuHMMaTb 3HadyeHumss GR3411,
GR3411_2012_256 n GR3411_2012_512 (no ymonyaHuio ncnonbayetrcad GR3411).

cpverify —rv [catname] - npoBepka LeNocTHOCTM GalnoB M3 KaTanora cathame B pasaene
peectpa (ecnu catname He yKkasaH, To 6yayT NpoBepeHbl Bce dhaibl B pasaene peecrpa).

cpverify -xm in_file out_file [-alg algid] [xmlcatname] - BbluMCIeHNE 3HaUYEHNS X3W-PYyHKLNN
ans dannoB, nepeuncieHHbix B xml-daine ¢ umeHem in_file B kaTtanore xmlcatname (ecnm
xmlcathame He ykasaH, TO X3W-3HayeHusa 6yayT nocumTaHbl AN BCcex (hanoB, NMepeudyncsieHHbIX B
xml-cbanne ¢ umeHem in_file), n 3annucb nony4yeHHbiX 3Ha4yeHuMn B xml-cpann c umeHem out_file.
Tekyuiee 3HayeHne xaw-PyHKUUA Npu 3TOM 3aMeHsIeTCs Ha BHOBb MocuyuTaHHoe. MNone algid moxer
npuHMMaTb 3HadeHns GR3411, GR3411_2012_256 wu GR3411_2012_512 (no yMon4aHuto
ncnonbsyetcs GR3411).

cpverify -xv in_file [xmlcatname] - npoBepka uLeNOCTHOCTW (annoB, MEpPEUYUCTIEHHbIX B
xml-danne ¢ nmeHem in_file B katanore xmlcatname (ecnn xmlcatname He yka3aH, TO MpoBepKa
6ypeT BbinosIHEHA Ang Bcex ¢dasoB, NepeyncneHHbix B Xxml-danne c umeHem in_file).

cpverify —r2x out_file - dopmuposaHmne xml-darina c nmeHem out_file, cogepxawero cnmcok
darinoB, HaxoAsIlWMXCS B pasfdene peectpa No4 KOHTPOJIEM LENOCTHOCTU, M X3W-3HAa4YeHUs 3TUX
dannos.
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cpverify —x2r in_file — yctaHOBKa noa KOHTPONb LENOCTHOCTU (annoB, NepeyYncneHHbIX B
xml-canne c umeHem in_file.

CnnCoK KOHTPONIMPYEMbIX MOAYJ/IEN 3aBUCUT OT MUCMOJSIHEHMS U MOXET ObiTb MOMYy4YeH Mpu
nomoum KoMaHabl cpverify —r2x in_file.

Ona Toro, u4Tobbl MNOCTaBUTb MOA KOHTPO/Sb LIEIOCTHOCTM YCTAHOBJIEHHOE MPOrpaMMHOe
obecneyeHne, Hy>XXHO BbINOJIHUTL CNEAYIOLYI0 N0CNea0BaTe/IbHOCTb 4ENCTBUINA:

1. Cozpatb xml-harin, cogepxalimii CNMCOK YCTaHaB/IMBAEMbIX MO KOHTPOJb LIENOCTHOCTMU
dannos. daHHbih xml-ann fo/mKeH UMeTb CeayoLwyo CTPYKTYpPY:

<?xml version="1.0" encoding="UTF-8" standalone="no"?>
<CProlntegrity>

<catalog>

<entry name="calc.exe">
<Path>C:\WINDOWS\system32\calc.exe</Path>
<Algid>00008021</Algid>

</entry>

<entry name="verifier.exe">
<Path>C:\WINDOWS\system32\verifier.exe</Path>
<Algid>00008021</Algid>

</entry>

</catalog>

</CProlntegrity>

NMpunMmeuyaHme. 3HadeHume nona Algid 3aBucuTt OT  WUCMONBL3YEMOro  anropuvTMma

X3WMpPOBaHUA:
@ - GR3411 — 3Ha4yeHne 0000801E

— GR3411_2012_256 — 3HaueHne 00008021
- GR3411 2012 512 — 3HauyeHune 00008022

2. 3anyctntb Mogynb cpverify —xm in_file out_file TestControl, ykasaB B kadyecTBe napameTpa
in_file nma cosmaHHoro xml-ganna. PesynbTtatom pabotel mMoayna 6yper saBnsatbca xml-ann ¢
nmeHem out_file, cogepxxawmn BblYMCNEHHbIE 3HAUYEHUS X3W-(PYHKUMM ANna nepedncneHHbix B in_file
$annoB N MMEKLWMN CNeqyroLyo CTPYKTYpY:

<?xml version="1.0" encoding="UTF-8" standalone="no"?>
<CProlntegrity>
<catalog>

<entry name="calc.exe">
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<Path>C:\WINDOWS\system32\calc.exe</Path>
<Algid>00008021</Algid>
<Tag>679837307CDC7AA1E4BDBB75194A24D42C782079AF08E2D362D7624A90D604C7</

Tag>

</entry>

<entry name="verifier.exe">

<Path>C:\WINDOWS\system32\verifier.exe</Path>

<Algid>00008021</Algid>

<Tag>9DF987B89A323BEBC3C29BACOAED42A4F5BD651892AAE79F1EC1D05288D06B9C</
Tag>

</entry>

</catalog>

</CProlntegrity >

NMpuMmeuyaHue. 3HadeHue nons Algid 3aBMCUT OT  WCMOMbL3YEMOro  anropuTtMma

X3WNpPOBaHUSA:
@ — GR3411 — 3Ha4veHune 0000801E

- GR3411_2012_256 — 3Ha4eHune 00008021
- GR3411_2012_512 — 3Ha4eHune 00008022

3. YCTaHOBUTb NOA KOHTPOJIb LIENIOCTHOCTK halnbl, ANS KOTOPbIX OblSI0 BbIYMCNEHO 3HAYeHne
xaWw-dyHKUMK, ncnonblysa mogynb cpverify —x2r in_file TestControl, raoe napametpowm in_file aensercs
xml-dann, NnoNy4YyeHHbIN B pe3ynbTaTte BblYNCNEHMS 3HAUEeHMS XaW-PYHKLUUN B NYHKTE 2.

KOHTpONb LENOCTHOCTM MNporpaMMHOro o6ecneyeHuss C MNOMOLLbIO
aJIroOpuTMOB NOAMNUCHU

— cpverify -file_verify nma_danna [3HayeHne_nognucu] -timestamp gata

MpoBepka noanucn ddanna C UMeHeM <«uMsa_darna». [lapaMeTp «3HadeHWe_noanucm»
HeobxoaMMo nepenaBaThb B BMAe 6aliTOBOM CTPOKWU. ECin napaMeTp «3HayeHne_NnoAnucu» He yKasaH,
TO 3HayeHume noanucu bepetca m3 danna uMmsa_danna.sgn. MapameTp «paTta» ykasblBaeT, Korga
nognucb 6bi1a copmmpoBaHa, HeobxoanMMoO yKasbiBaTb B dopmaTe A4.MM.rrrr. [laHHas KoMaHAa
npoBepsieT NOAMNMUCL C NPSAMON NOCNeAoBaTENbHOCTbIO MoNybanT, onsa NMpPoOBEPKM Moanucmn ¢ obpaTHom
nocnegosaTenibHOCTbO 6anT HeobxoaMMO McCNosb30BaTb KOMaHAY versign € aHanorm4yHbiM HabopoMm
napameTpoB. [loAnnCb NpoBepsieTCcsa Ha OTKPbITOM KAK4Ye M3 crneumanbHoro ceptudukaTta ans
noanucu koga komrnaHum «KPUMTO-TPO».

—cpverify -file_sign wumsa_daiina -cont wumMma_koHTelHepa [-pin naponb] [-provhname
nms_nposangepa] [-provtype TMn_nposainaepa]

CospgaHne noanucum dainna Cc wMMeHeM <«uMsa_dakna» C MNOMOWbI KJo4va, B3ATOro U3
KOHTEiHepa C WMEHEM <«WUMS_KOHTelHepa». [lapameTrp password coaepXuT naponb 3awuThbl
KoHTelHepa. [lapameTpbl Provhame u Provtype ykasbiBaloT, KakKoM npoBangep Heobxoammo
ncnonb3osaTb. [MapameTp Provtype MoxeT npuHumaTtb 3HadveHusa 75,80 u 81. Ecnu Provtype He
yKasaH, To ncnonbsyetcsa 75.
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NMpunoxxeHue 2. NMepeuyeHb Bbi3OBOB, ncnosib3oBaHue
KOTOpPbIX Npu pa3paborke cucrteMm Ha ocHoBe CK3U «Kpuntollpo
CSP» c¢ y4dyetoM n.1.5 ®opmynsapa XT5AN.00101-01 30 O1
BO3MO>XHO 6€3 A0NOJIHUTE /IbHbIX TEMAaTUYECKUX UCCNef0BaHUMN

OrpaHu4eHnsa Ha UCnosib30BaHue

DyHKLUNSA nucaHu
Rl Onucanme dyHKUMN

®YHKLUMM MHULMANN3AaLMM M HaCTPOUKM NpoBaliaepa

Mony4deHHbIN AecKkpunTop
KpunTonpoBanaepa AokeH 6biTb
B 06513aTeNbHOM nopsiake
0CBOBOXAEH C MOMOLLbIO BbI30Ba
dyHkumm CryptReleaseContext (3a
MCKJIIOYEHNEM BbI30OBOB C (hiarom
CRYPT_DELETEKEYSET).

OyHkumnsa CryptAcquireContext
NCMNOob3yeTCs AJ1S1 CO34aHUS
AecKkpunTopa KpunTonposanaepa ¢
UMEHeM KJII0YeBOro KOHTEHepa,
onpenenéHHbIM napamMeTpoMm
pszContainer

CryptAcquireContext

Mepen BbI3OBOM AAHHOWN DYHKLMK
BCE AeCKpUNTOpbl 06bEKTOB
KJTIOYEN N X3WMpoBaHus, paboTa C
KOTOpbIMU NPOM3BOAMNIACH
COBMECTHO C yAansieMbiM
OEeCKpUnTopomM
KpunTonposalaepa, A0/MKHbl 6bITb
yAaneHbl C MOMOLLbIO BbI30BOB
CryptDestroyKey un
CryptDestroyHash
COOTBETCTBEHHO.

dyHkumsa CryptReleaseContext
ncnonb3yeTcs ANS yaaneHus
AecKkpunTopa KpunTonposanaepa,
co3gaHHoro CryptAcquireContext.

CryptReleaseContext

YnpaBnseT CHETYNKOM
CryptContextAddRef AEeCKpUNTOpPOB CO3A4aHHOIo
CryptAcquireContext.

MepeuncneHne yCTaHOBNEHHbIX

CryptEnumProviders N
KpunTonpoBanaepos

[MepeuncneHne ycTaHOBNEHHbIX

CryptEnumProviderTypes N
TUNOB KPUMNTONPOBaaepoB

MonyyeHne KOHTEKCTa
CryptGetDefaultProvider npoBanaepa, YCTaHOBJIEHHOIO B
CUCTEME NO YMOJIYaHUIO

OyHKumnsa CryptGetProvParam
CryptGetProvParam nosilyyaeT napameTpbl
KpunTonposanaepa.

OyHKumnsa CryptSetProvParam
CryptSetProvParam yCTaHaBnmBaeT napaMeTpsbl
KpunTonposaiaepa.

DYHKLMS UCnonb3yeTca Ans
FreeCryptProvFromCertEx yAaneHus geckpunropa
KpunTonposalaepa, CO34aHHOro
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CryptAcquireContext nnn yepes
CNG.

CryptlInstallDefaultContext,
CryptSetProvider,
CryptSetProviderEx,
CryptUninstallDefaultContext

®YHKUUKN yNpaBneHns KOHTEKCTOM
npoBaiaepa no yMos4yaHuio

DYyHKLUMUM reHepauum m o6MeHa KJIloYaMy, co3faHus, KOHUrypMpoBaHUsA U yaasieHUs KJlouen

OyHkumnsa CryptGenKey
reHepupyeT ciy4vaiHble

MonyyYeHHbIN AeCKPUNTOp K/oYa

OOoXeH B 06s3aTenbHOM nopsake
6bITb YAanéH C NOMOLLbIO BbI30Ba
¢yHkumn CryptDestroyKey no

CryptGenKey KpunTorpaduyeckne Kaym mam BbI30Ba (YKL
KJII0YEBYIO napy
(3aKpbITbIN/OTKPbLITBIN KIOUK). CryptReleaseContext Ans
pabouero geckpunrtopa
KpunTonposanaepa.
OyHkunsa CryptDestroyKey
yAansieT K4, nepeaaBaeMbin
CryptDestroyKey yepe3 napametp hKey. MNocne
yAaneHus knwod (aeckpuntop
KJIl04a) He MOXET MCMOIb30BaTbCS.
OyHkuunsa CryptExportKey Pa3pelieHo akcnopTMpoBaTh
NCNoNb3yeTcs A5 3KCnopTa TONIbKO OTKPbITbIE KUK
CryptExportKey KpMI‘ITOFpa(bVIl-IeCKvVIX Ko4en n3 (PUBLICKEYBLOB) c HyneBbIM
KJII0YEBOIro KOHTelHepa 3HayeHneM dnara uam co
KpunTonpoBanaepa, CoOXpaHsas nUx 3HayeHneM dnara
B 3alUMLLEHHOM Buae. CRYPT_PUBLICCOMPRESS.
OyHkuua CryptGenRandom
CryptGenRandom 3anonHseT 6ydep cnydanHbiMm
6aritamu.
OyHKumsa CryptGetKeyParam
CryptGetKeyParam BO3BpallaeT napameTpbl Kato4a.
Mony4yeHHbI AecKpunTop Kit4ya
AoskeH B 06513aTeNbHOM nopsiake
®yHkums CryptGetUserKey 6bITb yAaNEH C MOMOLLbIO BbI30Ba
BO3BpALLAET AECKPUNTOP OAHOWN M3 Hkumn CryptDestroyKey go
CryptGetUserKey [O/ITOBPEMEHHbIX K/HOYEBbIX Nap B 23::30:3 ¢YHT<EMM ey A
K/IlOUEBOM KOHTENHEpPE. CryptReleaseContext gns
pabouero geckpunrtopa
KpunTonposanaepa.
PaspeweHo MMNoOpTMpPOBaThb TObKO
OTKpbITble KO4n
(PUBLICKEYBLOB) npu Hynesom
OyHkumnsa CryptImportKey 3HaueHn bnaros.
ncnonb3yeTcs ANs uMnopTa
CryptImportKey KpunTorpagunyeckoro Kat4da mns3 MonyyeHHbIN AECKPUNTOP KiloYa

kntoyesoro 65106a B KOHTeNHep
KpunTonposanaepa.

OOJIKeH B 06s13aTeNbHOM nopsaake
6bITb YAanéH C NOMOLLbIO BbI30Ba
¢yHkumn CryptDestroyKey no
Bbl30Ba PyHKUNM
CryptReleaseContext gns
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pabouero geckpunrtopa
KpunTonposanaepa.

CryptSetKeyParam

OyHKumsa CryptSetKeyParam
yCTaHaBNMBaET nNapaMeTpbl Kikoya.

PaspeleHo ncnonb3oBaHne TONbKO
CO cneayrLwmMm CUMBOJSIbHbLIMU
aprymenTamu: KP_CERTIFICATE,
KP_CIPHEROID, KP_DHOID,
KP_HASHOID.

DyHKLUMM 06paboTkn kpuntorpadmyeckmx coobLieHunin

CryptSignMessage

OyHKumnsa CryptSignMessage
co3JaeT X3l onpeaeneHHoro
cogepxaHus, noanucbiBaeT X u
3aTeM Npom3BOAUT 3aKoAMpoOBaHme
N TeKCTa UCXOAHOro cooblueHuns, un
NOAMNMCAHHOIo XawWa

CryptVerifyMessageSignature

OyHKUNSA
CryptVerifyMessageSignature
npoBepsieT 3/1eKTPOHHY0 NoAMUCH
coobueHuns.

CryptVerifyDetachedMessageSigna
ture

OyHKLUUSA
CryptVerifyDetachedMessageSigna
ture npoBepseT nognucaHHoe
coobuleHune, cogepxallee
oTtcoeauHeHHyto (detached)
noANUCb MKW NoAMUCK

CryptDecodeMessage

DyHKUMS AEKOANPYET,
pacwndpoBbIBAET N NPOBEPSET
coobuieHne

CryptDecryptAndVerifyMessageSig
nature

DYHKUMS OeKoaupyeT U nposepsieT
cooblueHne

CryptEncryptMessage

OyHkumnsa CryptEncryptMessage
3aWwndpoBbIBAET U NPOU3BOAUT
3aKoampoBaHune coobLeHus.
AYTEHTUYHOCTb Co0bLeHns He
obecneunBaeTcs.

CryptDecryptMessage

OyHKkumnsa CryptDecryptMessage
npons3BoaAnT packoampoBaHue “n
pacwudpoBaHmne cooblieHuns.
lMpoBepKa ayTeEHTUYHOCTH
coobLeHns He Npon3BoaunTCS.

MpumeyvaHune: He ponyckaetcs
aBTOMaTM4YeCKUh aHanus
pe3ynbTaTa paboTbl pyHKUNM,
HanpaBfiEHHbIN Ha NPOBEpPKY
KOPPEKTHOCTN CoobLLeHUS.

CryptGetMessageCertificates

DyHKUMS BO3BpaLLaeT XxpaHunuuie
cepTUdUKATOB N CNUCKMK
aHHYNMPOBaHHbIX cepTUdUKaToB
M3 coobuieHms
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CryptGetMessageSignerCount

OYHKLWS BO3BpaLLAeT KOMYeCTBO
noanucaBLmMX cooblieHne

CryptHashMessage

DYHKUMS CO34aET X3WUPOBAHHOE
cooblueHne

CryptSignAndEncryptMessage

DyHKUMS co3aaeT noanncaHHoe m
3awndpoBaHHoe cooblieHne

CryptSignMessageWithKey

DyHKUMS co3aaeT noannucaHHoe
coobuieHne

CryptVerifyDetachedMessageHash

OyHKUMNS NpoBepseT
OTKpEnJeHHbIN X3LW

CryptVerifyMessageHash

DyHKUMS npoBepsaeT
X3WMPOBaAHHOE coobLieHmne

CryptVerifyMessageSignatureWith
Key

DYHKUMS NpoBepsAeT NoanncaHHoe
cooblueHne

CryptMsgCalculateEncodedLength

OyHKLUUSA
CryptMsgCalculateEncodedLength
BblUMC/ISET MaKCMMasibHOe
KonnyecTteo 6aiToB, HeObXoAMMOE
AN 3aK0AMPOBAHHOMO
KpunTorpadunyeckoro coobuieHms,
3a4aHHOro TMMNoM coobulenus,
napaMeTpaMm KOANPOBaHUA U
obwen AnnHom nHdopmaumm,
KoTopas AoskHa 6biTb
3aKoanpoBaHa.

CryptMsgOpenToEncode

dyHkuma CryptMsgOpenToEncode
OTKpbIBaeT KpunTorpadunyeckoe
coobuieHne ansa 3aKoaMpoBaHUS U
BO3BpallaeT AecKpunTop
OTKPbITOro CO06LEeHMS.

CryptMsgOpenToDecode

OyHkumns CryptMsgOpenToDecode
OTKpbIBaeT KpunTorpadunyeckoe
coobLeHre anst packoampoBaHus
M BO3BpaLLaeT AeCKpuUNTop
OTKPbITOro CoobLeHms.

CryptMsgUpdate

®yHkumns CryptMsgUpdate
MOMOJTHSIET TEKCT
KpunTorpadunyeckoro coobLieHus.

CryptMsgGetParam

OyHKumnsa CryptMsgGetParam
nony4yaeTt napamMeTp coobleHuns
nocne Toro, Kak
KpunTtorpaguyeckoe coobuieHne
6b1710 packoanpoBaHoO nnu
3aKoANpOBaHo.

CryptMsgControl

dyHkums CryptMsgControl
BbIMOJSIHAET KOHTPOJIbHOE
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nencreme.

CryptMsgClose

dyHkuma CryptMsgClose
3aKpbiBaeT A4eCKpUnTop
KpunTorpacmn4eckoro coobLleHus.

CryptMsgDuplicate

dyHkumsa CryptMsgDuplicate
ayénupyet geckpunrop
KpunTorpagunyeckoro coobuweHuns
nyTeMm yBesIM4YEHUs CYHETUYMKA
CCbINIOK

DYyHKUUM paboTbl C a/IrOPUTMaMM X3LLMPOBaHUSA

CryptCreateHash

OyHkuusa CryptCreateHash
WHULMANU3NPYET AECKPUNTOP
HOBOro obbekTa QyHKUMM
X3WMPOBaHMS NOTOKA AAHHbIX.

PaspelweHo ncnonb3oBaHne TONbKO
CO cneayrLwmmMm CUMBOJSIbHbIMMA
aprymeHtamm: CALG_GR3411,
CALG_GR3411_2012_256,
CALG_GR3411_2012_512,
CALG_GR3411_HMAC,
CALG_GR3411_2012_256_HMAC,
CALG_GR3411_2012_512_HMAC,
CALG_PBKDF2_94_256,
CALG_PBKDF2_2012_256,
CALG_PBKDF2_2012_512,
CALG_SHAREDKEY_HASH.

MonyyeHHbIn geckpmnTop obbekTa
X3LWNPOBAHUS AO/IKEH B
oba3aTenbHOM nopsake 6biTb
yAanéH c NoMoLLbio BbI30Ba
¢dyHKumn CryptDestroyHash po
Bbl30Ba PYHKUMMK
CryptReleaseContext ans
paboyero geckpunrtopa
KpunTonpoBaiaepa.

CryptDestroyHash

OyHkuunsa CryptDestroyHash
yaanseT 06bekT hyHKUMK
X3WNPOBaHUS.

CryptDuplicateHash

OyHkumns CryptDuplicateHash
CO34aET TOUHYIO KOonuto o6bekTa
GbYHKUMKN X3LWMPOBaHMS, BKIOYas
BCE ero nepemMeHHble,
onpeaensiowme BHyTpeHHee
COCTOsIHME 06bekTa PyHKUNU
X3WNPOBaHUS.

MonyyeHHbIn ageckpmunTop obbekTa
XaWnpoBaHUAa OO/IXKEH B
o6s13aTenbHOM nopsiake 6bITb
yAanéH C NOMOLLbIO BbI30Ba
¢yHkumn CryptDestroyHash no
Bbl30Ba PyHKUNMU
CryptReleaseContext gns
pabouero geckpunrtopa
Kpuntonposanaepa.

OyHkuuna CryptGetHashParam
BO3BpallaeT napameTpbl 06beKkTa

3anpeLeHo NCnosib30BaHue ¢
CUMBOJIbHbIMU apryMeHTaMu

[JaHHble YKa3aHHOMY 06beKkTy

CryptGetHashParam DYHKLUMN X3WMPOBAHUS U HP_OPAQUEBLOB,
3HaveHne pyHKUMM xawmpoBaHnsa. | HP_ HASHSTATEBLOB,
CryptHashData OyHkuma CryptHashData nepepaért
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PYHKUMM X3LUMPOBAHUSA.

CryptSetHashParam

OyHkuuns CryptSetHashParam
yCTaHaBNMBAET NMapaMeTpsbl
obbeKkTa X3WnpoBaHus.

PaspelueHo ncnonb3oBaHue TONbLKO
C CMMBOJIbHbIMW apryMmeHTamm
HP_HASHSTARTVECT (npu
yCNoBUW, YTO NepesaBaeMblii
06beKT PYHKLNN X3WMPOBAHMUS
6611 co3gaH dyHKUMeNn
CryptCreateHash ¢ cuMBONbHbBIM
aprymeHtom CALG_GR3411),
HP_PBKDF2_SALT,
HP_PBKDF2_PASSWORD,
HP_PBKDF2_COUNT,
HP_OID/KP_HASHOID, HP_OPEN.

CryptSignHash

dyHkumsa CryptSignHash
BO3BpallaeT 3Ha4yeHne
3/1eKTPOHHON noanucu oT

3HauYeHUs1 QYHKLUMN X3LWMPOBaHMS.

Pa3spelueHo MCcnonb30BaHWe TOJbKO
C K/1I0YEBbIMU KOHTENHEPaMK,
NMOJSTyYEHHBIMW paHee C NOMOLLbIO
Bbl30Ba
CryptAcquireCertificatePrivateKey,
nnbo C NoMOLLbIO BbI30BA
CertGetCertificateContextProperty
n3 ceptudurkarta, NpoOBEPEHHOrO C
NMOMOLLbIO PYyHKLNMK
CertVerifyCertificateChainPolicy

CryptVerifySignature

OyHkuuns CryptVerifySignature
OCyLlecTBsSIeT NPOBEpPKY
3NEeKTPOHHOM NoAMNMUCH.

Pa3spelueHo Mcnonb3oBaHWe TObKO
C [AeCKpUMTOpaMu KJTto4en,
NONyYeHHbIMU paHee C MOMOLLbIO
Bbi3oBa CryptImportPublicKeylInfo
(CryptImportPublicKeyInfoEx) u3
cepTudukarta, NPOBEPEHHOIO C
nomMoLbio PyHKLUM
CertVerifyCertificateChainPolicy

dyHKUMKN paboTtbl ¢ cepTudpuKaTamMm, CNMCKaMM OTO3BaHHbIX (AHHYNIMPOBaHHbIX) cepTuduKaToB
(COC), xpaHunuwem ceptucpmkKaToB

CNUCKWN aHHYJ/IMPOBaHHbIX cCepTU(PUKaTOB

CertAddCRLContextToStore

OYyHKLUUSA

CertAddCRLContextToStore
nobaensaet koHTekcT COC B
XpaHunuuie cepTuuKaTos.

CertAddCRLLinkToStore

®YHKLMSA CcO34aeT CCblIKY Ha
CMUCOK aHHYJIMPOBAHHbIX
cepTuduKaToB B ApYrom
XpaHunuuie

CertAddEncodedCRLToStore

OyHKUNSA
CertAddEncodedCRLToStore
co3gaet KoHTekcT COC un3
3akoampoBaHHoro COC un
[ob6aBnseT ero B XxpaHunuuie
ceptTudpunkaTos. PyHKUMA co3paeT
Konuto KoHTekcTa COC nepea
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nobaBneHnem ero B XpaHunnuuie.

CertEnumCRLsInStore

OyHkuns CertEnumCRLsInStore
MoJly4yaeT nepBbIA NN cneayrLwmni
COC B xpaHunuuie. 3Ta PyHKUNS
NCNOMb3YyeTCs B LUUKe A5 TOoro,
yTO6bI NOCNEeA0BaTENbHO NOY4YNUTb
Bce COC B xpaHunuLe.

CertFreeCRLContext

OyHkuunsa CertFreeCRLContext
ocBoboxaaeT kKoHTekcT COC,
yMeHbLlasa CYeTUYNK CCbIJIOK Ha
eavHuyy. Koraa cyetumk ccbiiok
obHynsieTcs, pyHKUMA
CertFreeCRLContext ocBoboxaaeT
NnaMsaTb, BblAENEHHYIO NOA
KoHTekcT COC.

CertCreateCRLContext

OyHkuunsa CertCreateCRLContext
co3paeT koHTekcT COC un3
3akoamposaHHoro COC.
Co3aaHHbI KOHTEKCT He
MoMeLlaeTcsl B XpaHunmLie
cepTudunkaToB. B cozgaHHOM
KOHTEeKCTe yHKUUS pasmewaer
Konuto 3akoamposaHHoro COC.

CertDeleteCRLFromStore

CDYHKLI,MFI yAandaeT CnUcok
AdHHYTMPOBAHHbIX CepTMqJVIKaTOB
N3 XpaHunuila

CertDuplicateCRLContext

OyHkumns CertDuplicateCRLContext
aybnupyet koHTekcT COC,
yBennumBasa CYETUYMK CCbIJIOK Ha
COC Ha eanHunuy.

CertFindCRLINnStore

OyHkums CertFindCRLINnStore
HaxoauT NEPBbIN UK CrieayoLWni
KoHTekcT COC B XpaHunuuie
cepTndUKaToB, KOTOPbIN
COOTBETCTBYET KpUTEpUIo Noncka,
onpeaensieMoMy napaMeTpoMm
dwFindType 1 cBAA3aHHbIM C HUM
pvFindPara. 3Ta dyHKUMA MOXeT
6bITb MCMOIb30BaHa B UMKIe Ans
Toro, Yytobbl HanTn Bce COC B
XpaHunuuie ceptTudunkaTos,
yAoBfneTBopsowme 3agaHHOMY
KPUTEpPUIO NMoucka.

CertDeleteCertificateFromStore

OyHKLUUSA
CertDeleteCertificateFromStore
yAansieT onpeaeneHHbin KOHTEKCT
COC u3 xpaHunumuia
cepTnduKaTosB.

CertFindCertificateInCRL

OYHKUUS OCYLLEeCTBNAET MOnUCK
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3aQ@aHHOro ceptuduKarta B Crincke
QHHY/IMPOBaHHbIX CEPTUDMKATOB

CertGetCRLFromStore

OyHkuna CertGetCRLFromStore
nosy4vaeT NepBbi UK CreayoWni
KoHTekcT COC ansa onpeneneHHoro
nsgartens ceptudwukata us
XpaHunuuia ceptudukaTos. ITa
dYHKUMSA TakxKe ocyLllecTBAseT
BO3MOXHY0 npoeepky COC.

CertSerializeCRLStoreElement

DyHKUNS cepnanmnsaumm cnmcka
QHHY/IMPOBaHHbIX CEPTUDMKATOB
CO CBOMMM CBOMCTBAMMU

(COC) n CTL

PacwmpeHHble CBOMCTBA cepTudukata, CNMCKa 0TO3BaHHbIX (aHHYJIMPOBaHHbIX) cepTudmukKaToB

CertGetCRLContextProperty

OyHKUNSA
CertGetCRLContextProperty
nony4vaeTt pacwmpeHHble CBONCTBA
onpepeneHHoro koHtekcrta COC.

CertSetCRLContextProperty

OyHKUNSA
CertSetCRLContextProperty
yCTaHaBNMBAET pacCllMpeHHble
CBOWMCTBa onpeaeneHHoro
KoHTekcTa COC.

CertGetCertificateContextProperty

OyHKUNSA
CertGetCertificateContextProperty
noslyyaeTt nHdopMaumio,
coaepXalycs B pacluMpeHHbIX
CBOMCTBaxX KOHTEKCTA
ceptTudmukarta.

CertEnumCertificateContextProper
ties

OYyHKLUUSA
CertEnumCertificateContextProper
ties no3BonsieT nepeuncnnTb
nHdopMauuto, coaepkaLlyocs B
paclMpeHHbIX CBOMCTBaX
KOHTeKCTa cepTudumkaTa.

CertSetCertificateContextProperty

OyHKLUUSA
CertSetCertificateContextProperty
yCTaHaBNMBaeT pacCliMpeHHble
CBOWCTBa A/19 onpeaeneHHoro
KOHTeKcTa cepTudumkaTta.

CertEnumCRLContextProperties

MepeuncrneHne paclIMpeHHbIX
CBOWMCTB CMUCKa aHHYTMPOBaHHbIX
cepTndukaTos

CertEnumCTLContextProperties

MepeuyncneHne pacliMpeHHbIX
csowicte CTL

CertGetCTLContextProperty

Mony4yeHne paclwMpeHHOro
ceomncTta CTL

CtpaHuua 37 n3 60


http://msdn.microsoft.com/en-us/library/windows/desktop/aa376570(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376051(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376053(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376082(v=vs.85).aspx

XKTAN.00101-01 95 01. KpunTollpo CSP. MNpaBuna nosb3oBaHms

CertSetCTLContextProperty

YcTaHoBKa pacluMpeHHbIX CBONCTB
CTL

CertAddCTLContextToStore

OyHKLUUSA

CertAddCTLContextToStore
nobaenset koHTekcT CTL B
XpaHWUAULLE cepTUdUKaTOB

CertCreateCTLContext

OyHkumnsa CertCreateCTLContext
CO34a€eT KOHTEKCT
3akogmnpoBaHHoro CTL. Co3aaHHbIN
KOHTEKCT He NnoMeLlaeTcs B
XpaHunuwe ceptTudunKkaTos.
OyHKkumnsa genaet konuto CTL B
CO34aHHOM KOHTEKCTE.

CertDuplicateCTLContext

OyHkumnsa CertDuplicateCTLContext
aybnupyet koHTekcT CTL,
yBenuMuneas CHeTUYMK CCbIJIOK Ha
CTL Ha eanHuuy.

CertFreeCTLContext

OyHkumnsa CertFreeCTLContext
ocBoboxpaeT koHTekcT CTL,
YMeHbLlaa CHETYMK CCbIJIOK Ha
eamHuly. Korga cyeTumk CCbisiok
obHynseTcsa, pyHKuMA
CertFreeCTLContext ocBoboxaaeT
NaMAaTb, BblAEJIEHHYIO NOA4
KoHTekcT CTL.

®dyHKUuM paboTbl c cepTudnkatamm

CertAddCertificateContextToStore

OyHKLUUSA
CertAddCertificateContextToStore
pobaBnseT KOHTEKCT cepTudumkara
B XpaHunuLie ceptTudmnkKaTos.

CertAddCertificateLinkToStore

[lobaBnsieT cCbisIKy Ha cepTudukaTr
B APYrOM XpaHunuuie

CertAddEncodedCertificateToStore

OYyHKLUUSA
CertAddEncodedCertificateToStore
CO34aeT KOHTEKCT cepTudmkaTta ns
3aKoAMpPOBaHHOIo cepTudunkaTa m
nobaenser ero B XxpaHunuuie
ceptudukaTos. Co3gaHHbIN
KOHTEKCT He COAEPXUT HUKAKMX
pacClMpPEHHbIX CBONCTB

CertEnumcCertificatesInStore

OyHKUNSA
CertEnumCertificatesInStore
MoJly4aeT nepBbIi NN cneayrLwmnii
cepTuduKaT B XpaHunuiie
cepTndmnkaToB. IDTa PyHKUMSA
MCNoNb3yeTCcs B LUUKe Ass Toro,
4yTO6bI NOCNEeA0BATENBLHO NOMYYNUTD
BCe cepTudurKaTbl B XpaHuumuie
cepTudukaToB
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CertFreeCertificateContext

OYyHKLUUSA
CertFreeCertificateContext
ocBob60XaaeT KOHTEKCT
cepTudmkaTa, yMeHbllash CHETUYNK
CCbINIOK Ha eanHUUY

CertCreateCertificateContext

OyHKUNSA
CertCreateCertificateContext
CcO34aeT KOHTEKCT cepTudmkaTta us
3aKoAMpoBaHHOro ceptudukara.
Co34aHHbIA KOHTEKCT He
NOMEeLLAeTCs B XpaHuauLe
ceptudukatoB. B cospaHHOM
KOHTEKCTe PyHKUNA pa3mewaer
KOMWUIO 3aKOAMPOBAHHOIO
ceptudukaTa

CertDuplicateCertificateContext

OyHKUNSA
CertDuplicateCertificateContext
AybnupyeTt KOHTEKCT cepTudukara,
yBeSin4ynBas CYeTUYMK CCbISIOK Ha
eanHnLy

CertFindCertificateInStore

OYyHKLUUSA
CertFindCertificateInStore Haxoant
nepBbIA MW CNeayoWNA KOHTEKCT
cepTudukaTa B XpaHunuwie
cepTndunKkaToB, KOTOpbI
COOTBETCTBYET KPUTEPUIO MOUCKA,
onpenenseMoMy napamMeTpom
dwFindType n cBsi3aHHbIM C HUM
pvFindPara

CertDeleteCertificateFromStore

OyHKUNSA
CertDeleteCertificateFromStore
yAansieT onpeaeneHHblit KOHTEKCT
cepTudumkaTa n3 XxpaHumnuua
ceptndukaToB

CertGetSubjectCertificateFromStor
e

OYyHKLUUSA
CertGetSubjectCertificateFromStor
€ Nony4yaeT KOHTEKCT cepTudumkaTa
M3 XpaHunuwa cepTndmkaTos,
OAHO3HAYHO onpeaensiemMbll ero
nsgartesiemM u CeEpUiRHbBIM HOMEPOM

CertGetlIssuerCertificateFromStore

Mounck cepTudunkaToB nlgatenemn
3aZlaHHOro cepTudukaTa

CertGetSubjectCertificateFromStor
e

Mownck cepTndmkaTta No cepnimHoMy
HOMepy W usgartento

CertGetValidUsages

Mounck nepeceyeHns KeyUsage ans
MaccmBa cepTuduKaTos

CertSerializeCertificateStoreEleme
ne

Cepuanusaums anemMeHTa
XpaHunuua
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CertComparePublickeyInfo

OYyHKLUUSA
CertComparePublicKeyInfo
CpaBHMBaeT ABa OTKPbITbIX K/to4va
N onpeaensieT, SABAAKOTCA /i OHU
MAEHTUYHbIMU

CertFindExtension

OyHkums CertFindExtension
HaxoauT pacllMpeHue B MacCuBeE U
BO3BpallaeT yKasaTe/b Ha Hero.

CertGetPublicKeyLength

OykHumns CertGetPublicKeylLength
BO3BpaLlaeT ANIMHY K/o4va B
6buTax.

CertGetIntendedKeyUsage

OYyHKLUUSA
CertGetIntendedKeyUsage
nosyyaeT Ha3HayYeHue K4va 13
ceptudumkara.

CertCompareCertificateName

OyHKUNSA
CertCompareCertificateName
CpaBHMBaeT ABa cepTudurkaTa u
onpenenseT, aBASOTCS M OHU
WAEHTUYHbBIMMU.

OoCsP

CertAddRefServerOcspResponse

YBenunyeHmne cyeTymka CCblsIOK Ha
OCSP oTBeT

CertAddRefServerOcspResponseCo
ntext

YBenuyeHme cyeTuymKa CCbIIOK Ha
KoHTekcT OCSP oTBeTa

CertCloseServerOcspResponse

3akpbiTne geckpuntopa OCSP
oTBeTa

CertGetServerOcspResponseConte
xt

MonyyeHune koHTekcTa OCSP
oTBeTa

CertOpenServerOcspResponse

OTkpbiTHE geckpuntopa OCSP
oTBeTa AN 3aAaHHON Lenoyku
cepTndukaTos

OKOHHbIe (PYHKLNU

CertSelectCertificate

OTo6paxeHune ananora Bbibopa
cepTudmkaTa no 3agaHHbIM
Kputepusam

CryptUIDIgCertMgr

OTo6paxeHune ananora
ynpasneHus ceptudunkaTamu

CryptUIDIgSelectCertificate

OTob6paxkeHne ananora Bbibopa
cepTudukaTta

CryptUIDIgSelectCertificateFromSt
ore

OTob6paxkeHne ananora Bbibopa
ceptTudmrkaTta U3 XpaHuauwa

CryptUIDIgViewCertificate

OTo6paxxeHne ananora co
CBOWCTBaMM cepTudmkaTta
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CryptUIDIgViewContext

OTobpaxkeHne ceptudukaTa,
CANCKa aHHYTMPOBAaHHbIX
ceptudukaTtos nnm CTL

CryptUIDIgViewSignerInfo

OTobpaxkeHne gmanora c
MHdOopMaumen o noanMcaBLLEM

CertSelectionGetSerializedBlob

Cepuanusaums ceptudurkaTta s
CTPYKTYpPbl, UCMOJSIb3YyEMOWN A
oTobpaxeHus

GetFriendlyNameOfCert

MpeobpazoBaHne NMeHn
ceptTudmrkaTa K «4MTaeMoMy» BUAY

DYHKLUM NPOBEPKU Lienoyek

CertVerifyCertificateChainPolicy

OyHKUNSA
CertVerifyCertificateChainPolicy
nposepsieT Lenoyky ceptTudnkaTos
Ha [OCTOBEPHOCTb, BK/OYas
COOTBETCTBUE KPUTEPMIO
NCTUHHOCTH.

CertGetCertificateChain

OyHkumns CertGetCertificateChain
CTPOMUT LLenoYKy cepTudunKkaTos,
HauMHas c nocneaHero
ceptudukarta, B obpaTHOM
HanpaBneHuUn A0 AOBEPEHHOIO
KOpHeBOro ceptudukara, ecnm aTo
BO3MOXHO.

CertFreeCertificateChain

OyHkumsa CertFreeCertificateChain
ocBoboxaaeT uernoyky
cepTUdUKATOB NyTEM YMEHbLUEHUS
CUeTumMKa ccbinok. Ecnu cuetumk
CCbINIOK paBeH HYNO, TO NaMsTb,
BblAENEHHas Nog LernoyKy,
oceoboxpaeTcs.

CertCreateCertificateChainEngine

OyHKUNSA
CertCreateCertificateChainEngine
co3jaeT KOHTEKCT
HCERTCHAINENGINE, koTopbIi
No3BONSEeT U3MEHATb NapaMeTpbl
MexaHM3Ma NOCTPOEHUS LIEnoYKu
ceptudukaTtos. MNo3sonser
OorpaHMyMBaTb MHOXECTBO
[OBEPEHHbIX CepTUPUKATOB.

CertFreeCertificate-ChainEngine

OyHKUNSA
CertFreeCertificateChainEngine
ocBob60oXAaeT KOHTEKCT
HCERTCHAINENGINE.

CertCreateCTLEntryFromCertificate
ContextProperties

CozpnaHue CTL Ha OCHOBe CBOICTB
aTpnbyTOB KOHTEKCTA
cepTudmkaTta
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CertDuplicateCertificateChain

,U,Y6J'IMDOBaHVIe KOHTEKCTa UENOYKMH

CertFindChainInStore

CDYHKLI,MH NMOCTPOEHNA LENOYKHK MNo
3aAaHHbIM KpUTEPUAM U3
XpaHunnuuia

CertFreeCertificateChainList

®yHKUMSA 0cBO60XAEHNSA MaccMBa
uenoyek

CertIsValidCRLForCertificate

DYHKUUSA NPOBEPKM HanMuns
cepTudmMKaTa B cnmncke
AHHYNMPOBaHHbIX cepTUdUKaToB

CertSetCertificateContextPropertie
sFromCTLEntry

YCTaHOBKa CBOMCTB B KOHTEKCT
ceptudukaTta Ha ocHoBe CTL

PacwmnpeHHble cBoiicTBa ceptudukarta (EKU)

CertGetEnhancedKeyUsage

OYyHKLUUSA
CertGetEnhancedKeyUsage
nony4vaet uHdbopMauuto o
pacliMpeHHOM MCMNOJIb30BaHUM
KJIl04a U3 COOTBETCTBYIOLLErO
pacliMpeHmns Uan U3 paclimMpeHHbIX
CBOMCTB cepTudmkaTa.
PaclwmpeHHoe ncnonb3oBaHue
KJK04Ya CITyXXUT MPU3HAKOM
NpaBOMEPHOro MCMoJIb30BaHMWS
ceptudukara.

CryptAcquireCertificatePrivateKey

OyHKUNSA
CryptAcquireCertificatePrivateKey
nony4yaeTt AeCKpUNTop
HCRYPTPROV n napameTp
dwKeySpec ana onpeaeneHHoro
KOHTeKCTa cepTudmkaTa.

®DyHKUMM paboTtbl c naeHTMdukKaTopamm

CryptFindOIDInfo

OyHkumnsa CryptFindOIDInfo
nosly4aeT rnepeyto
npeaonpeaeneHHyo un
3aperncTpmpoBaHHYI CTPYKTYpPY
CRYPT_OID_INFO, cornacoBaHHyto
C onpeaesieHHbIM TUTOM KJ1to4a U C
KJIHOYOM.

CryptEnumOIDInfo

lMepeuncneHne
3aperncTpmpoBaHHbIX
MAEHTUHNKATOPOB U MoNyyYeHne
nHdopMaummn ans HMX

DYyHKUUM paboTbl C XpaHUIULLEM

CertOpenStore

OyHkumnsa CertOpenStore
OTKpbIBaeT XpaHunuuie
cepTndUKaToB, NCNONb3YS
3a4aHHbIN TUN NpoBalaepa.
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CertDuplicateStore

dyHkuma CertDuplicateStore
ayénupyet aeckpunrop
XpaHuAnLLa, yBENUUYMBAsA CUETUMK
CCbIJIOK Ha XpaHuauLia Ha
eanHuLy.

CertOpenSystemStore

OyHkunsa CertOpenSystemStore
MCNONb3yeTCs ANS OTKPbITUSA
Hanbonee 4acTo MCMNOJb3yeMbIX
XpaHWInL, cepTUdnKaTos.

CertCloseStore

dyHkumsa CertCloseStore
3aKpbiBaeT A4eCKpunTop
XpaHunuia cepTndukaTos u
yMeHbLUAeT CYETUMK CCbISIOK Ha
XpaHunuLia Ha eanHuly.

CertAddStoreToCollection

[o6aBneHne xpaHuauuia B
KOJITEKLINIO

CertControlStore

YcTaHoBKa HOTUdUKAUMUM MpK
pasNnumnsIxX B 3aKeLIMPOBaAHHOM
XpaHunuie n busnyeckom
XpaHunuiie

¢YHKL|MM, ucnosb3lyemblie ansa paGOTbI C OTKpPbITbIMM AAHHBIMU N obbekTamm

CryptImportPublicKkeyInfoEx2

OyHKUNSA
CryptImportPublicKkeyInfoEx2
mMnopTupyeT nHdopmaumto 06
OTKpbITOM Kntove B CNG 1
BO3BpallaeT AecKpmnTop
OTKpbITOrO Kfto4a.

CryptImportPublicKkeyInfoEx

OyHKLUUSA
CryptImportPublicKkeyInfoEx
UMNopTUpyeT nHdbopmaunto o6
OTKpbITOM KNtoye B CSP un
BO3BpaLlaeT AeCKpUNTOp
OTKpbITOrO Kfto4a.

CryptImportPublicKeyInfo

OYyHKLUUSA
CryptImportPublicKeyInfo
npeobpa3oBbiBaeT U UMNOpPTUPYET
nHdbopMaunto 06 OTKPLITOM Klto4ye
B NpoBaliaep v Bo3Bpallaer
OECKPUNTOP OTKPbLITOro Kitoya.

CryptExportPublicKeyInfoEx

OYyHKLUUSA
CryptExportPublicKeyInfoEx
akcnopTupyet nHdopmaumto 06
OTKPbITOM KJ1l04E, CBA3AHHYIO C
COOTBETCTBYOLUNM 3aKPbITbIM
K/II04OM npoBaKaepa.

CryptExportPublicKeyInfo

OYyHKLUUSA
CryptExportPublicKeyInfo
akcnopTupyet nHdopmaumto 06
OTKpPbITOM KJltOYe,
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ACCOLMUPOBAHHYIO C
COOTBETCTBYHOLLMM 3aKPbITbIM
K/1l04OM npoBaKaepa.

CertCompareCertificate

dyHkuma CertCompareCertificate
CpaBHWBaeT ABa cepTudukaTa AN
Toro, 4ytobbl onpeaenunTs,
ABNAOTCA N OHW UAEHTUYHbBIMU.

CertComparelntegerBlob

dyHkuma CertComparelntegerBlob
CpaBHMBAET ABa LeN0YMCSIEHHbIX
6no6a onsa onpepeneHuns Toro,
npeacTaBnsoT 1M oHW cobol ABa
paBHbIX Yncna.

CryptExportPublicKkeyInfoFromBCr
yptKeyHandle

DKCrnopTMpyeT MHdopMaumo 06
OTKpPbITOM KJltOYe,
aCCOLUMMPOBaHHYIO C
COOTBETCTBYHOLLMM 3aKPbITbIM
KJIIOYOM MpoBangepa.

DYHKLMM KOAMPOBaHUA/aeKkoaAnpoBaHns

CryptDecodeObject

OyHkumns CryptDecodeObject
ncnonb3yeTcsa AN AeKOANPOBaHUS
cepTndunKaToB, CINCKOB
@HHYTMPOBaHHbIX CEPTUhUNKATOB
(COC) 1 3anpocoB Ha
cepTudukaThl.

CryptDecodeObjectEx

OyHkumns CryptDecodeObjectEx
NCNonb3yeTcs AN LEKOANPOBAHUS
cepTudunKaToB, CNNCKOB
@HHYTMPOBaHHbIX CEPTUDUKATOB U
3anpocoB Ha cepTudukaTbl

CryptEncodeObject

dyHkuma CryptEncodeObject
NCNOSIb3yeTcs A/sl KOAMPOBaHWS
cepTudurKaToB, CNUCKOB
QHHY/IMPOBaHHbIX CepTUPUKATOB U
3anpocoB Ha cepTuduKaThl.

CryptEncodeObjectEx

OyHkumns CryptEncodeObjectEx
MCNoNb3yeTcs A1 KOAMPOBAHUS
cepTnduUKaToB, CINCKOB
@HHYNIMPOBaHHbIX CEPTUPUNKATOB U
3anpocoB Ha cepTudmrkaTbl.

NMonyuyeHne 06bEKTOB U3 yAaNIEHHbIX UCTOUHUKOB

CryptRetrieveObjectByUrlA

OyHKUNSA
CryptRetrieveObjectByUrlA
nony4yaet 06beKT MHDPACTPYKTYPbI
OTKPbITbIX K/OYEN MO 3a4aHHOMY
URL.

CryptRetrieveObjectByUrlW

dyHkumsa CryptRetrieveObject-
ByUrlW saBnsieTcs unicode Bepcuen
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byHKUMM
CryptRetrieveObjectByUrlA.

AononHutenbHblie PYHKLUUN

CryptBinaryToString

OYHKUUA nepeBoauT ABOUYHYIO
CTPOKY B CTpOKYy Base64/HEX.

CryptStringToBinary

OYHKLUUS nepeBoauT CTPOKY
Base64/HEX B ABOMYHYIO CTPOKY.

CertFindAttribute

DYHKLMS NMPOM3BOAUT MOUCK
aTtpubyTa ceptudukarta no
naeHTudpunKkaTopy.

CertGetNameString

®yHKUMA NoSyYaeT uMs
Bnafenbla uan usgatens

ceptudukara.

CertNameToStr OyHKUMS NMPpOU3BOAUT
packoamposaHune nMeHu ns ASN
cTpykTypbl B DN (RFC1779).

CertSaveStore OYyHKUNS NPOM3BOAUT 3anuncb

XpaHuaunwa ceptTudmnkKaTos
(BKNtOYAsA CANCKW OTO3BaHHbLIX U
[OBEpEHHbIX cepTUdUKaToB) B
Buae CTpykTypbl PKCS#7 nnu
6MHapHOro gamMna B NamaTb UK
dann.

CryptFindCertificateKeyProvInfo

DYHKUMS OCYLLEeCTBASET MOUCK
3aKpbITOro Kkya,
COOTBETCTBYHOLLEr0 OTKPbITOMY
Kouy ceptudukara.

CryptHashPublicKeyInfo

OyHKUMS ocyuwectenseT ASN1
KOAMPOBAHME N X3LLMPOBaHME

CTPYKTYpbl
CERT_PUBLIC_KEY_INFO

CryptMsgCountersign

®yHKUMS BbipabaTbiBaeT
[06aBOYHYO NOAMUCEH.

CryptMsgCountersignEncoded

dyHKUMS BbipabaTbiBaeT
nobaBoyHylo noanuce (Koampyet
CTpYKTYpY Signerinfo, kak
onpeaeneHo B PKCS #7).

CryptMsgVerifyCountersignatureEn
coded

®dyHKUMS npoBepsieT 406aBOYHYIO
noanucb (AekoanpyeT CTPYKTypy
Signerinfo, kak onpeageneHo B
PKCS #7).

CryptMsgVerifyCountersignatureEn
codedEx

DyHKLUMS npoBepsieT 406aBOYHYIO
noanuch (AeKOAUPYET CTPYKTYpPY
Signerinfo, kak onpeaeneHo B
PKCS #7).
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[MlepeyeHb BbLI3OBOB,

MCMoNb30BaHME KOTOPbIX MpW pa3paboTke CUCTEM C

ncnonb3oBaHueM moayns «Kpuntollpo JavaCSP» n nog ynpasneHnem OC Android ¢
ydyeTtoM n.1.5 ®dopmynspa XTAN.000101-01 30 01 Bo3MOXHO 6€3 AONOAHUTENbHbIX
TeEMaTUYECKNX UCCnen0BaHUM:

MeToa

Onuncanune

OrpaHu4eHnsa Ha UCnosib30BaHue
MeToAda

getlnstance() knacca
KeyPairGenerator

MeTop getinstance() co3paet
06bEeKT reHepauum Kao4eBon
napbl O 1 VKO (reHepaTtop)

getlnstance() knacca KeyFactory

MeTopn getinstance() co3paér
06bekT, co3aaWmn 06BbEKTHI
3aKPpbITbIX U OTKPbITbIX Ktoyen DI
1 VKO Ha OCHOBE KJ/1t04EBbIX
cneundmkaummn, NpeacTaBasSoWnX
coboi BHYTpeHHee npeacraBneHue
KntoyeBon nHdbopmaymm

getinstance() knacca KeyStore

MeToa co3faeT 06bekT,
OCYLLECTBASAWMNIA AOCTYN K
K/TH0UEBOMY XPaHUNULLY.

getlnstance() knacca
SecureRandom

MeToa co3zaeT 06beKT Kiacca
reHepartopa C/lydYanHbIX YMUCEN

getlnstance() knacca Signature

MeTopn co3paeT o6bekT
dhopmupoBaHus Il B COOTBETCTBUM
C YKa3aHHbIM naeHTUdMKaTopom
anropuTMa noanucu.

getlnstance() knacca
MessageDigest

MeTopn co3paeT 06beKkT PyHKUUM
X3LWNPOBaHNA B COOTBETCTBUMN C
YKa3aHHbIM MAEHTUDUKATOPOM
anropuTMa X3WUpoBaHUS

getlnstance() knacca
KeyAgreement

MeTon co3pmaeT o06bekT,
BblpabaTbIBalOLLMA KTHOUM
COrnacoBaHus

getinstance() knacca Mac

MeTon co3pmaeT o06bekT,
OCYLLEeCTBNAKLWMA NUMUTO3ALLNTY
OaHHbIX MO anropuTMy,
COOTBETCTBYIOLLEMY YKA3aHHOMY
naeHTuduKkaTopy.

Pa3pelueH npun ykasaHum
napamMetpa «HMAC_GOSTR3411»,
«HMAC_GOSTR3411_2012_256»
nnu
«HMAC_GOSTR3411_2012_512»

Initialize() knacca
KeyPairGenerator

MeTog initialize() ocywecTBnseT
onepaumnio nameHeHmns Habopa
napameTpoB BblpabaTbiBaeMbIX
knto4esblix nap 2 nan VKO
(anroputmM 3MM/VKO, napameTpsbl
MCNoab3yeMON rpynnbl TOHEK
3NANNTUYECKON KPUBOW, anropuTtMm
X3WMPOBaHWS, y3na 3aMeHbl Ans
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anropumtMma X3LLIMpOBaHVIF|).

generateKeyPair() knacca
KeyPairGenerator

MeTosn generateKeyPair() knacca
KeyPairGenerator ocyuwecrenser
reHepaumio Ko4eBol napbl

generatePublic() knacca
KeyFactory

MeTo4 co3paeT 06beKT OTKPbLITOro
K/lloYa Ha OCHOBe crneundurkaumm
OTKPbITOro k/toya (obbekTa knacca
PublicKkeySpec), coaepxatuen
K/l0YEBOW MaTepuan, unu
3aKoAMpPOBaHHOIO KJtuYa (B BuAe
obbekTa Knacca
X509EncodedKeySpec).

generatePrivate() knacca
KeyFactory

MeTopn co30aéT 06bEKT 3aKpbITOro
kntoYa/kntoda Ol Ha ocHoBe

cneumdmrKaunm 3aKpbiToOro Kao4a
(obbekTa knacca PrivateKeySpec),
cozepkallen Kto4YeBo matepuan

Load() knacca KeyStore

MeToa ocywecTBnseT 3arpysKky
COAEpPXMMOro CTaHAApPTHOro
xpaHunuuwa JCA B naMsTb.

getName() knacca KeyStore

MeTopn Bo3BpallaeT MMA
xpaHunuwa JCA.

getEntry() knacca KeyStore

MeToa BO3BpalLaeT AECKPUNTOpP
K/toYa Ans panbHenwen paboTol C
KJIIOYOM MpPU YKa3aHUM BEPHOIO
napons.

setKeyEntry() knacca KeyStore

MeToa ocyLlecTBASAET 3anuch
3aKpbITOro Ktova/knoda M Ha
HocuTeNb

store() knacca KeyStore

MeTo4 ocywecTenseT nepesanncb
CTaHAapTHOro xpaHunuwa JCA

getKey() knacca KeyStore

MeTopn ocyllecTBAsET UTeHne
Kntoya 21 ¢ HocuTens

setCertificateEntry() knacca
KeyStore

MeToa oCyLLeCTBASET 3anuchb
cepTudmkaTa Ktoda nposepku M
Ha HocuTenb

3anuncb ceptudmkaTta B
XpaHunuuie

getCertificate() knacca KeyStore

MeTopn ocyllecTBAsET UTeHne
ceptTudmkaTa Knoya nposepku Il
C HocuTens

YteHune ceptudukaTa us
XpaHunuia

deleteEntry()knacca KeyStore

MeToa Npou3BOAMT yaasieHue
KJIIOYEBOr0 KOHTElMHepa C
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HOCUTENA

reset() knacca MessageDigest

MeTo4 nepenHnumManusnpyeTt
06BEKT X3WMpoBaHMs Ass
NOBTOPHOIO UCMOJIb30BaHMS nocne
NONYyYEeHUs X3LW-3HaYeHUs
npeabiaywero coobweHus. Metoa
MOXeT TaKXe U3MEeHATb
napameTpbl xawunpoBaHus (OID)

(Npu ucnonb3oBaHUM anropmTMa
xawmnpoBaHusa NOCT P 34.11-94)

Clone() knacca MessageDigest

MeToa co3f4aeT TOUHYIO KOMUIO
cywecrtsytowero obbekta
X3WMPOBaAHUSA

Update() knacca MessageDigest

MeToz ocyuwiecTtensieT 06paboTky
X3LWNPYEMbIX AaHHbIX

read() knacca DigestInputStream

MeTopn ocyuwecTBnsieT 06paboTky
X3WNPYEMbIX AAHHbIX,
nosyyaeMbix U3 NoToKa

digest() knacca MessageDigest

MeToa 3aBepluaeT onepauuto
X3WNPOBaHNA N NoNyYaeT X3aL-
3HayeHune coobLieHmns

valid() knacca
PrivateKeyUsageExtension

MeToz4, NpOBEpPSOWNIA CPOK
OENCTBUS KJTHoYa 3/TIEKTPOHHOM
noanucu

initSign() knacca Signature

MeTopn ycTaHasnueaeT ko4 3 un
napameTpsbl Il

initVerify() knacca Signature

MeTo4 ycTaHaBAMBAET KJIHOM
NpOBEPKN 3NEKTPOHHOM MOAMNUCU U
napameTpsbl Il

MeTopa pa3pelaeTcs Ncnosb3oBaTb
TONbKO ANs 06bEKTOB OTKPbITbIX
KItOYEN, MoJsTyYeHHbIX C MOMOLLbHO
MexaHusmoB PKIX.

setParameter() knacca Signature

MeToa ycTaHaBaMBaeT
NCMNOJIb3yeMYI0 XaLW-(PYyHKLMIO U eé
napaMeTpbl B COOTBETCTBUM C
nepeaaHHbIM UAEHTUDUKATOPOM.

update() knacca Signature

MeToz ocywecTensieT 0bpaboTky
nepeaaHHbIX AaHHbIX X3LWU-
dyHKUMen.

sign() knacca Signature

MeToa Npov3BOAUT 3aBepLiaollee
npeo6pasoBaHne Xaw-dHyHKLUN K1
MpOM3BOAUT MOAMMUCHL BCEro
HaKOMJEHHOMO COO6LLEHUS.

verify() knacca Signature

MeToA Npou3BOAUT 3aBepLuatoLLee
npeobpasoBaHne X3w-PyHKUNN U
oCyLlecTB/sieT NPoOBEPKY NOAMUCU

generateCertificate() knacca

MeToa npon3BOAUT reHepauuio
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CertificateFactory

X.509 cepTtudunkaTos

getEncoded() knacca Certificate,
Hacnepyetca X509Certificate

MeTop ocywiectsnseT
KOAMPOBAHWE CYLLECTBYIOLLErO
cepTudmkaTta

getPublicKey() knacca Certificate,
Hacneayetca X509Certificate

MeToa BO3BpalaeT KoY
npoeepku Il n3 ceptudukarta

checkValidity() knacca
X5009Certificate

MeToA ocyllecTBAsieT NPOBEPKY
Cpoka agencreusa ceptudukaTta
X509

getVersion() knacca
X509Certificate

MeToa BO3BpallaeT HOMep BepCumn
ceptndukata X509

getSerialNumber()knacca
X509Certificate

MeTon BO3BpallaeT CepUnHbIN
HoMep cepTudmkata X509

getissuerDN() knacca
X509Certificate

MeTopn Bo3BpawaetT DN aMuUTeHTa
ceptudukaTa

getlssuerX500Principal() knacca
X509Certificate

MeTopa Bo3spawaeT DN smuTeHTa
ceptudukaTta B popmate X500

getSubjectDN() knacca
X509Certificate

MeTopa Bo3spawaeT DN Bnagenbua
cepTudmkaTta

getSubjectX500Principal() knacca
X509Certificate

MeTopa Bo3spawaeT DN Bnagensua
ceptudukaTta B popmate X500

getNotBefore()knacca
X509Certificate

MeToa BO3BpallaeT AaTy Hadana
AencTeus ceptudumnkara

getNotAfter() knacca
X5009Certificate

MeToa BO3BpallaeT gaty
OKOHYaHMs aencTems ceptudukaTa

getTBSCertificate()knacca
X509Certificate

MeToa ocywecTtenseT DER-
KoAMpoBaHMe cepTudurkaTta

getSignature() knacca
X509Certificate

MeToa BO3BpallaeT NoAnuncb Noa
ceptudunkaTom

getSigAlgName() knacca
X509Certificate

MeToa BO3BpalLaeT Ha3BaHWe
anropvTMa noanucu noja
cepTudunkaTom

getSigAlgOID() knacca
X509Certificate

MeToa Bo3spawaeT OID anroputMa
noanucu noa ceptudukaTom

getSigAlgParams() knacca
X509Certificate

MeToa BO3BpallaeT napamMeTpbl
anropuTMa noanucu noa,
ceptudukatom B DER-koanposke

getlssuerUniquelID() knacca
X509Certificate

MeToz BO3BpaLLaeT YHMKabHbIN
ID amuTeHTa ceptudmkarta

getSubjectUniquelID() knacca
X509Certificate

MeTo4 BO3BpaLlaeT YHMKasIbHbIN
ID Bnagenbua ceptndumkaTa
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getKeyUsage() knacca
X509Certificate

MeToz BO3BpallaeT Habop
pa3pelleHHbIiX obnacren
MCMNOJIb30BaHUA KO4a

getExtendedKeyUsage() knacca
X509Certificate

MeTopa BO3BpallaeT obnactu
pacCllMpeHHOro Ncnonb3oBaHUA
Kn4a

getBasicConstraints() knacca
X5009Certificate

MeTo4 BO3BpalwlaeT ANNHY
pacwupeHunsa BasicConstraints

getlssuerAlternativeNames()
knacca X509Certificate

MeToa BO3BpaLwaeT CNUCOK
anbTepHATUBHbIX UMEH SMUTEHTA
cepTudmkaTta

getSubjectAlternativeNames()
knacca X509Certificate

MeToa BO3BpalLaeT CNUCOK
anbTepHaTUBHbIX UMEH BnagesnbLa
ceptudukaTa

getOID() vHTepdeinca
Paramsinterface

MeTopn Bo3BpalwaeT 06bEKTHbIN
naeHTUdnKaTop NapaMmeTpoB
anroputMma
3MN/VKO/x3wmnpoBaHus/y3nos
3aMeHbl WudpoBaHus.

getDefault() nHtepdeliica
Paramsinterface

MeToa BO3BpallaeT 3Ha4YeHue
06beKkTHOro naeHTndmrkaTopa,
YCT@HOBNIEHHOI0 B KOHTPOJIbHOM
naHenu, NnapamMeTpoB anropuTMa
3MN/VKO/x3wmnpoBaHns/y3nos
3aMeHbl WudpoBaHus.

setDefaultAvailable()

nHTtepderica Paramslnterface

MeToA ocyLLecTBASIET NPOBEPKY
Hannumnsa Heo6xoAUMbIX Mpas Ans
YCTaHOBKW HOBbIX NapaMeTpoB Mo
YMOMYaHMUIO B KOHTPOJIbHYIO
naHersb.

setDefault(OID def)

nHTepdeica Paramslinterface

MeTos4 ycTaHaBnMBaeT 06bEKTHbIN
NaeHTMhUNKATOP NO YMONMYAHUIO
ANa NapaMeTpoB anroputMa
2MN/VKO/xawmnpoBaHusi/y3noB
3aMeHbl WudpoBaHus.

getOIDs()

nHTepdeica Paramslinterface

MeToa nony4aeT CANCOK
OOMYCTUMbIX 06 BbEKTHBIX
naeHTUGUKaATOPOB NapaMeTpoB
ANna anroputMma
2MN/VKO/xawmnpoBaHusi/y3noBs
3aMeHbl WndpoBaHUS.

getDefaultSignParams() knacca
AlgldSpec

MeToa BO3BpallaeT napameTpbl
anropuTMa noanucy no
YyMOJIYaHUIO

getDefaultDigestParams() knacca
AlgldSpec

MeToa BO3BpallaeT napameTpbl
anropmuTMa XaWMpoBaHUs Mo
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yMO/14aHUIo

getDefaultCryptParams() knacca
AlgldSpec

MeToa BO3BpalLlaeT napaMeTpbl
anroputMa wudposaHusa No
yMOJ14aHUIO

setKeyUsage() knacca
GostCertificateRequest

MeToz4 ycTaHaB/AMBAET 3HaYeHMe
nons keyUsage B 3anpoce Ha
cepTudukaTt, onucbiBawlLLee
pa3peLueHHble obnactm
MCNosb30BaHMS Ktoya.

addExtKeyUsage() knacca
GostCertificateRequest

MeToa ycTaHaB/IMBAET 3HaYeHne
nons extkeyUsage B 3anpoce Ha
cepTuduKaT, onuncbiBaLlee
[IOMOJTHUTESIbHbIE 06/1aCcTH
MCMOJIb30BaHNSA Koua.

addExtension() knacca
GostCertificateRequest

MeToa ycTaHaBnuBaeT
ZLOMOSTHUTENIbHOE paclUMpeHUe B
CMUCOK paclLuMpeHmii.

setPublicKeyInfo() knacca
GostCertificateRequest

MeTopa ocyuwecTenseT
KOAMPOBAHWE U 3anucb B
CTPYKTYpYy 3anpoca napameTpoB U
3Ha4YeHns nepenasaemMoro
OTKPbITOro Knto4va cybbekTa

setSubjectinfo() knacca
GostCertificateRequest

MeToa onpenenseT nMs cybbekTa
B popmaTte X.500, ycTtaHaBnuBsaet
HOBOe uMs cybbekTa.

encodeAndSign() knacca
GostCertificateRequest

MeToA BbIMOHAET KOANPOBaHNE
3anpoca B DER-KoANpPOBKY U
noanucb ceptTudukara.

getEncodedCert() knacca
GostCertificateRequest

MeToZ4 oTnpasnsieT 3anpoc LEeHTPY
ceptudukaumm u nony4yaet
COOTBETCTBYIOLLMI 3anpocy
ceptudukar

getEncodedCertFromDER() knacca
GostCertificateRequest

MeTopa oTnpasnsgeT 3anpoc B DER-
KOAMPOBKE LIEHTPY cepTudmnkaumm
W NoJsly4yaeT COOTBETCTBYOLWMUN
3anpocy ceptudukaTta

printToDER() knacca
GostCertificateRequest

MeToa ocywecTBnseT neyatb
rnoanuvcaHHoro 3anpoca B DER-
KOAMPOBKE B NepeaaBaeMbii
PrintStream

getEncodedCertFromBASE64()
knacca GostCertificateRequest

MeTopn ocyLllecTBASET OTNpaBKy
3anpoca B kogmposke BASE64
LEeHTPY cepTudukaumm m
nosly4eHne COOTBETCTBYIOLLErO
3anpocy ceptudukarta

printToBASE64() knacca

MeToa ocyuwiecTBnseT neyatb
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GostCertificateRequest

noanucaHHoro 3anpoca B BASE64-
KOAMPOBKE B NepeaaBaeMbIi
PrintStream

getEncodedRootCert() knacca

MeToz 3anpalwmnBaeT n noaydaet
KOpPHEBOW cepTuduKaT LeHTpa

CA15GostCertificateRequest

GostCertificateRequest

cepTudmnkaumnm
getRootCertList()

MeToA nonyyaeT CNNCOK KOPHEBbIX
Knacca

ceptudukartos YL (CA15)

sendCertificateRequest ()

Knacca
CA15GostCertificateRequest

MeTopa oTnpasndeT B YL, 3anpoc Ha
ceptTudwmkar.

getCertificateRequestlList ()

Kracca
CA15GostCertificateRequest

MeToZ4 nony4vaeT CNMCOK 3anpocoB
Ha cepTMduMKaT U CcTaTyC ux
ob6paboTku.

checkCertificateStatus ()

Kracca
CA15GostCertificateRequest

MeTopn nonyyaeT ctatyc 06paboTku
YLl paHee oTnpaBneHHOro 3anpoca
Ha cepTudumkar.

getCertificateRequestld() knacca
CA15GostCertificateRequest

MeToa nonyyaeT CTPOKU-
naeHTndnKaTopbl 3anpoca Ha
ceptudumkar.

getCertificateByRequestId()
Knacca
CA15GostCertificateRequest

MeToZ4 nony4aeT BbiMyLEHHbIN
cepTudukaT no naeHTudukaTopy
3anpoca.

init() knacca Mac

MeTopa, ycTaHaBnmMBatowWmumn
anropuTtM wudpoBaHus

clone() knacca Mac

MeToz4, Nnpom3BoaaLLmMin
KonnpoBaHue obbekTa
MMUTO3ALUNTDI

update() knacca Mac

MeToz, oCyLLecTBASOWMIA
06paboTky AaHHbIX B npoLecce
BbIYNC/IEHMSA UMUTOBCTABKM

doFinal() knacca Mac

MeToga, 3aBepLuiaroLWLni
BblUMC/IEHNE 3HAYeHus
MMUTOBCTaBKM

reset() knacca Mac

MeTopa, oCyLeCcTBASOWMA
nepenHuMumManmnsaunto obbekTa
Knacca Mac nocne okoH4YaHus
BblUMC/IEHMS 3HAUYEHUS
MMUTOBCTaBKU npeabliayuiero
coobueHuns

verify() knacca CAdESSignature

MeToA ocyLllecTBNsSIET NPOBEPKY
Bcex noanuceit CAdES
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getCAdESSignerInfos() knacca
CAdESSignature

MeToa nony4yaeT CnmMcok Bcex
noannCaHToB

setCertificateStore()

knacca CAdESSignature

MeToa ycTaHaBnMBaeT Habop
cepTudunkaToB, KoTopblie 6yayT
ynakoBaHbl B NoANMCaHHoe
coobuleHune

setCRLStore() knacca
CAdESSignature

MeToa ycTaHaBnMBaeT Habop
CMMUCKOB OTO3BaHHbIX
cepTndunkaToB, KOTopble 6yayT
ynakoBaHbl B noanncaHHoe
coobueHune

addSigner()knacca
CAdESSignature

MeToa ocyuwecTensieT AobaBneHue
noanucu B dopMupyemoe
noanucaHHoe coobuieHue.

open() knacca CAdESSignature

MeToa ocywiecTBnaeT oTKpbITUE
NMOTOKa noAanucbiBaeMbIX AaHHbIX

update() knacca CAdESSignature

MeTopn ocyuwecTBnsieT 06paboTky
NOpUMN AaHHbIX

close() knacca CAdESSignature

MeTopa ocCyLlecTBNSET 3aBepLlueHmne
06paboTkM nognucbiBaeMbIX
OaHHbIX.

replaceSigners() knacca
CAdESSignature

MeToa, OCyLEeCTBIALINIA
N3MEHEHMUA AaHHbIX
MOAMUCHIBAIOLWNX B YNAaKOBaHHOM
NoAnMMCcCaHHOM CoobLLEHUN.

addRecipient() knacca
EnvelopedSignature

MeToa, AobaBnsaoLWmMn
MHdopMauuto o nonydaTtene CMS
coobLeHuns, u noaroTaBaMBaloLWLmi
coobuieHune K 3aWndpoBaHuLo.

addKeyTransRecipient() knacca
EnvelopedSignature

MeTon nob6aBnsieT nepeaaHHbIN
ceptuduKaTt B CMMCOK
nHdopmaummn o nonyyatene CMS
coobLeHns B BUAE CTPYKTYpPbI
key_transport.

MeToa pa3pellaeTcs Mcnosb3oBaTb
TONIbKO MNP OCYLLECTB/IEHUMN
NpoOBEPKN LEernoYkm ceptudmukaTta
nomouibto MexaHnamoB PKIX un
npoeepkun o6nacTn fencrems
ceptudukarta.

addKeyAgreeRecipient() knacca
EnvelopedSignature

MeTon nob6aBnsieT nepeaaHHbIN
cepTuduKaT B CNCOK
MHdopMauum o nony4dartene CMS
coobLeHns B BUAE CTPYKTYpbI
key_agreement.

MeToA pa3peluiaeTcs MCNosb30BaTbh
TONIbKO MPU OCYLLECTB/IEHUMN
NpoBEPKN LEenoYkm ceptudmukaTta
nomMouibto MexaHnamoB PKIX un
npoeepkun o6nactm fencrems
ceptudukaTta.

open() knacca EnvelopedSignature

MeTopa, oCyLeCcTBASOWMA
OTKpbITUE NOTOKa 3alwmndpoBaHus
CMS coobuieHus.

update() knacca
EnvelopedSignature

MeTopa, oCyLeCcTBASOWMA
wndpoBaHUe nopumm gaHHbix CMS
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coobleHuns.

close() knacca EnvelopedSignature

MeTopa, ocyliecTBnaoWwmnin
wudpoBaHme hdUHaANbHOM NOpLUMN
OAHHbIX M 3aKpbiBaOLWNIA NOTOK
3awundpoaHmna CMS coobuieHus.

getRecipients() knacca
EnvelopedSignature

MeToz, BO3BpaLlatoLwmii Cnmcok
nonyyartenenn CMS coobueHuns

decrypt() knacca
EnvelopedSignature

MeToa, NO3BOJISOWNIA NonyYaTesnio
pacwudposatb CMS coobuieHune

getCAdESSignatureType() knacca
CAdESType

MeTopa Bo3Bpawaet Tmun CAdES
coobueHuns

getSignerInfo() knacca
CAdESSigner

MeToa Bo3BpallaeT nHbopMaLuuio
0 noanucaHTe

getSignerSignedAttributes()
knacca CAdESSigner

MeToz4 BO3BpalLaeT CUCOK
noAanucbiBaeMblX aTpmbyToB
coobueHuns

getSignerUnsignedAttributes()
knacca CAdESSigner

MeToa BO3BpallaeT CAMUCOK
HenoAnucbIBaeMbIX aTpnbyToB
coobLeHuns

getSignatureTimestampToken()
knacca CAdESSigner

MeTo/ BO3BpalLaeT BHYTPEHHUN
wTamn (signature-timestamp)
BpPEMEHMU CoobLLeHns

getCAdESCTimestampToken()
knacca CAdESSigner

MeToa BO3BpallaeT BHELIHUN
wtamn (CAdES-C-timestamp)
BpeMEeHM coobLieHmns

getCAdESCertificates() knacca
CAdESSigner

MeToa BO3BpalLaeT CNMCOK
ceptudukatoB (certificate-values)

getSignerCertificate() knacca
CAdESSigner

MeToA BO3BpallaeT cepTudukaTt
noanucasllero coobueHne

getSignatureType() knacca
CAdESSigner

MeToa BO3BpallaeT TN noanucu

getCAdESCountersignerInfos()
knacca CAdESSigner

MeTo/A BO3BpalLaeT CMMCoK
3aBeputenen coobueHmns

setCertificateStore() knacca
CAdESSigner

MeToZ4 ycTaHaB/AMBAET XpaHuUAuLe
cepTUdUKaTOB, U3 KOTOPOrO Mo3xe
MOXEeT 6bITb MoNy4YeH cepTudukar

noanucu

enhance() knacca CAdESSigner

MeTopa ocyuwecTensaeTt
«yCOBEpLIEHCTBOBAHME» Moanncu
CAdES-BES pno CAdES-X Long
Type 1

addCountersigner() knacca
CAdESSigner

MeTopa, OCyLeCcTBASOWMA
nobaBneHne 3aBepstoLEen NoANUCHU
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K OTAENBbHOMY MOAMUCAHTY.

verify() knacca CAdESSigner

MeToA, OCYLLEeCTBASOWNIA
NMpoBEpPKYy OAHOWN OTAENIbHOMN
noanucu CAdES

build() knacca CertPathBuilder

MeToA, OCYLLEeCTBASOWNIA
NOCTPOEHME LEeNOYKU
cepTndukaTos

getAlgorithm() knacca
CertPathValidator

MeTopn, BO3BpaLlaloWmun nms
anropuTMa, oCyLecTBASIOLWEro
NpoBepKy Lenoyek cepTUdunKaToB.

getDefaultType() knacca
CertPathValidator

MeToa, BO3BpaLlaloWmnin umMs
anropuTMa, OCyLLIECTBASAOLErO
NpoBepKYy Lienoyek cepTudukaTos,
MPUHATOrO MO YMOMYaHUIo.

getinstance() knacca
CertPathValidator

MeTopa, Bo3BpalLaloWmnii 06beKT
knacca CertPathValidator.

getProvider() knacca
CertPathValidator

MeToga, ocyliecTBnaoWwmnin
nonyyeHue obbekTa nposangepa
anropuTMa, OCyLLeCTBAAOLWEro
npoBepKy Lenoyek ceptudukaTos,
NPUHSATOrO MO YMOAYAHMIO.

validate() knacca
CertPathValidator

MeToA, OCYLLEeCTBAAIOLLMIA
NpoBepKY Lienoyek cepTudunKaTos.

addCertPathChecker() knacca
CertPathParameters

MeToA, yCTaHaBMBaOLWMMN
OOMONHUTENbHbIE NMpaBuna
npoBepkn cepTMdUKaTOB.

addCertStore() knacca
CertPathParameters

MeToA, yCTaHaBnMBaKLWMMn
LOMOSTHUTENbHbIE XPaHUIMLLA
ceptudpukaTtos n CRL.

getCertPathCheckers() knacca
CertPathParameters

MeTo/, BO3BpPaLLaoLWNA CNNCOK
YCT@HOBJ/IEHHbIX AOMOSTHUTENbHbIX
npaBua NpPoBepKu CepTUhUKATOB.

getCertStores() knacca
CertPathParameters

MeToz, BO3BpaLlatoLwmnii CrMcoK
xpaHunuw, ceptudmkatos n CRL.

getDate() knacca
CertPathParameters

MeToa, BO3BpalLAOWKiA AaTy, Ha
KOTOPYIO0 NPOBEPAETCA BEPHOCTb
LenoYkn cepTudunKaTos.

getlnitialPolicies() knacca
CertPathParameters

MeToA, BO3BpaLlaloWmii CNMcok
OID’oB MOANTMK, KOTOpbIE AOKHbI
6bITb YKa3aHbl B cepTudukartax, us
KOTOPbIX CTPOUTCSA Lienoyka.

getPolicyQualifiersRejected()
knacca CertPathParameters

MeToz, Bo3Bpalatowmn dnar
PolicyQualifiersRejected.

getSigProvider() knacca

MeToa, nony4darowmnin nms
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CertPathParameters

nposangepa 3.

getTargetCertConstraints() knacca
CertPathParameters

MeToz, BO3BpaLLaoLLMit
OrpaHuUyeHns Ha LeneBom
ceptudumkar.

getTrustAnchors() knacca
CertPathParameters

MeToa, Nony4atoLunin CrMcok
[OBEpPeHHbIX CepTUPMKATOB.

isAnyPolicyInhibited() knacca
CertPathParameters

MeTozA, BO3BpaLLaoWMii NpU3HaK
06paboTkn BCEX NONUTUK,
YyKa3aHHbIX B cepTudumkare.

isExplicitPolicyRequired() knacca
CertPathParameters

MeToz, BO3BpaLLalOLWMn NPU3HAK
HaNMu1s SSBHbIX ONMMUCaHUN
NOJTNTUK.

isPolicyMappinglInhibited() knacca
CertPathParameters

MeToz, BO3BpaLLalOLWMi NPU3HaK
noaasnenuns PolicyMapping.

isRevocationEnabled() knacca
CertPathParameters

MeTopa, ycTaHaBnmMBatowWmmn
npu3Hak Heo6xoaANMOCTH
npoBepkn ceptTMdUKaToB C
nomouwbto OCSP/CRL.

setAnyPolicyInhibited() knacca
CertPathParameters

MeTopa, ycTaHaBnmMBatowWmmn
npusHak o6paboTkm BCeX MONUTUK,
yKasaHHbIX B cepTudukare.

setCertPathCheckers() knacca
CertPathParameters

MeToa, ycTaHaBnmBawwmn Habop
[OMNONHUTENbHbIX NPaBUI
npoBepkn cepTnudUKaToB.

setCertStores() knacca
CertPathParameters

MeToA, ycTaHaBnmBawLwmn Habop
AOMOSTHUTENBbHBIX XPaHWUInLL,
ceptudukatos u CRL.

setDate() knacca
CertPathParameters

MeTopa, ycTaHaBnuMBaowWwmn gaty,
Ha KOTOPYIO AOJIKHA
NpOM3BOAUTLCA NPOBEpPKa LenoYKkun
cepTudunKaToB.

setExplicitPolicyRequired() knacca
CertPathParameters

MeToA, yCTaHaBMBaOLWMMN
NpU3HaK HaNUNA SBHbIX
OnmncaHum NoanNTUK.

setlnitialPolicies() knacca
CertPathParameters

MeToA, yCTaHaBIMBaKOLWMA CNUCOK
OID’0oB MONMTUK, KOTOPbIE AOJIXKHbI
6bITb YKa3aHbl B cepTudukaTax, m3
KOTOPbIX CTPOUTCS Lernoyka.

setPolicyMappingInhibited()
knacca CertPathParameters

MeToA, yCTaHaBMBaOLWMMN
npu3HaKk noaaBfieHns
PolicyMapping.

setPolicyQualifiersRejected()
knacca CertPathParameters

YctaHaBnuBsaet dnar
PolicyQualifiersRejected.

setRevocationEnabled() knacca

MeTopa, ycTaHaBnmMBatowWmnmn
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CertPathParameters

npu3Hak HeobxoaAnMocCTH
npoBepkn ceptTudUKaToB C
nomotbio OCSP/CRL.

setTargetCertConstraints() knacca
CertPathParameters

MeToA, yCTaHaBnMBaKOLWMMn
OrpaHM4yeHuns Ha LeneBom
cepTudukar.

setTrustAnchors() knacca
CertPathParameters

MeTog, ycTaHaBAMBaOLWMIA CINCOK
LLOBEPEHHbIX CeEPTUdOUKATOB.

getMaxPathLength() knacca
PKIXBuilderParameters

MeToa, nony4atowni
MaKCUMasibHY0 BO3MOXHYIO ASIUHY
CTPOMMOM LLEMOYKMU.

setMaxPathLength() knacca
PKIXBuilderParameters

MeToA, yCTaHaBnMBaOLWMMN
MaKCMMasibHY BO3MOXHYO ANMHY
CTPOMMOW LEMNOYKM.

getXAdESSignerInfos() knacca
XAdESSIgnature

MeToa nony4yaeT CNncoK Bcex
noanncaHToB

addSigner() knacca
XAdESSIgnature

MeToz ocyuwectBnsieT gobasneHue
noanucu B dopMupyemoe
noanucaHHoe XML coobuieHme.

open() knacca XAdESSIgnature

MeToa ocyLwecTBnseT OTKpbITUE
NMOTOKa noAnucCbiBaeMbIX AaHHbIX

update() knacca XAdESSIgnature

MeTopn ocyuwecTBnsieT 06paboTky
NOpUMN AaHHbIX

close() knacca XAdESSIgnature

MeTo/A OCYyLlEeCTBNSIET 3aBepLUEHMEe
06paboTkn nognmcbiBaeMbIx
AaHHbIX.

verify() knacca XAdESSIgnature

MeTo4 oCyLEeCTBNSIET MPOBEPKY
Bcex noanucer XAdES

getSignatureType() knacca
XAdESSigner

MeToz, BO3BpaLLAOLWMA TUN
XAdES-noanucu.

getEarliestValidSignatureTimeSta
mpToken() knacca XAdESSignerT

MeTopn, BO3BpaLlaloWmnin cambli
paHHWA BanuUAHbIA BHYTPEHHUN
LUTaMN BPEMEHMU.

verify() knacca XAdESSigner

MeToA, OCYLLEeCTBASOWNIA
NMpoBEpPKY OAHOWN OTAENIbHOMN
noanucu XAdES

getSignerInfo() knacca
XAdESSigner

MeToz, BO3BpaLlaloWmin y3en
MOAMUCK B JOKYMEHTE.

getSignerCertificate() knacca
XAdESSigner

MeTopa, BO3BpalLaloLWni
cepTuduKaT Ktoya nposepku 3
AAHHOINo NoanmMcCaHTa.

getElement() knacca XAdESSigner

MeToa, BO3BpaLLaoLLNIA
NoAMUCbIBAEMbIN y3en.
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getDocument() knacca
XAdESSigner

MeToa, BO3BpaLLAOLLNIA
NOAMUCbIBAEMbIA JOKYMEHT.

getPrivateKey() knacca
JCPPrivateKeyEntry

MeTopa, BO3BpalLatoLWni
AEecKpuUnTop Kato4a privKey.

isExportable() knacca
JCPPrivateKeyEntry

MeToZ, BO3BpaLLAlOLWMA 3HAUYEHNE
dnara aKCnopTMpyeMocTm
3aKpbITOro Knw4a/knwya 3.

getCertificateChain() knacca
JCPPrivateKeyEntry

MeToa, BO3BpaLLaOLWNIA LIenoyKy
cepTndunKaTos.

getCertificate() knacca
JCPPrivateKeyEntry

MeToz, BO3BpaLlaoLL Mt
KNMEHTCKUN cepTudukat (nepsblii
B Lernoyke cepTndunKkaTos).

toString() knacca
JCPPrivateKeyEntry

MeTopa, BO3BpaLlaloLWwmii CTPOKOBOE
npeacTaBneHme Lenoykm
cepTnduKaTos.

isSilentMode() knacca
JCPProtectionParameter

MeToA, BO3BPaLLAOLWNA PEXNM
OTKPbITUSA K/IIOYEBOr0 KOHTENHEpPA.

isAllowEmptyChain() knacca
JCPProtectionParameter

MeToz, BO3BpaLlaoLLmit
paspelleHue ncnonb3oaTb null
BMECTO Lenoykn ceptudunKkaTos.

getKeyType() knacca
JCPProtectionParameter

MeToz, BO3BpaLLaOLWMi TUN
Kntoya.

sign() knacca XMLSignature

MeTopn co3paet 3l cooblieHus.

PaspelueHo ncnonb3oBaHue ToNbKO
co cneaytowmmm URI/URN:

e http://www.w3.0rg/2001/04/xmld
sig-more#gostr34102001-
gostr3411

e urn:ietf:params:xml:ns:cpxmlsec:
algorithms:gostr34102001-
gostr3411

e urn:ietf:params:xml:ns:cpxmlsec:
algorithms:gostr34102012-
gostr34112012-256

e urn:ietf:params:xml:ns:cpxmlsec:
algorithms:gostr34102012-
gostr34112012-512

checkSignatureValue() knacca
XMLSignature

MeToa ocywecTensaeT nposepky 2I1
coobLeHuns.

MeToa paspellaeTcs UCMosib30BaThb
TOMBKO MPU OCYLLECTBEHUN
npoBepKun cepTudmKaTa OTKPbITOro
K/1H04a C NMOMOLLIbI0O MEXaHN3MOB
PKIX.
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